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Abstract
This article examines case law of the European Court of Human Rights (ECtHR) concerning
the right to freedom of expression and considers relevant case law in the context of
electoral disinformation. Despite growing academic focus on the harmful effects of
disinformation on electoral democracy, there have been persistent legal concerns
surrounding how restrictions on false information could chill freedom of expression. At
present, legal responses to disinformation across Europe are in flux. While there are
growing shifts away from self-regulation and towards co-regulation at the EU level, it is
unclear as to how stronger rules to curb false information can remain consistent with
freedom of expression safeguards under international human rights law. This concern is
also relevant when considering shifts in national laws across Europe, as numerous states
have introduced restrictive legislation to tackle online falsehoods and have failed to
provide adequate human rights safeguards.

Against this backdrop, this article provides clarity as to how lawmakers in Europe can
restrict disinformation while respecting the right to freedom of expression. Specifically, this
article narrows its focuses to ECtHR case law concerning Article 10 of the European
Convention on Human Rights (ECHR). Applying this provision, the Strasbourg Court has
developed extensive jurisprudence on freedom of expression and identifiable patterns can
be derived from this case law that provide useful lessons when combatting false
information in political and electoral environments. Focusing on relevant patterns of the
Court’s reasoning and considering these in the disinformation context, this article provides
clarity on how legislators across Europe can develop binding legal rules to combat electoral
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falsehoods while respecting the protective contours of the right to freedom of expression
under Article 10.
Keywords: Freedom of expression, electoral disinformation.

1.

Introduction

The deleterious effects of electoral disinformation are well documented. 1 Political
falsehoods and spurious electoral promises are nothing new to democracy and can be
traced back to the evolution of the printing press. 2 However, the speed and efficiency of
online communication presents new opportunities for anti-democratic actors to
disseminate lies in a manner that can manipulate voters and distort election outcomes. 3
This is highly problematic when considering the need for informed political participation. 4
As Hochschild states, ‘factual knowledge about politics is a critical component of
citizenship’.5 For elections to be truly democratic, voters must understand ‘who and what
they are choosing and why.’6 Considering the novel technological developments of recent
years that make electoral disinformation politically and commercially useful,7 it is
unsurprising that there is a growing academic and legal consensus that robust legal action
is needed to curtail falsehoods in the election context. In particular, broader concerns
surrounding the failure of social media companies to ‘flatten the curve’ of online deception
have been spurred since the outbreak of COVID-19.8 As Donovan posits, the pandemic has
further exposed existing shortcomings in how platforms have failed to act 'recursively' in
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restricting the spread of false claims online.9 This critique carries particular weight when
considering piecemeal legal responses to disinformation across Europe. Specific problems
with existing disinformation legislation—either nationally or through European Union (EU)
institutions—are not the core focus of this article. However, it is nonetheless useful to
briefly provide factual background on relevant legal frameworks in Europe to contextualise
the need for freedom of expression safeguards in responding to disinformation. The
fractured European legal framework for disinformation exists both at the EU level and at
the national level.
The most concrete response to disinformation in the EU is the European Commission’s
development of a self-regulatory framework through the Codes of Practice on
Disinformation. Here, technological platforms such as Facebook, Twitter, and now TikTok
make voluntary commitments to disincentivise misleading claims on their platforms.
However, shortcomings have been documented in the implementation of these guidelines.
Crucially, platforms vary widely their definitions of paid ‘political’ content and this has led
to a lack of ‘consistent implementation of specific restrictions’ in the scrutiny of political
advertising. The Commission itself has also criticised the ‘episodic and arbitrary’ access
afforded for researchers to access relevant data concerning disinformation. This lack of
access, coupled with the fact that platforms generally aggregate relevant data at a global
and not European level, has fostered knowledge gaps that prevent researchers from
ascertaining ‘persistent or egregious purveyors of disinformation’ in Europe. 10 A further
overarching problem is the self-regulatory method itself. Technological intermediaries
have no binding obligations under the Codes and their primary incentive for implementing
its measures are ultimately based on preserving global reputation and evading more direct
regulation in Europe. Accordingly, ‘clear and binding rules of conduct specifically designed
to tackle disinformation online’ have yet to materialise.11 The eagerly anticipated Digital
Services Act (DSA) does little to establish clear and binding obligations for disinformation.
The core commitment to combat disinformation under the DSA is to improve existing selfregulatory standards. The ‘trusted flagger’ and risk assessment schemes under this new
regulation is geared towards notification and removal of digital content that is unlawful.
Thus, like its predecessor in the E-Commerce Directive, the DSA fails to address a key grey
area by keeping ‘harmful but lawful’12 content under the purview of voluntary guidelines.
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While these continued shortcomings are problematic, a narrow view of the ‘harmful but
lawful debate’13 could be somewhat misleading when adopting a broader assessment of
disinformation laws across Europe. As O’Faithigh et al. highlight, EU instruments such as
the DSA define illegal content as content that is classified as unlawful at the domestic
level.14 A crucial point here is that many national legislatures across Europe have already
introduced rules that make the spread of false information illegal. National laws that
restrict—and even criminalise— the dissemination of false information have grown
considerably during the COVID-19 pandemic. While examples are numerous,15 most
notable is Hungary’s emergency legislation that criminalised the sharing of any false or
‘distorted’ information deemed to cause public ‘confusion’. 16 Under this widely
condemned legislation, offences included a maximum sentence of 5 years, surpassing the
maximum sentence for both defamation and slander offences under the 2012 Hungarian
criminal code.17
The excess of such legislation highlights a persistent issue when considering legal solutions
to online falsehoods. That is, the tension between needing to reduce the spread of
disinformation in electoral democracies and the need to avoid far-reaching legislation that
could chill freedom of expression. As documented extensively in literature, further
problems in this area are linked to the vague and ‘slippery’ legal terminology that is often
used when framing this problem.18 While the term 'fake news' gained significant popularity
since 2016, its complex meaning make it a woefully problematic as a legal term. As Tandoc
et al. find, fake news can encompass ‘satire, parody, fabrication, manipulation, advertising,
and propaganda.’19 This definitional variance has correctly driven commentators to caution
against using this term. McGonagle argues that the catchy nature of the phrase veils its
problematic conceptual flexibility.20 Venturini cites the ‘awful vagueness’ of fake news as
one of five reasons to avoid using the term.21 Considering the evident link between vague
terminology and excessive laws in this area, it is vital that law makers across Europe combat
false information without illegitimately violating legal and constitutional safeguards to
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freedom of expression.22 While there is undeniably a requirement to curtail falsehoods in
the election context, relevant aspects of this right must be understood. As O’Faithigh
argues, the human rights framework of the Council of Europe is ‘well positioned to play a
larger role in coordination and standard setting with regards to European disinformation
policy.’23 Discussed below, highly instructive principles for this endeavour can be found in
ECtHR where the Court has applied the right to freedom of expression under Article 10 of
the European Convention on Human Rights (ECHR). Considering the voluminous and
diverse lines of freedom of expression cases in the ECtHR, an examination of relevant
Article 10 case law is not only needed to explain how restrictive laws on disinformation can
remain compatible with the right to freedom of expression but also to glean how legal
approaches to this problem can be guided by human rights principles.

2. Article 10: A Safeguard for Democracy
Considering Article 10 in the disinformation context, it is necessary to provide an overview
of the mechanics of this provision under the ECHR. Importantly, any restriction on the
transmission of false information must firmly correspond to the textual requirements
under this provision. Article 10 states that ‘everyone’ has the right to freely receive and
impart information and ideas ‘without interference by public authorities and regardless of
frontiers.’24 Wragg correctly observes that this language demonstrates the ‘extensive
broadness’ of Article 10.25 The wide application of Article 10 is also evidenced ECtHR cases.
The Strasbourg Court has applied the provision to verbal statements, 26 news articles,27
plays,28 paintings,29 and commercial advertisements.30 Moreover, Article 10 cases can arise
from spheres of individual relations governed by public and private law.31 Notwithstanding
this broad application, it is notable that the text of Article 10 contains extensive reference
to possible conditions wherein freedom of expression can be limited. The circumstances
where an interference with Article 10 can arise are wide ranging. The ECtHR has identified
interferences where national authorities have confiscated published materials, 32
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prohibited individuals from posting advertisements, 33 arrested protestors,34 refused to
grant broadcasting rights,35 and imposed criminal convictions.36 The room for interferences
with freedom of expression are not only stated under in the limitation clause under Article
10(2) but also in Article 10(1), which states that Contracting Parties can limit the
transmission of information through telecommunications licensing infrastructures. 37
Importantly, any restrictions on Article 10 freedoms must comply with key criteria under
Article 10(2). Thus, while the text of Article 10 reflects the broad application of this
provision, it explicitly references ‘duties and responsibilities’ that go hand in hand with this
right.
The permissible conditions for interferences with freedom of expression under Article
10(2) have been described as a three-pronged test. This ‘triple test,’ asks:38
•
•
•

Is the interference prescribed by law?
Does the interference pursue a legitimate aim?
Is the interference necessary in a democratic society?

The examination of whether interferences with Article 10 are prescribed by law is generally
broken down into two sub-questions of whether the legal basis for the interference was
accessible and foreseeable. Citizens must be able to comprehend the law that led to the
interference and understand its consequences. 39 The ECtHR has reasoned that this
requirement is necessary to prevent ‘arbitrary interferences by public authorities.’40
However, the Court has clarified that this requirement does not mean that citizens must
understand laws with absolute ‘certainty’.41 Such a threshold is impractical since states
must often adjust laws to reflect societal changes. 42 The need for accessibility and
foreseeability merely requires that citizens reasonably understand how their actions could
have legally actionable consequences in certain contexts. The ECtHR rarely finds that
interferences with Article 10 are not prescribed by law. The Court may also find that
interferences are prescribed by law but still criticise certain aspects of domestic legal
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frameworks that could adversely affect freedom of expression.43 If the Court is satisfied
that interferences with Article 10 are prescribed by law, it proceeds to ask whether the
interference pursues a legitimate aim. That these aims are listed exhaustively under Article
10(2) does not preclude the ECtHR from considering other aims not mentioned under this
clause. The Court’s interpretation of legitimate aims under Article 10(2) is often influenced
by national circumstances. For example, to understand whether a restriction on freedom
of expression pursues the aim of protecting national territorial integrity or preserving
morals, it is often necessary to examine national contextual circumstances. If a Contracting
Party submits that an interference with Article 10 is based on multiple aims under Article
10(2), the Court can accept that one legitimate aim has been pursued but reject others. 44
The crucial and final element of this triple test is where the Court asks whether
interferences with Article 10 are necessary in a democratic society. As Kozlowski highlights,
this inquiry ‘occupies most of the ECtHR’s judicial attention,’45 as it often involves detailed
scrutiny of the proportionality of restrictions and examines-in relevant context- whether
the restriction corresponds to a ‘pressing social need.’ Often, the Court’s final
determination of whether interferences violate Article 10 hinges on this pivotal question. 46
Failure to satisfy the democratic necessity test often relates to the proportionality of
measures and where criminal sanctions are imposed.47 Applying the necessity test to
Article 10, the ECtHR generally examines whether sufficient reasons can justify the
interference and whether the interference is proportionate to the legitimate aim pursued.'
It is crucial that any restrictions are imposed in a 'sufficiently precise, transparent and nondiscriminatory' manner.48 The importance of national circumstances means that the ECtHR
can often interpret the democratic necessity test 'dynamically’ according to evolving
conditions. This aspect of the Court’s assessment is linked to its application of the margin
of appreciation principle. Under the margin of appreciation doctrine, the ECtHR affords
varying levels of discretion for States to interfere with Convention rights. As Carozza
describes, the doctrine has roots in the international legal principle of 'subsidiarity.' 49 Greer
explains that the principle reflects the ECtHR’s acknowledgment that domestic states are
often in a 'better position' to identify circumstances where ECHR freedoms must be limited
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and how best to execute restrictions. 50 Where States have a wide margin of appreciation,
it can be argued that they have more ‘room for manoeuvre’ or ‘breathing space’ to impose
restrictions on ECHR rights. Ultimately, however, this doctrine represents the varying
latitude that national authorities are given to fulfil Convention commitments rather than
an unfettered discretion to fulfil these obligations.
Both in the text of Article 10 and in the ECtHR’s application of this provision, the protection
of an ‘effective political democracy’ is central. The ECHR is an instrument that is shaped by
the tumultuous political background preceding it. 51 As Buyse and Hamilton highlight, the
Convention was drafted at a time when Europe was in a fragile ‘transition from
authoritarianism to democracy’.52 The legacy of xenophobia and totalitarianism shaped the
drafting of the Convention in 1950,53 leading to prevailing concerns that the Convention
provisions could only be truly protected ‘within a democracy capable of defending itself.’54
Fears surrounding potential resurgence of ‘totalitarian regimes of national-socialist, fascist
or communist persuasion’ meant that there was a specific need to prevent Convention
provisions such as Article 10 from being misused to attack democratic values. 55 As Wragg
highlights, the principle of democracy also feeds heavily into the Court’s assessment of
restrictions with freedom of expression. Owing to ‘effective political democracy’
referenced in the ECHR preamble, the Strasbourg Court generally affords a narrow margin
of appreciation where Contracting Parties restrict the free flow of information and ideas
that contribute to democracy. Conversely, an expanded margin is afforded to restrict
expression offering no contribution to democracy and an even wider margin to curtail ideas
that threaten the democratic order. This often manifests in the ECtHR’s identification of a
narrow margin of appreciation to limit political debate56 and a wide margin to impede
commercial speech.57 This is because ‘the former connects with the democratic process
more keenly than the latter.’ 58 As is discussed below when considering freedom of
expression cases in the disinformation context, it is unsurprising that the need to protect
democracy runs extensively throughout the judicial rhetoric of the ECtHR in Article 10
cases.
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3. ECtHR Approaches in Article 10 Cases
The focus of this article now shifts to ECtHR freedom of expression jurisprudence that
provide identifiable lessons in the context of electoral disinformation. Spanning over 1,000
cases, the ECtHR has developed patterns of reasoning where the Court has addressed false
and harmful political communications. Thus, this section maps key Strasbourg decisions
and identifies the ECtHR’s interpretive approaches to Article 10 that can be used to inform
laws aimed at curtailing electoral disinformation. The dominant reasoning in these lines of
case law and pivotal factors that influence the Court’s decisions are dissected. This is not
only important to understand how disinformation fits into the protective framework of
Article 10 but also to identify the Court’s interpretive focus on the need for factually
accurate information in a democratic society and the dangers of harmful and deceptive
communications in the election context. As McGonagle observes, nothing in Article 10
requires citizens to impart ‘truthful information,’59 That statements may mislead citizens
does not necessarily mean that they should be restricted. This notwithstanding, there are
identifiable limits to freedom of expression in contexts that have specific relevance in the
disinformation context. The falsity of statements, the political environment in which
statements are made, and the potentially harmful and discriminatory effects of statements
are all factors that the Court has paid attention to when scrutinizing interferences with
freedom of expression by domestic legal authorities. Highlighting these critical factors, the
sections below examine the ECtHR’s robust protection of political debate and the Court’s
intolerance of anti-democratic speech. The following sections further probe the Court’s
important distinction between facts and value judgements and how this applies in the
context of false communications. Specific focus is given to how the Court applies its
relevant principles in the context of false electoral communications.

3.1 Political Expression
At its core, electoral disinformation is a problem that distorts political communication.60
Thus, it is vital to explain the robust protection of political expression in the ECtHR and to
identify areas where political communications may be limited. A dominant theme in Article
10 jurisprudence is the ECtHR's ‘clear and consistent’ stance that political expression must
only be limited in exceptional circumstances. the ECtHR has defined political expression
broadly. It encompasses parliamentary speeches,61 media criticism of politicians,62 political
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advertisements,63 and the circulation of petitions.64 The Court has made clear that even
graphic, offensive, and vulgar communications should be protected if they convey
information that is political in nature.
Crucial in the Court’s interpretation of political expression is not only the idea that thriving
democracies require vigorous political debate but also that political leaders must be
accountable to the electorate. The Court’s extensive protections for political expression is
strongly evidenced in its assessment of restrictions with the speech of political leaders and
its reluctance to accept restrictions with journalistic coverage of political matters. The
Court generally identifies debates concerning political matters as carrying significant public
interest and must therefore be widely tolerated. The Court’s focus on ‘public interest’
stems from two formative Strasbourg cases on freedom of expression. In Handyside v. The
United Kingdom, the applicant planned to disseminate copies of ‘The Little Red
Schoolbook’65 in the United Kingdom.66 Aimed at children, the book attracted considerable
media attention and ‘press comment’, leading to Handyside’s prosecution under the
Obscene Publication Act 1964 and a confiscation of copies. While the ECtHR ultimately
found no violation of Article 10, it produced a lasting and now famous endorsement of the
need for democracies to allow a wide range of potentially relevant public interest
information. The Court explicitly stated that its role was to analyse interferences with
Article 10 with ‘utmost attention to the principles that characterise a democratic society.’
Moreover, the Court elucidated that democracies require protections for political
information and ideas that are not only ‘favourably received’ or ‘inoffensive’ but ‘also to
those that offend, shock or disturb the State or any sector of the population.’67 Another
early but contrasting decision is that of Sunday Times v. United Kingdom,68 where the ECtHR
found a violation of Article 10 for the first time. In that case, the applicant newspaper had
published articles documenting birth defects associated with the drug thalidomide. While
the Court accepted that there was a legitimate interest in preventing further reports on
this sensitive issue to maintain an ‘objective judiciary’ during pending litigation, it was of
important that the articles covered issues of widespread public scrutiny and extensive
parliamentary debate. The fact that the articles highlighted an issue that ‘formed the
background of pending litigation’ did not justify their restriction because of the intense
public interest related to the ‘responsibility’ for the ‘tragedy’ of thalidomide induced birth
defect.69 Moreover, the Court further reasoned that the articles were helpful in shedding
light on information of intense public scrutiny. By ‘bringing to light certain facts’ on the
issue of thalidomide, the Court opined that the articles ‘might have served as a brake on
speculative and unenlightened discussion’.70 A crucial theme in these formative cases was
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that relevant information that fuels public and political debate should generally be allowed
to flow freely in a functioning democracy.
Owing to the need for open discussions on public interest matters, the ECtHR has
consistently extended strong protections to political speech. Importantly, political figures
must be subjected to rigorous public scrutiny in a functioning democracy. In Article 10
cases, the ECtHR distinguishes ordinary citizens from politicians by highlighting how
politicians have democratic responsibilities to represent citizens and must therefore expect
extensive criticism. This was outlined in Lingens v Austria,71 where the applicant was a
journalist convicted for defamation. He published articles condemning a chancellor’s
support of a politician who had served in the SS during the Second World War. While the
ECtHR accepted that the applicant’s publications could harm the politician’s reputation, it
was vital that the applicant was commenting on ‘political issues’ concerning Nazism in
Austria. It was not only important that the articles focused on ‘political issues of public
interest in Austria’ but also that the target of criticism was a politician.72 Finding a violation
of Article 10, the ECtHR reasoned that political debate lies at the ‘very core of’ democracy
and ‘prevails throughout the Convention.’73 Similar reasoning was evidenced in Castells v.
Spain.74 Here, the applicant was a Senator who made a series of harsh allegations that
Spanish state officials were complicit in abuses against Basque political dissidents. He was
convicted for making statements ‘that seriously insult, falsely accuse or threaten’ state
officials and was denied any opportunity to substantiate his claims.75 A key reason for the
Court’s finding of an Article 10 violation was that the applicant was a member of the
political opposition. Considering the ‘dominant position’ of the Spanish government, it was
crucial for him to publicly question and substantiate alleged state corruption. A violation
was again found on similar grounds in Incal v. Turkey.76 Here, the applicants were a Kurdish
political party and distributed leaflets alleging a state campaign to drive out Kurds from the
Izmir constituency.77 They were convicted for disseminating separatist propaganda
because the leaflets instructed Kurds to ‘oppose’ the campaign and protect Izmir's Kurdish
population.78 The ECtHR disagreed with Turkey that they had disseminated propaganda to
fuel an insurrection and reasoned that the leaflets merely contained ‘political demands.’
The Court stated that freedom of expression was particularly important for minority
‘political parties and their active members.’79 Allegations of governmental suppression
were also raised in Manole and Others v. Moldova,80 where the applicants were editors of
media company Teleradio-Moldova (TRM). They argued that they were censored through
governmental interference with editorial decisions.81 Specifically, the applicants argued
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that state officials imposed a ‘censorship regime’ by demoting senior editors and tightly
screening political reporting. Agreeing that Moldova violated Article 10, the ECtHR
reasoned that democratic pluralism requires ‘diverse’ political viewpoints even if certain
viewpoints ‘call into question the way a State is currently organised, provided that they do
not harm democracy itself.’82
Even offensive and vulgar insults may receive protection if the ECtHR interprets such
language as a form of legitimate political criticism. In Oberschlick v. Austria,83 the applicant
was convicted for defaming a politician who had glorified German soldiers in the Second
World War.84 The applicant had written that the politician was ‘not a Nazi’ but was an
‘idiot.’85 The ECtHR agreed with Austria that the article's remarks could ‘certainly be
considered polemical’ but rejected that they were a ‘gratuitous personal attack.’ Crucial
here was that the applicant had commented on actual statements made by the politician.
His insult was expressed in polemic language but was an ‘objectively understandable’ form
of political criticism.86 Similar reasoning was seen in Lopes Gomes da Silva v. Portugal87
where the applicant journalist was convicted for libel after describing a political chairman
as ‘grotesque’ and ‘buffoonish’. The applicant himself identified the comments as ‘virulent
and provocative’ but maintained that they were ‘justified in view of the equally virulent
nature of the political ideology advocated by the targeted politician.’88 Agreeing with this,
the Strasbourg Court stressed that ‘political invective often spills over into the personal
sphere’. Here, the statements were polemic but not gratuitous attacks. In any event, they
were a form of political criticism for which high protection was required. 89
Even stronger protections are afforded if the ECtHR identifies satirical elements in political
criticism. In Vereinigung Bildender Künstler v. Austria,90 a violation of Article 10 was found
where an applicant was ordered to suspend an art exhibition depicting public figures in
sexually explicit positions.91 The ECtHR highlighted that the exhibition did not intend to
convey realistic portrayals but conveyed ‘satire.’ Such expression requires significant
protection as a ‘form of artistic expression and social commentary’ that ‘naturally aims to
provoke and agitate.’92 This decision could be contrasted with Muller v. Switzerland,93 also
concerning sexually explicit paintings. In that case, the ECtHR agreed with Switzerland that
the artwork was obscene and that the interference with Article 10 was proportionate.
Notably, the paintings made no reference to political figures and did not convey political
criticism. If artistic satire does reference political figures, it is more likely to receive
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protection. This protection extends to satire expressed in non-speech forms. In Alaves da
Silva v. Portugal,94 the applicant was convicted for displaying a puppet that depicted a wellknown mayor receiving vast sums of money. This was presented during a carnival festival
and was accompanied by audio recordings containing a ‘satirical message suggesting that
the mayor had acted unlawfully.’ The ECtHR accepted that Portugal had an interest in
protecting the mayor’s reputation but noted the crucial factor that the applicant’s
depiction was ‘quite clearly satirical in nature.’ Finding a violation of Article 10, the ECtHR
again distinguished satire as a form of ‘social commentary’ that involved an ‘exaggeration
and distortion of reality.’95 Such expression ‘naturally sought to provoke a reaction’ and
was critical in a functioning democracy. Even if the politician interpreted the satire in a
literal sense he was still required to show ‘a greater degree of tolerance towards criticism’
as an elected official. Similar reasoning was applied in Eon v. France96 where the applicant
was a political activist convicted for waving an incendiary placard at the French President.
The ECtHR accepted that the placard contained vulgar language but highlighted how it
referenced a phrase that the President was widely known for uttering. This phrase was the
subject of extensive media coverage and was widely circulated online as a means of
political mockery. Finding a violation of Article 10, the Court again highlighted the ‘inherent
features of exaggeration’ in political satire that how its ‘distortion of reality’ is a form of
criticism that is ‘naturally aimed to provoke and agitate.’ Recalling ‘fake news’, the failure
of this term to clearly delineate satire from more sinister deception is an important
example of how broad legal terminology in this area is undesirable from the perspective of
freedom of expression.
While the protection of political speech by the ECtHR is undeniably strong, it is not
unlimited. Importantly, the Court appears willing to permit restrictions with political
debate if such debate becomes distorted by disproportionately powerful interests. Of
direct relevance to debates surrounding disinformation and election interference, the
room for manoeuvre in this area is instructive. Particularly in the pre-election context, the
ECtHR is prepared to accept statutory restrictions aimed at ensuring fair and undistorted
political communications. In Bowman v. United Kingdom,97 the Court accepted that the
UK’s statutory restriction to prevent uncontrolled election spending was aimed at ensuring
‘equality between candidates.’98 Implicit in the Court’s reasoning was that without such
restrictions disproportionate spending could lead to an unfair distortion of political
debate.99 In TV Vest AS &. Rogalaand vs. Norway,100 the ECtHR again accepted that
Norway’s restriction on political advertisements in broadcast media was aimed at avoiding
circumstances whereby ‘complex issues might easily be distorted’ by ‘financially powerful
groups’ in a manner that could put financially weaker groups at a significant
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disadvantage.’101 However, both in Bowman and TV Vest the applicant parties were
unreasonably disadvantaged. Restrictions to ensure fair political debate must generally be
aimed at preventing unfair influence over voters and must avoid unintended consequences
of preventing smaller political parties from imparting information to voters in pre-election
periods. This point was made explicitly in VgT Verein Gegen Tierfabriken v. Switzerland.102
Here, the ECtHR’s main criticism of Switzerland’s application of a restriction on political
advertising was that the affected group was neither financially powerful nor capable of
exerting ‘undue commercial influence’ over citizens.103 This can be contrasted with Animal
Defenders International v. The United Kingdom,104 where the application of a statutory
restriction was proportionate because the applicant was an NGO with considerable
financial resources. Threaded throughout these decisions is a legitimate interest under
Article 10 for Contracting Parties to institute restrictions on political and election
advertising if national authorities perceive political debates to become unfairly dominated.

3.2 Article 17 and Hate Speech
While the ECtHR affords extensive room for criticism of politicians and governments under
Article 10, this does not extend to criticism that condemns seeks to overthrow the
democratic order itself. When considering how anti-democratic actors weaponise digital
disinformation to influence the democratic process of elections- and often target
vulnerable minorities- this distinction is of critical importance. While the ECtHR has
reviewed even vulgar political speech under Article 10, 105 the Strasbourg Court has
categorically excluded certain ‘dangerous expression’ from Article 10.106 This has arisen
where the Court has refused to apply Article 10, and instead has invoked Article 17 of the
Convention. Inspired by Article 30 of the UDHR, Article 17 reads:
‘Nothing in this Convention may be interpreted as implying for any State, group
or person any right to engage in any activity or perform any act aimed at the
destruction of any of the rights and freedoms set forth herein or at their
limitation to a greater extent than is provided for in the Convention.’107
Where certain speech is deemed incompatible with Article 17, Article 10 is not applied.
Hannie and Voorhoof characterise the application of Article 17 in this manner as the
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ECtHR's ‘abuse clause’.108 The earliest case in which the Strasbourg Court applied this
clause is Communist Party of Germany v. the Federal Republic of Germany, 109 where the
applicant was the German Communist Party. Following the dissolution of a German neoNazi party, the Communist party was also banned in 1952. The Federal Government's
justification was that the ‘revolutionary’ party sought to abolish Germany's liberal
‘democratic order’.110 The Commission rejected admissibility under Article 10 and invoked
Article 17. Accepting that the Communist doctrine promoted dictatorship of the
proletariat, it accepted that the ban was necessary to prevent the party from
‘fundamentally’ eroding rights and democratic values of the ECHR.111
In subsequent Article 17 admissibility decisions, the ECtHR has reasoned that certain racist
expression can threaten democratic values and therefore must not receive protection
under Article 10. This was considered in the election context in Glimmerveen and
Hagenbeek v. the Netherlands, where the applicants were members of the far-right
Nederlandse Volks Unie’ political party that promoted an ‘ethnical homogeneous’ Dutch
population. The applicants were convicted for possessing and distributing racially
discriminatory leaflets.112 As they had planned to stand in municipal elections, they argued
that their ‘freedom of expression in the context of elections’ was jeopardised.113 The ECtHR
stated that no provision, including Article 10, could be used to advance political activities
‘aimed at the destruction of any of the rights and freedoms’ in the Convention. That the
applicants were political figures engaged in an election campaign was irrelevant. Crucially,
the dissemination of racist political propaganda ran contrary to protections against
discrimination and the abuse of rights under Article 14 and Article 17 respectively. 114
In light of the aforementioned tumultuous context of Article 10, the abuse clause has been
used to categorically exclude anti-Semitic propaganda. In maintaining that Article 10
cannot be used as a protective veil to promote holocaust denial, it is arguable that the
ECtHR already prohibits specific types of disinformation through Article 17. In Lehideux and
Isorni v. France, the applicants had publicly praised the collaboration of Marshal Petain
with Nazi Germany in World War II and were convicted of publicly defending crimes of
collaboration with state enemies. While Article 10 was applied in this case, the ECtHR's
reference to Article 17 is nonetheless prescient. The Court reasoned that the issue of Nazi
collaboration formed ‘part of a continuing debate between historians.’115 While the
applicants ‘omitted to mention historical facts which were a matter of common knowledge’
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this omission could not in itself justify restrictions. 116 However, the Court explicitly stated
that if the statements had promoted holocaust denial, Article 17 would have applied. Here,
the contested statements did ‘not belong to the category of clearly established historical
facts – such as the Holocaust – whose negation or revision would be removed from the
protection of Article 10 by Article 17.’117 This hypothetical situation came to fruition in the
subsequent case of Garaudy v. France, where the applicant authored and distributed a
book entitled ‘The Founding Myths of Modern Israel’. The book disputed the facts of the
holocaust, and the applicant was convicted of defaming an ethnic group and inciting racial
hatred. The ECtHR held that the book promoted revisionist theories, and that its true
purpose was to promote Nazism and not to engage in genuine historical research.
Accordingly, the Court analysed the application under Article 17. Restating its position from
Lehideux and Isorni, the Court reasoned that ‘the negation or revision of historical facts’118
of the holocaust contravenes goals of the ECHR, of which combatting anti-Semitism is one.
The ECtHR consistently reasons that Article 17 applies to speech that abuses ECHR rights
and undermines democracy. While it could conceivably be suggested that all forms of
deceptive communications threaten the democratic order, Article 17 is an unfit tool for the
ECtHR to apply in the disinformation context. While the Court initially invoked Article 17
specifically to prevent totalitarian regimes, the ECtHR has been increasingly predisposed
to applying Article 17 in any circumstances wherein speech could constitute an attack
against an ethnic group.119 This expansive use of Article 17 has elicited significant criticism
from commentators, particularly because it could undermine the need to analyse speech
under the requirements of Article 10(2) and to assess interferences with speech ‘in light of
the case as a whole’.120 The Strasbourg Court's refusal to analyse certain speech under
Article 10 can also contradict the Court's clear and consistent commentary on the need to
closely scrutinise interferences with political speech. While certain forms of digital
disinformation are unlikely to be considered under the purview of Article 17, there are
many forms of deceptive messaging that would undoubtedly fall into this category.
Considering its increasingly flexible use of the abuse clause, it would certainly be
undesirable for the ECtHR to apply the abuse clause to disinformation. This
notwithstanding, the Court’s extreme reluctance to offer protections to discriminatory and
hateful expression is instructive.
3.3 A Matter of Opinion? Facts vs. Value Judgements
While there is no textual requirement under Article 10 for speech to be factually accurate,
the ECtHR does not view all types of false statements in the same manner. Under its criteria
for reviewing defamatory statements, the Court makes a crucial distinction between

116

See Honsik v. Austria and Marais v. France, both concerning a publication denying acts of genocide
were committed in gas chambers.
118

Para 47.
Pavel Ivanoc v Russia. Application no. 35222/04 20 Feb 2007 See also Pastörs v. Germany
Application no. 55225/14 3 Oct 2019.
119

120
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whether false statements are alleged factual claims or subjective value judgements.
Applying this distinction, the Strasbourg Court has clarified that domestic legal restrictions
on false statements are more difficult to justify if such statements are presented as merely
opinions as opposed to alleged factual assertions. This distinction is important when
considering electoral disinformation because it fits neatly with academic distinctions
between disinformation and misinformation. As Wardle and Derakhshan highlight,
disinformation involves knowingly false information while misinformation is merely be
shared out of mistake and without malicious intent.121 An analogous principle is evidenced
in the ECtHR’s distinction between false factual statements and good faith opinions.
Through this distinction, the Court interprets malicious lies with more trepidation than
mistaken statements disseminated in good faith. In the aforementioned case of Lingens v
Austria, it was crucial that the applicant was a journalist and was imparting ‘information
and ideas on political issues.’122 However, arguably the most important point made by the
Court was that the applicant’s criticisms were ‘value judgements,’ and not expressed as
purported facts. Importantly, the Court noted that opinions —unlike facts—could not
always be established with evidence. Accordingly, misled opinions must not be restricted
to the same degree as damaging factual inaccuracies.
Whether statements carry alleged facts or evaluative judgements carries weight in the
ECtHR’s assessment of political criticisms. In the Grand Chamber decision of Dalban v.
Romania,123 the applicant journalist had published an article alleging that a chief executive
of a state-owned agricultural company committed fraud. The ECtHR recalled that the
applicant was a journalist and therefore served a role as a ‘public watchdog’ to impart
‘information of serious public concern.’ Moreover, his comments were ‘critical value
judgements’ concerning ‘the management of State assets and the manner in which
politicians fulfil their mandate.’ Affirming that his statements reflected an honest political
opinion as opposed to a ‘totally untrue’ factual allegation, the Grand Chamber disagreed
that the journalist should be prevented from disseminating such criticisms unless he could
‘prove their truth.’124 In Scharsach and News Verlagsgesellschaft mbH v. Austria, 125 the
ECtHR examined the applicant’s use of the term ‘closeted Nazi’ to describe a well-known
politician. The Court disagreed with Germany that the statement was a factual allegation
and reasoned that it was a permissible value judgement. Thus, the political nature of the
criticism and its classification as a value judgement was critical in the Court’s finding of an
Article 10 violation.126 These two factors were also important in Lopes Gomes da Silva v.
Portugal,127 where the ECtHR accepted that the applicant was ‘provocative’ when calling a
high profile politician ‘buffoonish’ but maintained that they were expressed in the context
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of heated political debate.'128 Moreover, they were value judgements rather than
gratuitous attacks and therefore could not be classified as plain insults exceeding the limits
of freedom of expression.129 Thus, the ECtHR is more reluctant to accept restrictions with
political opinions as opposed to damaging factual allegations. Even in Dichand and Others
v. Austria,130 where the ECtHR accepted that certain criticisms made by an applicant
newspaper were published ‘on a slim factual basis’, the Court disagreed that all statements
were factual assertions requiring proof. In any event, the criticisms arose in a discussion
probing activities of a prominent public official. That certain statements were factually
dubious carried less weight because the applicants were discussing a 'politician of
importance' whose affairs gave 'rise to public discussion.' 131 Similar reasoning was applied
in Lepojic vs. Serbia,132 where the applicant himself was a prominent politician who
published an article accusing a Mayor of 'near-insane' spending of public funds on frivolous
events. While the ECtHR accepted that certain language used could ordinarily be construed
as factual assertions it was critical that they were conveyed in a political context.
Considering this, the Court agreed with the applicant that his use of the term 'near-insane'
had 'obviously' been used to describe the Mayor's financial spending as opposed to his
actual mental state. Accordingly, a violation of Article 10 was found.133
The ECtHR’s position that unfounded opinions must receive stronger protections than
unfounded facts does not mean that individuals can use this protection to make damaging
statements with impunity. Even where political criticisms convey value judgements, the
need for factual veracity never truly becomes superfluous. In Brasilier v. France,134 the
applicant was a parliamentary candidate convicted for defamation after publicly alleging a
rival candidate of rigging an election ballot. Here, the ECtHR found a violation of Article 10
and explicitly criticised the domestic court's failure to distinguish between facts and value
judgements in political debate. However, it was also important that certain aspects of the
applicant’s claims had factual elements because the politician had previously been arrested
in connection with fraudulent activities. Similar reasoning was adopted in Dyuldin v.
Russia135 where the applicant published an open letter criticizing 'destructive'
governmental policies. Again, the ECtHR noted that the applicant’s comments addressed
public interest matters and questioned why domestic courts applied 'no distinction
between value judgements and statements of fact.' Notably, however, the Court reasoned
that a 'value judgement must be based on sufficient facts in order to constitute a fair
comment under Article 10' and that 'the difference between a value judgement and a
statement of fact finally lies in the degree of factual proof which has to be established.' 136
Here, even though the applicant’s description of ‘destructive’ policies was subjective, it was
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still relevant that he possessed a document containing ‘first-hand experience’
corroborating this claim. Thus, even where certain statements are value judgements, the
Strasbourg Court will often look for a grain of truth underpinning a polemic opinion. While
this distinction in Strasbourg case law undeniably shows the need for disinformation laws
to avoid harsh sanctions for factually inaccurate opinionated statements, the Court’s
emphasis on the need for factual proof in this case law is also instructive.
3.4 False Statements in the Election Campaign
In cases involving false electoral communications, the ECtHR has applied its distinction
between facts and value judgements where false political expression is imparted. Crucially,
these cases shed light on how the Strasbourg Court interprets the damaging effects of false
information in the pre-election context and how the Contracting Parties must carefully
impose restrictions.
A key element in this line of cases is whether applicants disseminate false information in
bad faith. In Salov v. Ukraine137 the applicant was prosecuted for sharing a false rumour
about the death of a Presidential election candidate. The ECtHR agreed that Ukraine has a
legitimate aim to provide ‘voters with true information’ during an electoral campaign but
unanimously found a violation of Article 10. Pivotal was the lack of proof that the applicant
had intentionally deceived voters. The rumour was ‘not produced or published by the
applicant himself’ and had been ‘referred to by him in conversations with others.’ He had
‘doubted its veracity’138 and merely passed on the false information as opposed to
confecting a lie himself. A similar focus on deception was demonstrated in Kwiecień v.
Poland139 where the applicant was convicted for disseminating an open letter containing
spurious claims surrounding misconduct of an election candidate. The ECtHR criticised how
all statements were ‘unreservedly qualified’ as lies ‘without a factual basis.’ While certain
statements could have been interpreted as factual allegations, they were not made in bad
faith. The ‘thrust of his argument’ was not to lie about the politician but to ‘cast doubt’ on
his electoral suitability.140 This hasty classification of the applicant’s statements as
malicious false allegations was again met with disapproval Kita v. Poland.141 Here, the
applicant publicly accused high ranking municipality officials of misusing public funds. The
Strasbourg Court again accepted that the applicant’s statements were not all ‘based on
precise or correct facts’ but found a violation of Article 10 because the domestic courts
immediately categorized his statements as false factual statements. Again, it was
important that the applicant’s primary motive was not to deceive voters but to legitimately
‘cast doubt on the suitability of the local politicians for public office.’142
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The above reasoning suggests that the ECtHR is aware of possible harms caused by
electoral disinformation but is reticent to accept restrictions that fail to discern lies from
unfounded statements made in good faith. This was evidenced in Brzeziński v. Poland.143
Interestingly, this decision is the first- and only- where the Strasbourg Court has uttered
the problematic phrase ‘fake news.’ The applicant was an election candidate who
published a booklet accusing politicians of receiving unlawful subsidies. The Court accepted
that the electoral law was ‘justified by the need to ensure that ‘fake news’ did not harm
the ‘reputation of election candidates’ in a manner that could ‘distort’ election results.
However, a violation of Article 10 was found on the grounds that his statements were
‘immediately classified’ as ‘malicious’ lies without any delineation between confected
allegations and good faith criticism of political officials. 144 In Jezior v. Poland,145 the Court
again focused on good faith when examining the applicant’s conviction in connection with
false statements contained in user generated comments hosted on his website. Here, the
Court accepted that the speed of the internet communications could exacerbate the harm
caused to the election candidate146 but highlighted how the applicant had integrated
notification mechanisms to detect and remove defamatory content. 147 In Staniszewski v.
Poland,148 the ECtHR finally found that Poland’s application of its law on electoral
disinformation did not violate Article 10. In that case, the applicant journalist alleged that
a local Mayor had chosen a specific village for a regional harvest festival solely to generate
support in the village for his candidacy in upcoming elections. Accepting that there was a
legitimate aim to protect ‘the integrity of the electoral process’ from ‘false information’
that could affect voting results,149 the Court found no violation of Article 10. A key factor
distinguishing this case was that the applicant had been given ample opportunity to prove
the veracity of his claims or at least demonstrate his attempt to verify his claims. However,
he had failed to do so. While his ‘untrue’ claim needed to be assessed in context of his role
as a political journalist, he was still obligated to take good faith steps to ‘verify a factual
allegation’ directed at the election candidate.150
The question of whether false statements are made in bad faith is central to ECtHR’s
approach under Article 10. This lack of nuance is critical where leads to a chilling effect on
political debate. In Salov v. Ukraine,151 it was important that the applicant’s statements
concerned ‘the ability of the electorate to support a particular candidate.’ The Court
reasoned that such issues ‘give rise to a serious public discussion in the course of the
elections’ and that therefore any restrictions were subject to a narrow margin of
appreciation. This was even more prescient considering the ‘very severe’ nature of
penalties imposed. The revocation of the applicant’s legal licence and his five-year prison
sentence did not sit well with the Court considering the public interest of his statements.
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This was point was also raised in Kwiecień v. Poland.152 In that case, it was not only
important that the applicant acted in good faith but also that he was discussing a matter
‘of public interest for the local community.’ The fact that he was questioning- albeit on
spurious factual grounds- actions of a politician meant that any restrictions needed to
consider how the ‘limits of acceptable criticism of someone heading a local administrative
authority were wider than in relation to a private individual.’153 Moreover, in Kita v.
Poland,154 it was crucial that the applicant was discussing alleged misconduct of a public
official who was running in an election campaign. This Court pointed out that it was
‘particularly important’ for information on such matters to be widely and freely imparted’
in pre-election periods. Even in Brzeziński v. Poland155 where the Court’s explicitly
cautioned against the dangers of ‘fake news’, restrictions needed to be assessed alongside
the narrow margin of appreciation to curb political criticism. In that case, the Court pointed
out that the applicant’s statements may have been false but concerned a matter of
‘undoubted’ public interest. Thus, the Court sharply criticised the ‘cumulative effect’ of the
severe sanctions imposed because it could inspire a ‘chilling effect’ on media scrutiny of
political matters.156

4. Lessons from Strasbourg
It must be pointed out that ECtHR case law is by no means the only interpretive framework
on how freedom of expression should be protected within laws to combat electoral
disinformation. Many conflicting factors are at play in this area. While the purpose of this
article is to provide lessons that can be used to inform lawmakers across Europe, it should
be highlighted that many Contracting Parties to the ECHR are also Member States of the
European Union and thus are subject to EU law. National laws in Europe geared to restrict
disinformation in the online context will need to navigate the contours of evolving EU laws
on intermediary liability. As stated, EU law has struggled to keep pace with disinformation,
and it is uncertain as to whether new instruments such as the DSA provide adequate
progress. Moreover, it should also be pointed out that the primary human rights
framework related to the EU is seen in the Charter of Fundamental Rights of the European
Union. Charter provisions—including the right to freedom of expression under Article 11—
are interpreted by in case law of the Court of Justice of the European Union (CJEU) and EU
institutions make extensive reference to CJEU decisions. This analytical limitation
notwithstanding, there is significant overlap between Charter and Convention
interpretations of freedom of expression and—in any event—Strasbourg freedom of
expression case law provides a robust framework that can assist law makers across Europe
in developing solutions to this disinformation that respect this right. Provided that certain
safeguards exist, the cases discussed in this article demonstrate extensive room to restrict
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electoral disinformation while acknowledging protective contours of Article 10. Specific
lessons can be identified from the above cases.
Threaded throughout the Court’s interpretive approaches is the need for vigorous but also
fair political debate. As identified, the ECtHR affords limited room for states to restrict the
free flow of political information. A key justification for the ECtHR’s robust protection of
political speech is the democratic requirement for transparency and accountability of
political figures. Accordingly, laws that combat disinformation must not be used as a veil
to suppress legitimate political criticism. Any restrictions that thwart political debate must
generally receive extensive scrutiny and must be limited in their application. However, the
Court is keen to avoid situations whereby political debates become unfairly dominated by
powerful stakeholders. In recognising that political debates can become distorted by
commercially and politically powerful groups, the Court affords room for States to impose
statutory restrictions that are specifically geared towards protecting manipulation of the
electorate. Provided that restrictions in this area are proportionate and do not result in
blanket denials of access to all media, it is doubtful that restrictions aimed at safeguarding
pre-election from distortion by false narratives and computational propaganda can be
questioned from a Convention standpoint.157
The mere fact that information is disseminated in a political or even electoral context does
not necessarily mean that it contributes to democracy. This is arguably most evident in the
ECtHR’s categorical exclusion of hate speech from Article 10. Through its application of
Article 17, the Court has made an important distinction between speech involving genuine
contributions to democratic debate and speech that promoting harmful political ideologies
under the ostensible guise democratic debate. The Court’s disapproval of the latter is
highly relevant when considering electoral disinformation. Many disinformation campaigns
carry narratives that either overtly or covertly exploit racial divisions. 158 While
disinformation and hate speech are distinguishable online harms, false narratives often
manifest in the election context through various forms of ‘identity propaganda.’159 The type
of anti-democratic propaganda addressed in the Court’s approach to hate speech is now
interconnected to disinformation campaigns in a manner that is amplified and more
efficient online. New communication technologies can exacerbate the spread of hateful
and discriminatory messaging.160 As Suiter and Culloty point out, the proliferation of antiimmigrant disinformation is facilitated by the communicative infrastructure of online
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platforms.161 Considering this, the Court’s approaches to anti-democratic propaganda
appear to demonstrate considerable room for legal intervention to curtail propaganda that
manifests as hateful disinformation. Considering this in the disinformation context, the
Court’s approaches to anti-democratic propaganda appear to demonstrate considerable
room for legal intervention to curtail propaganda that manifests as hateful disinformation.
The distinction between statements of facts and value judgements in Article 10 cases is a
further indication that the ECtHR is far more willing to protect genuine attempts to
contribute to political and public interest debate than gratuitous and knowingly false
accusations. The core reasoning behind the Court’s differentiation between statements of
alleged fact and opinions is that facts, unlike opinions, can be proven. In the election
context, the ECtHR’s interpretation of false statements firmly aligns with academic
distinctions between disinformation and misinformation. The Council of Europe lists both
‘disinformation’ and ‘misinformation’ as sub-components of a broader ‘information
disorder’.162 However, these two concepts have a crucial distinction. As stated,
misinformation involves content ‘that is false, but the person who is disseminating it
believes that it is true.’ Conversely, disinformation consists of ‘a deliberate, intentional lie,
and points to people being actively disinformed by malicious actors.’163 A key lesson from
this distinction is that states must not impose restrictions on disinformation and
misinformation in a manner that is indiscriminate. The importance of this point is
evidenced in the Court’s proportionality assessment of Poland’s electoral law that prohibits
electoral disinformation. Many of the above cases involve Polish electoral law that provides
for expeditious summary judicial proceedings against individuals who make false claims
during elections. It is arguable that the speed and immediacy of such proceedings does not
sit well with the ECtHR because it often prompts a speedy classification of statements as
deceptive lies without applying the distinction between facts and opinion. Key here is the
element of deception. While legal definitional challenges persist in this area—even
evidenced in the ECtHR’s reference to ‘fake news’164—the Strasbourg Court undeniably
separates targeted deception from innocent error in the context of imparting false
information to voters. In any event, the Court’s identification of legitimate aims to
safeguard voters from false electoral information is an important development in
Strasbourg case law and highlights clear justifications under the ECHR for States to impose
restrictions on false information in the pre-election period.

5. Conclusion
This article has examined ECtHR case law on freedom of expression and considered
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relevant jurisprudence in the disinformation context. As stated in the introduction, the
article has limited it focus to the Court’s key interpretive approaches that are evidenced in
cases concerning political communications, anti-democratic propaganda, and false
statements. Scrutiny has been given to how the Court applies Article 10 in cases concerning
false statements in the pre-election period. While this article has highlighted problems with
EU and national laws on disinformation across Europe, it has not substantively addressed
core issues regarding developments in EU law and in CJEU case law. Many Council of
Europe States are also EU Member States. Thus, developments in CJEU cases—and relevant
supranational law relating to technological intermediaries—are undeniably important for
law makers across Europe but require separate focus. As identified in this article, an
analysis of ECtHR freedom of expression jurisprudence shows significant room for
Contracting Parties of the Convention to restrict the dissemination of electoral
disinformation while maintaining harmony with Article 10.
Particularly when false statements are made in political and electoral contexts, the ECtHR
looks for the most convincing justifications as to why interferences with freedom of
expression may arise. As identified, however, a key reasoning behind the Strasbourg
protection of political speech is not merely the political nature of the speech but the
contribution of such speech to the democratic process. This has not only been examined
through the ECtHR’s wide tolerance of political criticism but also in its categorical rejection
of hate speech. In both areas, a key theme in judicial commentary is that Article 10 is
geared towards protecting and promoting democratic debate. It follows that the right to
freedom of expression must not be misused and abused by actors who seek to undermine
democracy. When considering laws that combat electoral disinformation either online or
offline, this principle is crucial.
Extensive room exists for States to restrict electoral disinformation that conveys
discriminatory or hateful messaging. The Court is extremely reluctant to facilitate
xenophobic and anti-democratic electoral communications. As democracy is the only
political system compatible with the ECHR, the Court affords extensive discretion for States
to restrict propaganda and election manifestos that threaten the integrity of democratic
regimes. A key standard here is that political campaigning does not require Convention
protections if it promotes regimes that frustrate ECHR objectives and undermine the rights
of others. Where false electoral communications are disseminated in bad faith, Contracting
Parties unquestionably have legitimate aims to combat electoral disinformation under
Article 10. There is more room to limit deceptive communications as opposed to misled
and innocently mistaken communications in the election context. The Court places an
important distinction between false factual statements and factually dubious value
judgements and applies this in the pre-election context. Thus, the critical distinction
between disinformation and misinformation is already firmly integrated in the Court’s
approach to false statements in election contexts. National authorities who impose
sanctions for disseminating false information during election campaigns must carefully
delineate genuine errors from deception.
Threaded throughout ECtHR approaches to Article 10 is the need for proportionality and
to only reserve criminal sanctions for the most egregious of expression. Thus, to ensure
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compatibility with freedom of expression, legislation to combat electoral disinformation
must generally be limited to knowingly false information that seeks to manipulate voters
or undermine the rights of others. Restrictive laws to curtail less deceptive falsehoods such
as misinformation are best avoided, particularly if criminal sanctions are proposed. Instead,
legal focus must be exerted towards robust oversight mechanisms that are justified on the
legitimate aim of preventing unfair distortion of political debate and electoral campaigning.

