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Abstract

With increased adoption and use of cloud-based software-as-a-service (SaaS) solutions
from international providers many public sector organisations expose themselves to a
dependency on specific providers and a range of different lock-in effects. The article
reports from a case study which investigated how a large Swedish public sector
organisation addressed licensing issues and lock-in effects during adoption and use of
a Saas solution (Microsoft 365). The study identifies problematic licensing issues and
presents a legal analysis related to the organisational implementation of the SaaS
solution in the specific organisation. Findings show that the organisation has failed to
successfully obtain all necessary licences and all necessary rights which would allow
for long-term maintenance of all its digital assets independently of the Saa$ solution
currently in use.
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1. Introduction

Many organisations in the public sector are exposed to an increasing dependency on
international providers of ICT solutions, and particularly cloud-based SaaS solutions
(e.g. EC, 2020; eSam, 2021c; Forsakringskassan, 2019; GAIA, 2019; IMY, 2021, 2022;
Lundell et al, 2016, 2020; Radar, 2019; Regeringskansliet, 2021;
Skatteverket/Kronofogden, 2021a, 2021b).

The overarching goal of this paper is to report on how a large public sector organisation
identifies and obtains all necessary licences for ensuring long-term maintenance of
digital assets before use of a commercial Saa$S solution provided by a global company.
Specifically, the SaaS solution used by the public sector organisation which constitutes
the context for the study is the Microsoft Office 365 solution® (hereafter referred to as
‘M365’, as we note that the solution was rebranded on 21 April 2020 when ‘Office 365
became Microsoft 365’ (Kaelin, 2020)).

Research shows that lock-in effects can impose many different types of technical, legal,
economic and societal challenges for public sector organisations (Bekkers and
Updegrove, 2013, p. 6; Blind and Bohm, 2019, p. 43; Contreras, 2015a, 2015b; EC,
2012, 2014a, 2014b; Egyedi, 2007; Egyedi and Hudson, 2005; Farrell and Klemperer,
2007; Ghosh, 2005; Katz, 2012; Kritikos et al., 2019; Lundell et al., 2016; Lundell et al.,
2019; Mowbray, 2009; NPS, 2019). Further, the importance of avoiding lock-in effects
and protecting digital sovereignty has been stressed by several large IT-intensive public
sector organisations. For example, the Swedish Social Insurance Agency stresses the
importance of reducing ‘dependence on the provision of individual services by the
private market’ (Forsdkringskassan, 2019) and the Swedish Tax Authority recognises
the importance of avoiding lock-in effects related to potential adoption of SaaS
solutions for video conferencing (Skatteverket/Kronofogden, 2021a, 2021b).

Over the years, many individuals, organisations and governments have taken various
initiatives to strategically address problematic lock-in effects related to use of SaaS
solutions. For example, policies and strategies for open standards have been published
in several countries (e.g. Lundell et al., 2015; UK, 2012; NOC, 2007) and there are also
initiatives and proposals addressing digital and data sovereignty (e.g. GAIA, 2019).

1 When the study was initiated in 2017 the specific SaaS solution used by the public sector
organisation was referred to as Microsoft Office 365.
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Lock-in? is generally not a defined legal term. To cause lock-in, or becoming locked-in,
is not illegal per se. The phenomenon of lock-in relates to several legal areas. For
example, lock-in may be the result of breaches of competition law by the supplier, such
as abuse of a dominant position. It may also arise from the customer’s failure to fully
comply with procurement law or regulations. In the case of public organisations in
particular, it is virtually inevitable that lock-in leads to future infringements of
procurement law, since the exit barriers so established make a fair and level tendering
process impossible.

A commentary from the European Commission (EC, 2020) has highlighted the
importance to the EU of ‘technological sovereignty’ and an extensive study undertaken
on behalf of the Swedish Competition Authority which investigated current practice in
IT projects undertaken in the public sector uncovered many examples of lock-in arising
from both policy and practice related to adoption and use of cloud-based SaaS
solutions in public sector organisations (Lundell et al., 2016).

In some countries, contemporary adoption and use of SaaS solutions by public sector
organisations may seem a surprising development in light of previous policy initiatives.
For example, the Swedish Government decided to establish a national delegation for
e-Governance on 26 March 2009, and in so doing stressed the importance of utilising
solutions based on open standards and open source software in order to avoid lock-in
effects into specific platforms and solutions (Regeringen, 2009). In addition, in a public
speech during the Swedish EU presidency on 5 November 2009, Mats Odell, then
Swedish minister with responsibility for e-Governance, referred to the European
Interoperability Framework version one (EC, 2004) when he stated that the ‘use of
open standards and open source solutions decreases the public sector’s reliance on
specific vendors and platforms’ (Odell, 2009). Despite these initiatives in Sweden, in
August 2019 it was reported that 88% of the 290 Swedish municipalities have
undertaken a legal analysis on the use of cloud services and that all of the three largest
cities in Sweden and about half of all municipalities used the M365 solution (Radar,
2019).

Contracting and licensing practices for SaaS solutions bring a range of potentially
problematic issues. For example, it has long been known that contract amendment for

2 Lock-in is said to occur whenever a switching to a potential competitor product is made more
difficult by external factors. These may be human factors such as familiarity with the system’s
operation or user interface, development of internal work-arounds to tailor the system to a
particular organisation’s needs, or the natural desire to remain with the existing system since its
shortcomings are at least known and understood: the devil you know. Other forms of lock-in may
be technical, such as the file formats and APIs that a particular system uses not being compatible
with a potential future replacement system. Lock-in is not unlawful per se, but it may in some
circumstances have legal consequences. For example, lock-in imposed by a supplier may result in
breaches of competition law, such as abuse of a dominant position. Lock-in may cause the
customer to believe that there is, in practice, no alternative solution to that already implemented
solution and thus lead to the customer’s failure to fully comply with procurement law or
regulations in seeking an alternative supplier.
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Saas solutions which are provided by global providers are often necessary ‘because
most contracts are indeed incomplete’ (Aubert et al., 1998, p. 687). Moreover, previous
research that investigated cloud computing established that even large purchasers face
challenges related to ‘missing contract terms or terms that are in conflict with’ national
law (McGillivray, 2016, p. 337). Based on a national review in the Swedish context, the
National Audit Office (NAO) highlights that contract amendments can expose a public
sector organisation to a number of risks, including unhealthy dependencies on its
current supplier that can cause ‘helplessness’ for the customer (Riksrevisionen, 2011,
p. 82). Also, based on recent dialogues between eSam (a group of public sector
organisations®) and Microsoft concerning requirements for lawful and suitable SaaS
solutions it was concluded by eSam that useful solutions are several years away in time.
Further, public SaaS solutions offered by Microsoft would not fulfil eSam’s
requirements for lawful and useful solutions as detailed in a letter to Microsoft sent by
the chair of eSam who is also the director general of the Swedish Tax Authority (eSam,
2021b). In addition, extensive investigations of a large number of projects undertaken
by many different public sector organisations recognise that adoption and use of SaaS
solutions provided by global providers typically involves dealing with complex and
incomplete contracts which expose public sector organisations to a range of different
lock-in effects (Lundell et al., 2016, 2019, 2020, 2021, 2022).

This paper reports from an investigation of the following research question:

How does, and by which strategies should, a public sector organisation identify and
obtain all necessary licences to ensure long-term maintenance of digital assets before
use of a commercial globally provided Saas$ solution for addressing lock-in effects?

The focus of the paper is the practices and strategies of a public sector organisation.
These are affected by several sets of laws and regulations in different areas, including
but not limited to public law (including administrative law and law as it relates to
retention, archiving and availability of data and materials by public sector
organisations), procurement law, contract law, copyright law, patent law and the law
of data protection and privacy. Specifically, we identify shortcomings in a specific public
sector organisation’s use of a specific SaaS solution, that raise additional issues relating
to the GDPR (EU, 2016; IMY, 2022), the Swedish Public Access to Information and
Secrecy Act (OSL, 2009; Regeringskansliet, 2021), the Administrative Procedure Act (FL,
2017; Furberg and Westberg, 2020/21), and regulations provided by the Swedish
National Archives (Riksarkivet, 2009a, 2009b). Even if our primary interest is public law
and rules directly governing the actions of the organisation, all the aforementioned
legal aspects have to be taken into account when assessing the organisation’s

3 The eSamverkansprogrammet (in Sweden often abbreviated as ‘eSam’) is a collaboration
between 32 central government agencies and the Swedish Association of Local Authorities and
Regions (eSam, 2021a). When the national delegation for e-Governance had completed its
mission the directors general for the authorities which participated in the national delegation
voluntarily decided to establish the eSamverkansprogrammet in 2015. The collaboration
addresses different aspects related to digitalisation and results from the collaboration are
published in the form of guidelines and recommendations. For example, there is an expert group
which focuses on legal issues.
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strategies and practices. We have not set out to analyse exhaustively any individual
legal question, or act by the organisation, and submit a detailed opinion. Rather, legal
findings from the study relate broadly to obligations officials have in order to avoid
unwanted dependencies and problematic lock-in effects, specifically by identifying and
obtaining all necessary licences to allow for long-term maintenance of digital assets.

The paper presents several important contributions for organisations which consider
adoption and use of a SaaS solution. First, we provide rich insights concerning licensing
issues from one of the largest organisational implementations of the M365 solution in
an EU-country which draws from an extensive data collection in a large public sector
organisation (the second largest municipality) in Sweden. Second, we present a
number of observations related to identifying and obtaining all necessary licences
concerning use of the adopted M365 solution which impact on the conditions for use
of M365 in public sector organisations. Third, we present and elaborate problematic
licensing issues related to the implementation of M365 in a large public sector
organisation. Fourth, we elaborate on legal analyses which we find should have been
conducted related to the implementation and use of M365. Fifth, we present
recommendations concerning licences for avoiding lock-in effects related to potential
use of a SaaS solution.

2. On lock-in effects and SaaS$ solutions

For avoiding lock-in effects any organisation needs to obtain all licences necessary to
ensure the long-term storage, maintenance, retrieval, and re-use of all its digital assets
independently of the Saa$ solution currently in use.

2.1 On licensing of software applications and formats for digital assets

In the early days of computing software ‘was treated as a service’ (Potter, 2000), and
since the late 1960s several models for licensing and distribution of software have
evolved (O’Rourke, 1995). Prior to the 1976 Copyright Act ‘the scope of a
programmer’s copyright and patent rights in software was unclear’ (Heffan, 1997, p.
1494). Over the years, a number of licences for software which rely on copyright have
evolved, including Open Source Software licences which are licences that comply with
the Open Source Definition (Unni, 2016). All Open Source Software licences approved
by the organisation Open Source Initiative are provided under perpetual terms
(Ballhausen, 2022, p. 129), something which promotes long-term maintenance of
software applications and associated digital assets.

Each software application typically implements several different formats which are
used for representation of digital assets. Many formats have been provided as formal
standards by organisations such as ISO (International Organization for Standardization)
and ITU-T (International Telecommunication Union). Related to several such standards
there may be many patent holders which control patents (‘standard-essential patents’)
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that impinge on those formats (Lundell et al., 2019). Consequently, before use of a
format for which patent holders control patents it may be necessary to obtain patent
licences from all rights holders to allow for lawful long-term maintenance of digital
assets that use such formats over a time-period beyond that which the software
application initially used. Moreover, there are also formats that are provided under
conditions for which patent issues have been assessed to be unproblematic. For
example, formats which comply with the definition of an open standard, where this
definition constitutes the basis for a recommendation provided by the Swedish
National Procurement Services, must be capable of implementation under conditions
that do not require patent licences impinging on those formats (NPS, 2016) unless they
are offered irrevocably on a royalty-free basis.

Prior to adoption and use of a software application in a public sector organisation
(‘PSQ’) it is necessary for the organisation to obtain all necessary rights that allow for
lawful data processing and maintenance of each digital asset over its full life-cycle. This
involves a need for the organisation to ensure that all necessary rights have been
obtained from each rights holder for the software applications to be used (often
involving a need to obtain software licences and in some cases patent licences) and
also (where implementation or use of the format impinges on the intellectual property
rights of third parties) for all formats implemented by each such application. Besides a
need for each PSO to obtain all such necessary rights for the software applications it is
also critical for the organisation to ensure that all necessary rights have been obtained
for all such formats implemented and used by each application (typically involving a
need to obtain patent licences for specific formats) in order to ensure lawful and
appropriate long-term maintenance of each digital asset represented in those formats.
These rights may be granted by the SaaS solution provider either directly (to the extent
that it is itself a rights holder of necessary rights) or indirectly (by way of sub-licence)
if the SaaS solution provider is authorised to do so by each rights holder, but it cannot
automatically be assumed that all necessary licences will be granted by the SaaS
solution provider in this way. In any event such licences are likely to be both limited in
scope (covering only the implementation of the standards within the SaaS solution
provided, but not within any other application used by the customer) and duration (for
such time as the contract with the Saa$ solution provider persists).

It follows, therefore, that since software applications (we use the term to include SaaS
solutions) are typically provided under time-limited licences, commonly up to three
years, any PSO needs to ensure long-term maintenance of its digital assets over much
longer life-cycles. This has significant implications for each organisation to procure and
use software applications which implement all formats used for representing digital
assets over the full life-cycle for each digital asset (typically over several decades, as
opposed to the life-cycle of the SaaS solution, which is likely to be much shorter). Note
that even though the relevant patents themselves will have a limited term (of usually
20 years) it cannot be assumed that they will have expired by the time that the contract
for the relevant SaaS solution has terminated (especially because it is in the nature of
a Saas solution that its functionality, and therefore the set of formats implemented,
changes over time, and may therefore implement new formats during its life-cycle).
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Thus, where a software application to be used by a PSO has implemented formats for
which rights holders control patents that impinge on those formats the organisation
may need to devote considerable efforts for obtaining all necessary rights for each
format used for representation of digital assets, in order to allow for long-term
maintenance of digital assets both during and also after the organisation has ceased
to use that software application. It should be noted that prior research has shown that,
even for some formats recognised as standards (e.g. ISO/IEC 29500) by formal
standardisation organisations (ISO and ITU-T), it may be impossible to obtain all
necessary patent licences under conditions which would allow for long-term
maintenance of digital assets in those formats (Lundell et al., 2019).

Before a PSO uses a software application provided on a SaaS solution basis it is critical
to establish that contract terms for the solution ensure that digital assets can be
exported in formats for which the organisation has obtained all necessary rights
(including all necessary patent licences) for each format used to allow for lawful long-
term maintenance of digital assets that have been exported from the SaaS solution.
Since prior research has shown that it may be impossible to obtain the complete
technical specification for all versions and all editions of some formats (such as, for
example, the ISO/IEC 29500 standard) that may have been faithfully implemented by
specific Saa$ solutions, each well-organised PSO also needs to consider if it is possible
for the organisation to procure other software applications which allow for lawful and
appropriate long-term maintenance of digital assets represented in specific formats
after export from specific Saa$ solutions used.

2.2 On licences for avoiding lock-in effects during and after use of a Saa$ solution

The concept of ‘lock-in’ is a complex one that has received attention amongst
researchers, practitioners, and policy makers for a long time (e.g. Aubert et al., 1998;
David, 1985; Farrell and Klemperer, 2007; Ghosh, 2005; Kroes, 2008; Shapiro and
Varian, 1999). For example, the EC commissioner who launched the Digital Agenda for
Europe stressed the importance of interoperability between Saa$ services as a means
for avoiding lock-in as follows in a public speech: ‘The development of electronic
communications networks has seen a rise in the importance of interoperability between
equipment used, between services provided, and between data exchanged.
Interoperability encourages competition on the merits between technologies from
different companies, and helps prevent lock-in.” (Kroes, 2008)

Similarly, the European Commission has expressed concern for absence of
interoperability and an inability to avoid lock-in when organisations adopt and use
cloud solutions: ‘Currently, individual vendors have an incentive to fight for dominance
by locking in their customers, inhibiting standardised, industry-wide approaches.
Despite numerous standardisation efforts, mostly led by suppliers, clouds may develop
in a way that lacks interoperability, data portability and reversibility, all crucial for the
avoidance of lock-in.” (EC, 2012, p. 10)
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Research shows that lock-in effects occur where (de facto) compatibility has developed
as a result of market dominance (Egyedi and Hudson, 2005, p. 153). Further, findings
from a study which investigated all 290 Swedish municipalities (with a 99% response
rate) show that most Swedish municipalities are exposed to different types of lock-in
effects, including file format lock-in and vendor lock-in (Lundell, 2011, p. 74).
Conclusions from the same study show that most municipalities ‘do not undertake (or
even initiate) an evaluation before procurement of software and adoption of
document formats’ (Lundell, 2011, p. 75). Further, prior research which investigated
legal issues related to cloud-based Saa$ solutions identified risks for dependence on a
solution from a specific provider as follows: ‘A major lock-in concern is risk of
dependence (or over-dependence) on one provider’s, often proprietary, service. If the
service is terminated for whatever reason, users wanted to recover all their data and
metadata in formats that are easily accessible, readable, and importable into other
applications, whether running internally or in another provider’s cloud.” (Hon et al.,
20123, p. 116)

In acknowledging that several practitioner reports and research studies have
highlighted that use of cloud and Saa$ solutions in PSOs provides a range of different
benefits we find that it has also been argued that despite ‘numerous potential benefits
of cloud computing usage, there are still some users reluctant to adopt this technology’
(Yadegaridehkordi et al., 2020, p. 791). However, it has been argued that ‘numerous
applications have already been migrated to the Cloud’ even though there are concerns
for vendor lock-in (Kritikos et al., 2019, p. 1) and also other types of lock-in (e.g. Silva
et al., 2013). Further, research shows that ‘cloud computing raises legal issues beyond
those encountered in more traditional IT outsourcing’ (Bradshaw et al., 2011, p. 189).
It has also been argued that legal challenges related to use of cloud and Saa$ solutions
include that ‘we are likely to see legal disputes arising from geopolitical and
jurisdictional issues’ (Mowbray, 2009, p. 136).

Use of different licensing terms for provision of formats and standards which are
implemented in software has been an issue that has triggered extensive discussions
and controversy amongst policy makers, practitioners and researchers over the years
(e.g. Contreras, 2015a, 2015b; EC, 2012; Kappos, 2017; Kesan and Hayes, 2014; Li,
2018; Lindberg, 2019; Lundell et al., 2015; Phipps, 2019). Previous research shows that
‘it may be impossible to clarify conditions and obtain patent licences for standard
essential patents (and all necessary rights) for use of specific ISO standards that are
provided on FRAND-terms’ (Lundell et al., 2019). Further, research shows that it may
be impossible to even identify all standard essential patents which may impinge on a
specific standard that are referred to by global providers of M365 and other SaaS
solutions (Gamalielsson and Lundell, 2021; Lundell et al., 2015, 2019).

2.3 On obtaining licences for addressing lock-in effects in a SaaS context

Previous research has presented critical factors and associated issues that a PSO needs
to consider before the organisation adopts and uses a Saa$ solution in order to avoid
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lock-in (Lundell et al., 2020). Specifically, availability of all necessary licences for the
PSO is one important factor with associated critical issues that organisations need to
consider:

¢ Have relevant licences been identified?
¢ Have relevant licences been obtained?

Previous research shows a number of fundamental challenges related to these issues
(e.g. Lundell et al., 2019) and it has been shown that many PSOs have failed to
successfully address these issues (e.g. Lundell et al., 2020). Specifically, it should be
noted that lawful use of certain formats both during and after use of the SaaS solution
may require patent licences and other types of licences (Blind and B6hm, 2019;
Contreras, 2015a; Lundell et al., 2015, 2019).

It has been argued that licensees ‘under standardized license agreements are deprived
of an opportunity to influence the content of predefined indemnification provisions.
As a result, licensees are open for third-party claims arising from infringement of
intellectual property rights such as patent, copyright, and trademark, and
misappropriation of trade secrets, which are not covered by indemnification
provisions’ (Savelyev, 2014, p. 565). Different cloud and SaaS solutions may be
provided under different conditions and with different functionality, something which
implies that an organisation needs to identify and obtain different types of licences for
their specific usage scenarios. Further, SaaS solutions are typically provided under
fixed-term contracts with renewal provisions that may change over time. This imposes
specific risks related to an organisation’s ability to exit from the solution with preserved
digital assets. For example, conclusions from an investigation of contract terms for a
specific SaaS solution (M365) which was undertaken by a Swedish PSO (the City of
Stockholm) show that contract terms for the M365 solution can be changed at any time
and that it is impossible for the PSO to determine if a tool can or cannot be lawfully
used (Stockholm, 2021).

Fixed compatibility requirements (e.g. Microsoft APIs) and ‘markets controlled by
dominant suppliers’ can create anti-competitive behaviour (Krechmer, 2013). For
example, it has been argued that such anti-competitive behaviour ‘can occur legally, as
example, when multiple patent holders pool their intellectual property and require an
expensive license to implement a standard’ (Krechmer, 2013).

Since contract terms for a SaaS solution may require the customer to obtain patent
licences from third parties, procurement of such licences may become a significant
challenge. This may explain results from previous research which show that no PSO
had obtained all licences from third parties as detailed in the contract terms for a
specific SaaS solution (the M365 solution) they use in their own PSO (Lundell et al.,
2020).
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2.4 On legal requirements to obtain licences and avoid lock-in

As a general rule a PSO is not exempted from having to acquire licences for the
software it intends to use, and licences for the maintenance of its digital assets over
time. This is quite self-evident within western legal tradition, and explicit provisions to
this extent will scarcely be found in primary legislation. Rather, a PSO’s obligations in
this regard may be derived from fundamental constitutional principles or sought in
secondary, more detailed regulations issued by e.g, sector authorities or ministers by
means of delegated norm-setting competence.

At the very foundation of all EU states is the rule of law. Exercise of public power under
the law means that each PSO is obligated to comply with the law and, by extension,
ensure that it does not put itself in a situation where infringements are unavoidable at
a later stage (e.g. through lock-in). These fundamental principles usually apply without
restriction also to the procurement by public authorities of software licences from
private entities.

In Sweden, the principle of the rule of law can be found in Chapter 1, Section 1,
paragraph 3 of the Instrument of Government (RF, 1974). The rule of law also forms
part of the principles of good administration. The concept of good administration
originates in Article 41 of the Charter of Fundamental Rights of the European Union
(EU, 2012) and has been further developed in the Committee of Ministers’
Recommendation to member states on good administration (CM, 2007). Again taking
Sweden as example, the principles of good administration are found in Sections 5 to 8
of the 2017 Administrative Procedure Act (FL, 2017). Good administration
encompasses inter alia principles of objectivity, proportionality, efficiency and
availability. Also, as mentioned, it includes the principle of the rule of law and a general
duty of care.

In 1976 the EEC (European Economic Community) laid down the first fundamental
principles of public procurement in (what later became) the EU (EEC, 1976), including
the principles of non-discrimination and equal treatment now found in Article 18 of
the 2014 Public Procurement Directive (EU, 2014), stipulating amongst other things
that the design of the procurement shall not be made with the intention of artificially
narrowing competition, for instance by unduly favouring or disadvantaging certain
economic operators. It can be argued that if a procurement causes lock-in, it also
creates a distinct advantage for the same solution or provider in all future
procurements of the same goods or services. The Court of Justice of the European
Union, in its judgement on 19 June 2008 in case C-454/06 Pressetext, firmly rejected
the practice of concluding a public services contract for an indefinite period, finding it
to be ‘at odds with the scheme and purpose of the Community rules governing public
contracts’ (EU, 2008). Accordingly, there must always be a next procurement, and EU
procurement law imposes an obligation for each PSO to design procurements so that
lock-in effects are avoided.
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Detailed instructions and procedures for procuring office software may be found in
various types of regulations applicable to different PSOs. The legal status of these is
also likely to vary. In the best of worlds, this type of regulation contains instructions
that ensure that the contracting PSO always complies with all legal requirements
applicable to the particular procurement, including the obligation to avoid lock-in.

3. Research approach

Through a case study we investigated how a large PSO identified and obtained licences
to ensure long-term maintenance of digital assets prior to use of the M365 solution.
This investigation was part of a study which considered how a large PSO addressed
lock-in effects related to its adoption, use, and large-scale organisational
implementation of the M365 solution. The context for the case study was the City of
Gothenburg (Géteborgs Stad in Swedish, ‘CoG’), which is Sweden’s second largest
municipality ‘with a population of just over half a million” in December 2016 (Got,
2017a, p. 5). The CoG is a politically governed organisation that is led by its city council
(Kommunfullmdktige in Swedish, ‘KF’) and its city executive board (Kommunstyrelse in
Swedish, ‘KS’). The CoG had 54,200 employees at the end of 2016 (Got, 20164, p. 6).

The CoG was purposefully selected as a highly relevant organisation for conduct of the
case study. First, investigation of a large-scale adoption of M365 by a Swedish PSO
(which during use of M365 involves data processing and maintenance of digital assets
in different countries) is of particular relevance. There are Swedish national regulations
(e.g. the Swedish Public Access to Information and Secrecy Act, in Swedish:
‘Offentlighets- och sekretesslagen’ (SFS 2009:400)) which need to be considered by a
PSO considering the use of M365 (Regeringskansliet, 2021). Second, as an early
adopter of M365 in the Swedish public sector (and one of the largest deployments in
Sweden) the CoG is particularly influential. For example, representatives for several
other Swedish PSOs have, in different contexts (including public events and discussion),
referred to the CoG when presenting their own arguments and basis for adoption of
M365 in other PSOs (e.g. Lundell et al., 2020). This includes a public event on 1
November 2017 during which two of the authors of this paper and a manager with
influence over the M365 adoption in the CoG participated in discussions concerning
the technical and legal analysis of M365 (Got, 2017d). Third, the organisational
implementation of M365 gained public exposure and some public debate after it was
temporarily suspended for legal and security reasons in October 2017 (Lindstrom,
2017). Fourth, a legal analysis of the lawfulness of using M365 under Swedish law was
published soon after this suspension of deployment (SLK, 2017).

The basis for the study stems from discussions with representatives for the public
sector related to public presentations and publication of results from a previous study
(Lundell et al.,, 2016) which investigated licensing challenges, lock-in effects and
strategies for exit in Swedish PSOs. During 2015-2016 the previous study was
conducted on behalf of the Swedish Competition Authority and the results triggered
extensive discussions with different representatives for the public sector in Sweden
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and the EU. This, in turn, shaped ideas for a more focused study which evolved into
conduct of the present case study. The case study was initiated in 2017 and has
involved an extensive and complex data collection. A significant amount of material
has successively been collected and obtained from the CoG and from other sources.
This includes project documentation, contracts, and other publicly available sources.
Amongst other sources of particular relevance is documentation from two legal
analyses conducted by the legal experts at the CoG (SLK, 2017, 2019).

A large number of requests for information and data sources were sent (via email and
via letters) and communicated (via phone dialogues and physical meetings) to
representatives for the CoG, and an extensive amount of material was provided by the
CoG. The collected material was systematically analysed as the data collection
progressed, which in turn led to subsequent data collection as observations and results
from the analysis evolved over time.

Since the public meeting with a representative for the CoG on 1 November 2017 the
data collection involved dialogue with representatives for several organisations in the
CoG, primarily the following three organisations (that will be presented in section 4):
‘Forvaltningen for Intraservice’, ‘Forvaltningen for Inkdp- och upphandling’, and
‘Stadsledningskontoret’. These organisations are, legally, different authorities in the
CoG, which is of particular relevance for the analysis of findings from this study.

The CoG is a complex organisation, and it has internally been recognised that from a
democratic perspective it is problematic that it may be perceived difficult to
comprehend the organisation from an outside perspective. It may therefore seem
natural that a major reorganisation of the CoG was prepared for 2021 (Got, 2020).

4. Observations from data collection and responses to requests

The adoption and deployment of M365 in the CoG represents one of the largest
organisational implementations in Sweden (hereafter referred to as the
implementation of M365), and it has therefore been highly influential in the Swedish
context. For this reason, the implementation has, directly or indirectly, involved and
affected a large number of individuals and other organisations, something which has
contributed to a complex data collection and analysis process. Overall, the
organisational implementation of M365 in the CoG can be characterised as a turbulent
and politicised process during which the individuals, organisations and other
stakeholders involved have faced significant tensions and a number of legal,
organisational, technical and societal challenges.

The authority Intraservice (Swe. Férvaltningen Intraservice, ‘Intra’) has responsibility
for provision of the entire IT operations and other internal services within the CoG. A
second organisation of particular relevance for the analysis is the authority
Stadsledningskontoret (Swe. Stadsledningskontoret, hereafter referred to as SLK)
which supports the city executive board (KS). Further, a third specifically relevant
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organisation is the company Géteborgs Stads Upphandlings AB (‘UppAB’) which has
been responsible for all public procurement in the CoG. This company was 100%
owned by another company, Géteborgs Stadshus AB, which is the parent company for
all operating companies in the CoG and it is wholly owned by the CoG (Got, 2018a).
Also of relevance for the analysis is a reorganisation which followed a decision in the
CoG during 2016 when it was decided that from January 2017 the operations in the
company UppAB should be reorganised into an authority which is referred to as
Férvaltningen fér inkGp och upphandling (‘Ink’). The company UppAB exists during the
life-cycle for already established and still active contracts, but new procurements and
all operations should take place in the new authority Ink. Hence, the new authority Ink
has from 2017 continued to constitute a strategic resource for the entire CoG related
to public procurement.

From 1 June 2009 to 24 June 2021 the CoG has had a long-lasting relationship and
several framework contracts with its partner Atea Sverige AB (‘Atea’) through which
the CoG has been able to procure products and services from Microsoft (Got, 2009,
2011, 2013b, 2015f, 2016g, 2017f). The Swedish company Atea is the largest supplier
of IT-products and services to Swedish PSOs with sales totalling 8422 MSEK (which
represents 25% of the total Swedish public sector market of 34000 MSEK) during 2017
(DS, 2018). Atea was, at all relevant times, wholly owned by the Swedish company Atea
Holding AB, which in turn has been wholly owned by the international company Atea
ASA (Atea, 2014, 2022). The company Atea ASA is listed on the Norwegian stock
exchange and the company has commercial operations in several other Nordic
countries, including Denmark and Finland (ASA, 2020).

The M365 solution was launched by Microsoft in 2011 (PC, 2011) and we note that
Atea has been the provider of products and services from Microsoft to the CoG over
the entire time period during which M365 has been provided on the market (Got, 2009,
2011, 2013b, 2015f, 2016g, 2017f). On 5 April 2013 Ink presented tender documents
for a framework agreement (Got, 2013a) which attracted three bids that resulted in a
framework contract between the CoG and Atea for the time period (after two
renewals) from 25 June 2013 to 24 June 2017 (Got, 2013b, 2015f, 2016g). Further, on
21 January 2017 Ink presented tender documents for a framework agreement (Got,
2017e) which attracted two bids that resulted in a framework contract between the
CoG and Atea for the four-year time period from 25 June 2017 to 24 June 2021 (Got,
2017f).

The plans toward M365 usage in the CoG were shaped and became reality at some
point during the four-year time period following the general election on 14 September
2014. Initial plans for an implementation of M365 in the CoG can be traced back to an
item that allocated 10 minutes on the meeting agenda at an Intraservice board
meeting on 21 June 2016, during which a presentation of IT strategies for the future
was addressed by the IT manager at Intra (Got, 2016b). The minutes from this board
meeting show that the IT manager at Intra explained that the administration made the
assessment that the CoG needed to sign a new contract with Microsoft and that a
change to a new version and a new licensing model would provide new opportunities
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(Got, 2016c). From the minutes, it is clear that the IT-manager also explained that the
CEO of Intra would present a time plan, cost estimates and suggestions for how to
address security related to document management during the next Intraservice board
meeting on 23 August 2016.

The conduct of the study has encompassed a complex data collection process which
has involved many requests for data sources via a very large number of dialogues and
contacts with different representatives for different organisations in the CoG. This
includes both synchronous communication, through meetings and discussions (via face
to face meetings and via phone) and also asynchronous communication (via email and
letters). The website (and intranet, which during data collection has been publicly
accessible via www.goteborg.se) provided by the CoG has also provided a valuable
source from which an extensive amount of documentation has been systematically
collected and analysed. During the study, one of the researchers (the first author) who
coordinated the data collection has experienced many misunderstandings, something
which to some extent may be seen as understandable due to the complexity, depth,
and nature of the phenomena being scrutinised in the study. Overall, a very rich set of
data sources has been collected from different informants and organisations both
inside and outside the CoG, and as part of this a large set of files containing contract
documents has been obtained from different authorities in the CoG.

Overall, during the entire data collection process we experienced that representatives
for the CoG were reluctant to provide requested documents, and on several occasions
also provided misleading information. For example, on 9 January 2018 we requested
all applicable contract documents for the M365 solution, and during the interactions
(which involved dialogue by phone) with the acting CIO at Intra we were informed that
the CoG has, effectively, outsourced the CoG's decisions concerning whether or not to
provide requested document (i.e. the CoG’s decisions concerning the principle of
public access to information, Swe. ‘Offentlighetsprincipen’) to Microsoft. As an
additional illustration of the unwillingness to provide the information requested we
found that several (at least four) requested contract documents were withheld when
the CoG on 23 February 2018 decided (Ref. 230/15) to provide only a subset of the
requested contract documents (Got, 2018b, 2018c). We were able to identify this
omission to provide all requested documents much later in the data collection process
(after additional requests) and it was not until two years later (on 19 January 2020)
that the CoG provided four additional contract documents which we initially requested
on 9 January 2018 (i.e. more than two years earlier). Furthermore, we find that
activities in relation to the acquisition of M365 in the CoG have received criticism,
including from the city audit (Got, 2017g, 2018d, SVT, 2017; Spanaren, 2017).

5 Observations concerning availability of all necessary licences

Concerning how the CoG took action for identifying and obtaining all necessary
licences, and the strategies it had adopted to this end, we found that the CoG was
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organised in an adequate manner, and had adopted internal policy documents which
are adequate for addressing a number of important issues. Moreover, we find that
these policy documents constitute an eminently suitable starting point for the
preparatory analysis necessary to avoid lock-in when acquiring software. Further, we
note that the CoG was organised with a separate authority, Intra, with responsibility
and specialist competence for the provision of the services in question, and another
authority, Ink, with expertise in procurement. We note that the CoG had contracted a
so-called licensing partner, Atea, whose role included the provision of business advice
and active or background support, and participation in negotiations with software
suppliers. The contracting of a neutral external expert could potentially provide very
valuable competences concerning software and acquisition of licences, including the
provision of support for complex public procurement projects. However, related to the
actual behaviour of CoG and its licence partner we have made some observations on
matters which we found problematic.

Concerning availability of all necessary licences for the adopted M365 solution we
found that the CoG lacks access to all necessary licences for ensuring long-term
maintenance of all its digital assets independently of the SaaS solution currently in use.
This is despite the fact that the M365 solution has been used for several years by many
individuals and organisations in the CoG.

The study has made a number of observations and identified several issues related to
unavailability of all necessary licences that would allow for use of M365 to process
digital assets in the CoG. Based on these observations our analysis identifies a number
of findings which cause concern and call for actions amongst responsible decision
makers.

First, we found that the CoG has not obtained all licences from third parties as detailed
in the English version of the contract terms (dated 1 May 2017) for the M365 solution
which are referenced in the legal review that was provided on 20 October 2017 by the
CoG (SLK, 2017):

‘Customer must obtain its own patent license(s) from any third party H.265/HEVC
patent pools or rights holders before using Azure Media Services to encode or
decode H.265/HEVC media.’ (OST, 2017, p. 26)

Therefore, the customer (i.e. the CoG) must obtain its own licences from any third
party rights holders related to the H.265/HEVC standard. Based on the information that
has been provided during the study, we found that the CoG has not taken the action
required to obtain all necessary rights from all third party rights holders for the ITU-T
H.265 standard that the CoG is bound by when using the M365 solution. Crucially, this
standard is normatively referenced (via other standards) in the ISO/IEC 29500 standard
(OfficeOpen XML). Hence, under the assumption that the ISO/IEC 29500 standard is
implemented in the M365 solution it follows that data that is exported from M365 (and
stored locally as “docx’ files) may impinge on patents that have been declared as
standard essential for the ITU-T H.265 standard (in the ISO and ITU-T patent databases,
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see Lundell et al. (2019) for details). If, on the other hand, the ISO/IEC 29500 standard
is not implemented by the M365 solution it follows that customers exporting data from
M365 may be unable to interpret and maintain the files since the files (stored in “.docx’)
would in such a scenario fail to implement the ISO/IEC 29500 standard, which in turn
may lead to loss of data since the file format actually implemented in M365 is
unknown.

Second, based on the information that has been provided to us in response to a
question sent to Intra and a City Legal Advisor at SLK who was also one of the authors
of SLK (SLK, 2017), we find that the CoG has not taken any action to investigate
availability of necessary licences as detailed in the online service terms (OST, 2017)
which are referenced in SLK (2017). Specifically, we found that no action has been taken
by the CoG in response to the following question* which was sent to one of the legal
experts at SLK on 8 March 2020 and to Intra on 9 March 2020: ‘What actions have you
taken in order for G6teborg City to procure licences for the ITU-T H.265 standard?’

Third, we found that the CoG has not obtained any licences related to the ITU-T H.264
and H.265 standards from third parties that would be necessary for ensuring long-term
maintenance of all its digital assets independently of the SaaS solution currently in use.
These standards are normatively referenced (via other standards) in the ISO/IEC 29500
standard (OfficeOpen XML) and under the assumption that the ISO/IEC 29500 standard
is implemented in the M365 solution it follows that data that is exported from M365
(and stored locally as “.docx’ files) may impinge on patents that have been declared as
standard essential for the ITU-T H.264 and H.265 standards (see further Lundell et al.
(2019)). During data collection, we experienced unawareness amongst decision makers
at the CoG concerning the need to procure patent licences for (directly and indirectly)
normatively referenced standards (such as the ITU-T H.264 and H.265) in the ISO/IEC
29500 standard.

6. Issues, implications and recommendations

Based on our analysis of publicly available sources and the information that has been
provided in response to questions and requests for documentation during the study,
we found a number of issues related to the implementation of the M365 solution in
the CoG. We find that these issues have, potentially problematic, implications for
individuals, organisations in the CoG, other organisations in Sweden, and society at
large.

6.1 Issues related to obtaining licences before use of the M365 solution in the CoG

First, after the release of the M365 solution on 28 June 2011 (PC, 2011) and until the
Intraservice board meeting on 21 June 2016 when the IT manager at Intra orally

4The Swedish wording used when posing this question (on 8 March 2020 to a City Legal Advisor
at SLK and on 9 March 2020 to Intra) was: ‘Vilka atgarder har ni vidtagit for att till Goteborgs Stad
anskaffa licenser for ITU-T H.265 standarden?’
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presented the plan for use of M365 in the CoG (Got, 2016b, 2016c), we note a total
absence of analyses covering potential licensing and lock-in issues. Specifically, before
that board meeting no documentation referring to implications from use of M365 had
been provided by Intra (Got, 2016c). Further, documentation from the board meeting
(Got, 2016c) makes it clear that there had been a lack of discussion and a lack of any
plan for how the CoG might effectively obtain all necessary licences and address lock-
in challenges.

Second, on 9 August 2016 Intra supplemented the two-page document (Got, 2016d)
with (version 1.0 of) an appendix (Got, 2016e) suggesting (inter alia) benefits of M365,
costs, procurement, privacy, and licensing. Specifically, concerning licences, the
appendix includes a comparison between M365 and the Office suite in use (Office
2007). Overall, we find that the document with its appendix (Got, 2016d, 2016e) lacks
important content and presents misleading information which makes it inappropriate
for use as a basis for any decision concerning a large investment. For example, there is
no analysis covering adoption of a new licensing model (i.e. transition from use of
software on-prem under perpetual terms to a periodically licensed Saa$ solution) and
associated lock-in effects. Hence, since this documentation provided by Intra also lacks
critical details concerning costs, licences and other legal aspects, we find that the
Intraservice board did not have a solid basis for a decision.

Third, based on the minutes from the two Intraservice board meetings on 21 June 2016
(Got, 2016c) and on 23 August 2016 (Got, 2016f) we find that no City Legal Advisor nor
any other legal expert was present at either of the two board meetings when the
proposal for the M365 solution was presented, and discussed (and finally decided at
the Intraservice board meeting on 23 August 2016) (Got, 2016f). Under the assumption
that licensing information and contract documents containing contract terms for M365
would have been provided to decision makers in advance, or brought to the meeting
by any participant in either of these two meetings, we find that there would have been
no real opportunity for the group to interpret, scrutinise, discuss, and clarify potential
implications of various contract terms related to the licensing model for the M365
solution. However, based on the documented information that has been provided to
us (and orally discussed during a meeting at Intra on 18 December 2018) we have no
information which suggests that any licensing information or contract terms were
provided and discussed before or during either meeting. Based on our experiences, we
claim that even a legal expert with knowledge of the legal systems in all potentially
relevant jurisdictions and the necessary technical skills and knowledge of relevant lock-
in challenges would find it impossible to digest and analyse the necessary
documentation (including complex contract terms and different types of licences)
before an informed decision, even if that information had been made available on such
short notice.
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6.2 Issues related to obtaining licences to ensure long-term maintenance of digital
assets

Fourth, we find that digital assets processed and exported from the CoG’s M365
solution fail to fulfil the guidelines and regulations for archives (Regionarkivet, 2017a,
2017b) which the Intraservice board approved on 22 May 2017 (Got, 2017b, 2017c).
Specifically, several files (with extensions “docx’ and ‘.pdf’) created by use of the CoG’s
M365 solution and provided to us are inherently problematic from both legal and
technical perspectives (e.g. Lundell et al., 2019). Further, files created in such formats
fail to fulfil the regulations for archiving in the CoG (Got, 2017b, 2017c). The regulations
for the CoG (in ‘7 § of ‘Arkivlagen’ and ‘Kommunallagen’) state that technical
requirements provided by Riksarkivet shall be fulfilled (Regionarkivet, 2017b). These
technical requirements include digital assets (Swe. ‘elektroniska handlingar’). Files
provided with the extension ‘docx’ do not fulfil these requirements (Riksarkivet,
2009a, 2009b). In addition, the outcome of an analysis of files provided by Intra shows
that PDF/A-files exported from the M365 solution fail to fulfil the requirements
specified by Riksarkivet. Further, previous research shows that files provided by the
CoG inthe PDF/A-3 and PDF 1.7 formats are unsuitable for long-term maintenance (and
thereby archiving) since it has been shown to be impossible to obtain all necessary
rights for implementing these file formats in open source software projects that can
be maintained over the full life-cycle of files produced in such file formats (e.g. Lundell
etal., 2019).

Fifth, we find that decision makers at Intra and City Legal Advisors at SLK have taken
no action to investigate the possibility of procuring patent licences covering the ITU-T
H.264 and the ITU-T H.265 standards (as detailed in the Online Service Terms). Further,
we find that the CoG has procured no patent licences related to either standard. We
find that this omission exposes the CoG to the risks of patent infringement claims.
Further, since both the ITU-T H.264 standard and the ITU-T H.265 standard are indirect
normative references (via other standards) in the ISO/IEC 29500 standard we also find
that omission in procuring patent licences for the ITU-T H.264 standard and the ITU-T
H.265 standard exposes the CoG to significant risk of being unable to maintain its own
digital assets over long life-cycles independently of the M365 solution. Should CoG,
hypothetically, decide to cease using M365, the omission in procuring such patent
licences will inhibit data sovereignty. This may cause significant issues related to
interoperability and the ability to maintain digital assets over long life cycles. Further,
since the CoG has procured no such patent licences we cannot undertake a legal
analysis of their terms. Based on previous research that has investigated the possibility
of obtaining all necessary patent licences for the 1ISO/IEC 29500 standard (Lundell et
al., 2019), we find that the CoG is exposed to the risk of inability to maintain its own
digital assets independently of the M365 solution.
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6.3 Implications of discrepancy between policy and practice

We find that the documentation presented on 9 August 2016 by Intra (Got, 2016d,
2016e) as a basis for the proposed decision ignores many rules in the IT policy (Got,
2015b) which was approved in the CoG by the Intraservice board (Got, 2015c), by KS
(Got, 2015d), and by KF (Got, 2015e). For example, the IT policy emphasises that
procurement of IT solutions shall consider the importance of open standards and
formats that allow for interoperability and long-term maintenance. Further,
concerning contracts for global IT solutions in the CoG, we find that the IT policy makes
it clear that all such contracts in the IT area shall be centrally analysed, signed and
maintained. Based on our analysis of the documentation constituting the basis for the
proposed decision we find that it does not address any of those issues and there is no
sign of any analysis of licensing and contract terms that the CoG will be bound by if it
decides to procure and use the M365 solution.

There is no legal definition of a municipal ‘policy’ in Sweden. Within the CoG, a policy
constitutes a governing document (Swe. ‘styrdokument’). The CoG uses several
different headings for governing documents and ‘policy’ is the one with least amount
of concretisation. The purpose of a policy within the CoG is to express basic principles
or values and to guide decision making. As such it is a type of document that officers
within the CoG are duty-bound to take into account, but which will allow the decision
makers a lot of discretion. Governing documents are not adopted on the basis of
regulatory competence delegated to the municipality. A governing document is, per
definition, not a legal norm in Sweden (Regeringen, 2012, p. 7) and the CoG itself as a
legal entity is not compelled to abide by it. Each individual acting for the CoG, however,
whether an officer or an elected official, is bound vis-g-vis the CoG to adhere to a policy
when carrying out their duties.

Open standards and formats for interoperability and long-term maintenance of digital
assets are something the CoG has committed itself to consider when the CoG procures
IT solutions (Got, 2015b). Based on previous research (e.g. Lundell et al., 2015, 2016,
2019), we find it essential to use formats which fulfil the definition of an open standard
(NPS, 2016) to ensure interoperability and long-term maintenance of digital assets. The
open standards requirements in the CoG’s IT policy is, therefore, appropriate. However,
given that the IT policy seeks to promote interoperability through use of open
standards and file formats the implementation of the M365 solution in the CoG is
remarkable. Consequently, it seems clear that the CoG’s IT policy has been ignored.
Further, we find that through its use of closed file formats (such as PDF/A-3) the CoG
fails to fulfil legal and technical requirements for use of file formats allowing for
interoperability and are appropriate for long-term maintenance and archiving of files
(e.g. Got, 2015b; NPS, 2016; Lundell et al., 2019). In addition, we also find that the CoG
fails to fulfil regulations for archiving of digital assets (Got, 2015a, 2015b, 2015c,
2015d, 2015e, 2017b, 2017c; Regionarkivet, 2017b; Riksarkivet, 2009a, 2009b).

When an acting head of department at Ink signed a contract for the M365 solution
(with E3 and E1 licences) on 28 June 2016 (Got, 2016h) we find that this action caused
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vendor lock-in for the CoG. When the IT manager at Intra gave a short presentation of
plans for M365 for the Intraservice board on 29 June 2016 and provided a
documentation on 9 August 2016 the CoG was already bound by contracts for the
M365 solution. Further, the documentation provided does not mention any risks and
there is absence of analyses addressing any form of lock-in. For example, risks related
to standard-related lock-in, file format lock-in, and transformation lock-in® related to
the M365 solution were not mentioned. Hence, we find that the basis for the decision
by the Intraservice board on 23 August 2016 was therefore misleading.

Findings from the study show that the implementation of the M365 solution in the CoG
has caused a number of challenges and problematic lock-in effects for individuals and
organisations (both inside and outside the CoG), and for society at large. These
challenges have significant legal, technical, economic, and societal implications for the
CoG, both during use of M365 and should the CoG cease to use M365 in the future.
The study shows that lock-in effects relate both to the specific SaaS solution (M365)
itself and digital assets that are imported, processed, maintained, and exported from
the Saas solution.

6.4 Lessons learnt and recommendations for addressing lock-in effects

During conduct of the study we have identified and analysed a number of problematic
issues related to the implementation of the M365 solution in the CoG and specifically
analysed several legal challenges and implications stemming from the adoption and
use of M365. We find that several of the identified licensing issues have complex and
problematic legal, technical, economic and societal implications. In this subsection we
elaborate important lessons to be learnt and associated with each lesson we present
recommendations for organisations which consider adoption and use of a SaaS
solution.

The currently applicable IT policy was approved by the Intraservice board on 31 March
2015 (Got, 2015c), the KS on 23 September 2015 (Got, 2015d), and the KF on 8 October
2015 (Got, 2015e) in the CoG. The IT policy provides rules covering how contracts and
licences should be handled and maintained in the CoG. They state that contracts for
IT solutions applicable to the entire CoG shall be centrally signed and maintained and
that all documentation related to software and licence terms shall be registered in a
common register. Further, the rules also regulate the importance of licence
management and state that all authorities and all companies in the CoG shall be
responsible for ensuring that correct licences have been procured. Despite these
ambitions, we find that only a subset of all contract documents which the CoG are
bound by for the M365 solution are maintained by the CoG. Further, despite the
applicable IT policy we also find that no organisation in the CoG has procured all

51t should be noted that an extensive study which investigated specific projects undertaken by
municipalities and other PSOs in Sweden involving Saa$ solutions shows that widely adopted
work practices cause these and many other types of lock-in effects (Lundell et al., 2016).
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necessary licences for M365 and that it therefore follows that no organisation in the
CoG is correctly licensed to use the M365 solution. Hence, we strongly recommend
that any PSO which is considering procurement and use of a SaaS solution (such as the
M365 solution) adheres to the applicable IT policy and as part of such adherence
makes sure that it maintains all relevant contract documents containing all contract
terms and also procures all necessary licences for the specific SaaS solution which the
PSO is bound by. Further, we recommend an authority maintains control of its own
contract documents related to a specific SaaS solution and never outsources
maintenance of contract documents containing contract terms that the authority is
bound by to the supplier of the specific SaaS solution.

The limited scope of the legal analyses related to adoption and use of the specific SaaS
solution (M365) in the CoG raises a number of unresolved issues and shows that
several licensing and legal challenges have been ignored. For example, we find that the
CoG has failed to undertake (and provide relevant documentation from) any
comprehensive analysis of all contract terms they are bound by for use of the M365
solution in the CoG. Further, no legal analysis of the need for patent licences has been
undertaken, something which impacts on the ability to process and maintain digital
assets, both during use (as detailed in the contract terms for the M365 solution) and
also after use of M365 in the CoG. Hence, we strongly recommend that a PSO which
considers signing contracts for use of a SaaS solution (such as the M365 solution)
always undertakes a comprehensive analysis of all contract terms (that includes
analysis of effective strategies for procurement, and actual procurement of, all
necessary patent licences) and conditions for identifying and obtaining all necessary
licences to ensure long-term maintenance of digital assets independently of the
specific Saas solution. Such an analysis needs to consider use and reuse of all digital
assets that have been processed and maintained by the specific SaaS solution (such as
the M365 solution), both during and after use of the specific SaaS solution (such as
M365) in the specific PSO.

Based on reported experiences from other Swedish PSOs and findings from our
investigation of the CoG’s use of the M365 solution we recommend that the contract
terms for the M365 solution are revised before a PSO uses the solution in order to
allow for lawful and appropriate long-term maintenance of digital assets. Moreover,
we also recommend that each PSO which considers use of a specific SaaS solution for
long-term maintenance of its digital assets (in all formats used) over the full life-cycle
for those assets, ensures that the solution is provided under lawful and appropriate
contract terms which includes that the provider of the solution provides licences for
each implemented format under perpetual terms. We find that this may require a need
for a redesigned solution, for example, in order to allow for export of digital assets in
formats that are suitable for long-term maintenance of digital assets.

In summary, we found that the CoG seems unaware of the inherent technical, legal and
financial challenges related to use of closed formats (e.g. Lundell et al., 2019). We find
that none of the authorities in the CoG has undertaken any analysis which indicates
that they, for technical, legal, and financial reasons, will be able to use the files that
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may be exported from the M365 solution. In addition, we find that the CoG has not
obtained all necessary rights to allow for implementation of the closed file formats in
software and that are needed to allow for use and reuse of files (represented in those
closed file formats) after export from the Saa$S solution M365.

7. Conclusions

The implementation of the M365 solution in the City of Gothenburg involves many
different authorities, each one being responsible for its own operations. Procurement
activities are managed by one authority (/Inkép- och upphandling), the legal experts are
based in another authority (Stadsledningskontoret), and the IT operations and overall
responsibility for the M365 implementation is managed by yet another authority
(Intraservice). From the study, it seems clear that there are tensions within the
organisation which contributed to increased complexity in the data collection and
analysis. Overall, despite these challenges, the study obtained a rich body of
documentation related to licensing issues concerning the implementation of M365 in
the City of Gothenburg. Even if the researchers encountered a number of
misunderstandings and ignored requests for public documents that were sent to the
City of Gothenburg, we find that the study reveals a rich description of the many
obstacles, licensing challenges, and complexities encountered in the implementation
of M365 in the City of Gothenburg.

As it seems, decision makers in the City of Gothenburg did not recognise the
significance of the switch to a cloud-based Saa$ solution. The transition was treated as
an incremental, if conveniently refined, update of the long used existing solution from
Microsoft. This can explain why the commendable IT policy for procurement of
software, including strategies to identify and obtain all necessary licences, address
lock-in challenges, and establishing an effective exit strategy to avoid consequences of
lock-in, was not adhered to.

With regard to the investigation of, and acquisition of, the necessary licences during
and after the deployment of M365, there is a lack of awareness and initiative within
the City of Gothenburg. These issues are admittedly complicated, and it cannot be
expected even from a large and well-organised authority that it should possess all the
necessary specialist competences. The City of Gothenburg has contracted an external,
‘neutral’ licensing partner in Atea, but we have not found any evidence suggesting that
Atea ever recommended any kind of analysis of the issues we investigated, i.e. the
question of which licences are needed to ensure long-term maintenance of digital
assets and avoid lock-in.

We find that the responsible authority (Férvaltningen fér Intraservice) for the
implementation of the M365 solution in the City of Gothenburg does not maintain all
contract documents and lacks access to all contract terms the city has been bound by
for use of the M365 solution despite the fact that contracts for the solution have been
signed by representatives for the company Géteborgs Stads Upphandlings AB (until the
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end of 2016) and the authority Férvaltningen for Inkép- och upphandling (from the
beginning of January 2017) which have been responsible for procurement in the City
of Gothenburg. Further, we also find that the responsible authority for the
implementation of the M365 solution lacks documentation in the form of contract
documents which detail how many licences of each type they have procured. Further,
based on the information that has been provided from the City of Gothenburg during
the study, it is clear that no organisation in the City of Gothenburg has addressed
challenges related to standard essential patents which may impinge on formats being
referenced in the online service terms for the M365 solution.

We find that the time-frame between 6 June 2016 and 24 August 2016 prevented any
form of serious analysis of the need to identify and obtain licences that would allow
for reuse and long-term maintenance of digital assets that political decision makers
should have requested (in light of the absence of necessary relevant information from
decision makers at the authority). Hence, we conclude that the actions taken by
decision makers at the authority responsible for the M365 solution are far from what
can be expected. Based on the information that was available on 23 August 2016 we
find that the decision to adopt M365 should never have been taken. We conclude that
decision makers at the responsible authority have omitted to thoroughly prepare for,
and provide relevant documentation for the proposed decision, that could have been
used as a comprehensive basis for strategic discussions concerning such an important
decision.

Findings from the study also show that the City of Gothenburg has failed to identify
and obtain all necessary licences to ensure long-term maintenance of digital assets.
Further, none of the authorities and companies in the City of Gothenburg presents any
strategy that would allow to cease using the SaaS solution in a way that exported digital
assets can be used and reused by other software applications in the future. The study
shows that the authority which is responsible for the M365 implementation, Intra, has
not even considered a future possible need for ensuring long-term maintenance of
digital assets and an effective exit strategy that can be implemented at short notice if
necessary. Hence, we find that the City of Gothenburg is exposed to a significant risk
of losing control of its own digital assets.

In conclusion, we find that any decision to implement a SaaS$ solution (such as the
M365 solution) in a public sector organisation implies a number of legal, technical,
economic, and societal challenges. The study has thoroughly analysed important
licensing issues and challenges identified in an investigation of an implementation of a
Saa$S solution on a large scale in a complex organisation and reported on insights,
lessons learnt and recommendations related to how the specific organisation (the City
of Gothenburg) has addressed (and to large extent failed to successfully address)
analysed licensing issues and challenges. Hence, we find that the study has made an
important contribution to advance theory and practice in the area.
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