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Abstract

This article argues that at present the EU's legal and policy approach to the balance between
consumer rights in digital goods and intellectual property rights in the same material has
consistently favoured intellectual property rights. As a result, there has been a progressive
limitation on the capacity of consumers to engage with, and exercise property rights over, digital
goods. The article traces this imbalance to a lack of clarity in the definitions of property under
the Charter of Fundamental Rights as well as the Union's preference for market over socially
oriented law and policy and an approach of functional equivalence with the traditional market.
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1. Introduction

Blackstone opined that nothing 'strikes the imagination and engages the affections of mankind'
to the extent of the right of property. [1] Indeed, property rights have endured as a central,
though controversial, tenet of the liberal political schema since the time of Plato and
Aristotle. [2] Contemporaneously, while definitions of property, as right and as concept differ, a
majority of fundamental rights documents place the right among the four orienting values of
democratic theory, alongside liberty, equality, and security. [3]

This article examines how property rights have been transmuted to the digital context, with a
particular focus on how private actors in the digital market mediate individual relationships
with digital goods. In its examination the article draws a differentiation between consumer and
intellectual property rights. While there has been increasing attention to the interaction between
intellectual property and fundamental rights in EU law, in particular in relation to the right to
freedom of expression [4] there has been little engagement with the conflict internal to Article 17
between intellectual property and property rights more generally.

Consumer property rights are understood within the article as those rights to own and deal with
goods which are held by natural persons as consumers, and which are ostensibly vindicated by
Article 17 of the Charter of Fundamental Rights of the European Union as section two explores.
The article argues that at present the EU's legal and policy approach to the relationship between
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these two groups of rights holders, and rights, has consistently favoured intellectual property
rights and has progressively limited the capacity of consumers to engage with and exercise
property rights in and over, digital goods. This is accomplished specifically through limitations
and exclusions of individual capacities to use, transfer and possess digital goods and the failure
of consumer protection standards to intervene and assure minimum consumer property rights.

The article traces the genesis of these limitations to three features of European law and policy.
The first feature is the Union's ambiguous attitude towards fundamental rights more generally,
and specifically the lack of clarity in articulating the scope and justifications of property under
Article 17 of the Charter of Fundamental Rights. In this respect, the article draws on the
inconsistent recourse both to fundamental rights as internal mechanisms for determining the
contours of intellectual property, as well as the somewhat incongruous developments in the
recent triptych of decisions (Funke Medien, Pelham and Spiegel Online) from the CJEU which
advanced the idea of intellectual property exceptions as user rights.

The second feature is a preference for market oriented over socially oriented legislation. As part
of this feature, when rights cross the Rubicon from vertically enforced constitutional (or primary
law) contexts to horizontally enforced legislative (or secondary law) ones, their enforcement
preferences economic interests and the market-oriented aspects of their guarantees over the
socially oriented functions which they serve. Thus, in the case of property, intellectual property
as an aspect of a central property right finds extensive expression in the Union's secondary law
while consumer property interests have been largely neglected in secondary contexts.

The third feature which has contributed to this imbalance, is the adoption of regulatory
approaches to the digital market which presume a functional equivalence between offline and
digital contexts. As part of this feature, the issues and actors raised by the digital market are
considered to be mere reiterations of those raised by the traditional market. This is a problem as
it has resulted in a failure to acknowledge the quantitative differences between the traditional
and digital markets and a deference to traditional systems of private ordering through freedom
of contract which have enjoyed significant latitude in imposing contractual terms which restrict
the capacity of consumers to engage with and exercise their rights in digital goods, unobstructed
by requirements of secondary law.

The article begins in section two by outlining the nature of the rights-conflict under examination
before turning in section two to examine the existing judicial and constitutional understanding,
and protection, of individual and intellectual property rights in EU law and the philosophical
justifications which underpin such rights. In this section the article examines the brittle
constitutional understanding of property rights within EU law and how this brittle character
underpins the imbalances identified. Section three then turns to examine how industrial and
individual property rights have found expression in the Union's secondary law.

This section emphasises the failure of individual property rights to successfully cross the
Rubicon from constitutional to legislative expression, and the failure of the Union's secondary
law to recognise both the destructive and constructive capacities of intellectual property in its
secondary law. Section four examines the third feature, namely the Union's adoption of a
regulatory approach of functional equivalence when dealing with the digitaland traditional
markets. The resulting impacts on individuals' capacity to engage with and exercise proprietary
rights in digital goods, and the secondary impacts of such interferences are examined in sections
five and six before the article turns, in part seven, to consider how the balance between
industrial and individual property rights might be achieved through consumer protection.
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2. The Conflict Between Intellectual and Consumer
Property Rights in the Digital Market

Rose, in her efforts to predict the future of individual or consumer property at the dawn of the
digital age [5] argued that contrary to public assumptions property systems are neither free nor
cheap. Rather, there is a significant cost involved in defining property rights, monitoring
trespass to those rights and enforcing them. As a result, society has constructed systems of
registration for property items which are considered important like property and cars, with
institutional regulations which decline in size and cost relative to the value of those items it
seeks to protect.

Historically, Rose's argument mirrors that made by Demsetz in his examination of property
rights protections by reference to the effects of an increase in value of beaver pelts in early
colonial Quebec and Labrador. The increase in price in that context lead to the development of a
system of proto-property rights in response to the overhunting that resulted from an increase in
the value of the pelts. [6] Demsetz described these property rights as a solution to the costs of the
previous communal regime - in other words the increased costs of a private property regime-
which entails marking and enforcing boundaries, among other things-became worthwhile only
after the value of the hunted animals went up. [7]

Both Demsetz and Rose proposed as a result of their examinations that changes in the
technological or administrative costs of establishing, monitoring and exchanging property
prompted parallel shifts in property regimes [8] and that the future direction of property lay
where savings were to be made. In the context of the digital market these observations have
proved apposite. In an environment in which digital goods were suddenly valuable,
incentivising regulatory practices which could monitor the exchange of digital property and
minimise both the risks and costs of such property being misappropriated became not only
desirable but necessary.

In this context intellectual property protections were coupled with contractual clauses and built
in restrictions on interoperability and use as part of a system of 'digital rights management'
(DRM). DRM technologies seek to control the use, modification, and transfer of works protected
by intellectual property rights, through systems within devices that enforce these
policies. [9] Measures which seek to ensure intellectual property is protected are neither unusual
nor problematic in and of themselves. However, the agglomeration of DRM and contractual
restrictions which are currently employed in the digital market exceed traditional restrictions on
tangible goods and content by effectively limiting to the point of non-existence the capacity of
consumers to transfer, use and arguably to possess the goods and content they purchase. [10]

This is accomplished largely through the creation of limited, and unilaterally revocable licenses
in digital content in particular as well as in digital goods [11]in accordance with which
termination can occur where users fail to comply with the terms of the licenses which prohibit
alteration, alienation or attempts to change use and carry further conditions prohibiting future
use where they are violated. [12] In effect, these clauses can operate to prohibit an individual
from using a purchased device and, more concerningly, any use of another Apple device at
present or in the future where it runs on the same software. This effect is only heightened
because these actors lock users in - associating proprietary hardware and software products with
their offerings to prevent consumers from alternating between content providers to force more
advantageous, or at a minimum, more competitive market conditions. [13]
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This trend has not gone unremarked. Perzanowski and Schultz, [14] and Fairfield [15] writing in
a US context have argued that the combination of aggressive enforcement of intellectual
property, restrictive commercial practices and technological locks (DRM) have combined to
weaken end user control over digital goods, and fundamentally undermine the capacity of
individuals to exercise ownership over their goods, a trend Fairfield refers to as 'digital
serfdom.' [16] Writing on the European context Jtitte, [17] Helberger, [18] Guidaut, [19] and
Schovsbo and Schwermer have noted similar patterns, with the latter in particular emphasising
that legislative interventions as part of EU law which have led to a risk of 'over enforcement' of
intellectual property rights at the expense of users. [20]

Against this background, Samuelson's articulation of the 'right to tinker,' [21] as well as
Perzanowski and Schultz's proposal for the extension of exhaustion to digital goods [22] and
Fairfield's argument for the recognition of consumer rights to hack, [23] repair, [24] and
sell [25] have been proposed as potential solution in the United States. While rights of
repair [26] and extensions of exhaustion [27] have also been considered in the European Union
the primary focus has been on the capacity of consumer protection to re-orientate the balance
between the property interests at stake in such transactions.

Consumer law has, to date, been unsuccessful in re-orientating the property interests of
intellectual property rights holders and consumers. Helberger and Guibault argue this can be
attributed in part to the challenges in integrating copyright and consumer law as a result of their
diverging understandings of rights, property and the internal market. [28] This argument
however, neglects the standing of consumer rights as part of consumer protection, within the
Union's constitutional documents, and the cross-definitional nature of the rights interests
involved in such conflicts [29] recognised in the idea of user rights within the CJEU's
jurisprudence, albeit that such a concept is both poorly defined and contested. [30]

Moreover, the broad nature of the property protection afforded under Article 17 of the Charter,
and the justification for the protection of property which both the ECtHR and the CJEU have
implicitly endorsed supports the idea of intellectual property as protecting right holders in as
much as such protection is necessary for furthering broader societal goals. This is examined in
the following section.

3. Brittle Constitutionalism: Defining Property Rights

In the EU, property rights are reflected in the constitutional traditions of Member States [31] as
the Court examined in Nold [32] and later in Hauer [33] as well as in legislative provisions
governing property and succession law at a national level. The development of constitutional
schema for the protection and enforcement of property rights is historically contextualised, in
Europe, as resulting from the deliberate dismantling of feudalism, whose central feature was a
hierarchy of estate and ownership and the exclusion of large classes of individuals from
ownership or control of property on an individual basis. [34] In this context, property rights, and
national schemes of property protection emerged to replace feudal systems of ownership and
control with a system which would promote equality and freedom through conferring on
individuals the capacity and power to deal with or alienate individual property. [35]

Yet, in any society with an interest in avoiding the accumulation of power enabled by small
groups controlling large amounts of individual property as was the case under feudalism, it is
necessary to have, not only a system of rules to enable that aim, but also a justification for doing
so which will enable the scope of such rules to be determined. In particular, theories of property
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are faced with a need to distinguish those arguments which support the right of property in
general from arguments which support the existence of a specific system of property rights. [36]

The inclusion of property protections in fundamental rights documents have proved
controversial as a result of disagreements over just this issue - whether and what specific system
of property ought to be recognised, rather than whether the right of individual property itself
ought to be acknowledged and protected. [37] Despite this controversy, protections of individual
property are included in Article 17 of the Universal Declaration of Human Rights
(UNDHR) [38], in the European Convention on Human Rights (ECHR) in Article 1 to the First
Protocol and most recently, and most relevantly for this article, in Article 17 of the Charter of
Fundamental Rights [39] which protects property, including intellectual property.

3.1 The Ambiguous Framing of Article 17

Article 17 provides that '[e]veryone has the right to own, use, dispose of and bequeath his or her
lawfully acquired possessions.' The Article goes on to stipulate that no person may be deprived
of his or her possessions, 'except in the public interest and in the cases and under the conditions
provided for by law, subject to fair compensation being paid in good time for their loss.' The
Article further stipulates that the 'use of property may be regulated by law in so far as is
necessary for the general interest.'

In contrast to this relatively comprehensive articulation, Article 17(2) provides only that
'intellectual property shall be protected.' Geiger has noted that 17(2) is thus remarkable not only
for uplifting an economic right to constitutional status [40] in a context in which intellectual
property rights are increasingly used as investment mechanisms [41] but also for the breadth of
its reach prima facie which leaves the right open to an abusive interpretation. Indeed, Geiger
notes that the provision has been relied on in justifying maximalist conceptions of intellectual
property rights in the Union and conceptions of a positive obligation to provide for the
protection of such rights. [42]

The ambiguity which follows from the terse articulation of 17(2) is resolved somewhat through a
comparative examination of the provision in other languages. While the provision in English
could be read as imposing a positive obligation, the French text states 'l]Ja propriété intellectuelle
est protégée' (intellectual property is protected). The German version similarly declares
'[g]eistiges Eigentum wird geschiitzt' (intellectual property is protected). Both the German and
French translations thus imply that intellectual property is to be understood only as one of the
classes of property protected under Article 17 rather than elevating it above those other classes
of property as a right requiring specific vindication.

This view is reinforced by the Explanations to the Charter which state, '[t]he guarantees laid
down in paragraph 1 shall apply as appropriate to intellectual property'. How 'appropriate' is to
be defined remains uncertain. Oliver and Stothers question (but do not offer an answer) whether
it might ever be appropriate to grant more protection (or less protection) to intellectual property
relative to other forms of property. [43] The predominant view, however, seems to be that
advanced by Voorhoof [44] and Geiger [45] who have argued that in light of the explanation and
the structure of Article 17 itself, Article 17(2) should be read as clarifying, for the avoidance of
doubt, the inclusion of intellectual property as an aspect of Article 17.

Indeed, such a reading was affirmed in Scarlet Extended [46] and later in Netlog [47], in which
the CJEU clarified that the entry into force of Article 17(2) CFREU did not introduce an absolute
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protection and inviolability for copyright,a sentiment retrenched in Luksan [48], where the
Austrian non-recognition of the copyright over a movie to its director was defined as a
deprivation of a 'lawfully acquired intellectual property right' granted under EU law pursuant to
Article 17.

In that case theCourt of Justice found '[t]he protection of the right to intellectual property is
indeed enshrined in Art 17(2) of the Charter...There is, however, nothing whatsoever in the
wording of that provision or in the Court's case-law to suggest that that right is inviolable and
must for that reason be absolutely protected'. [49]

It would, therefore, appear that Article 17(2) merely confirms that intellectual property rights
benefit from the protection and limitations applicable to property rights more generally under
Article 17 of the Charter. [50] The argument, however, was only secondary and the Court did
not provide any additional guidance on the scope or implications of Article 17(2). [51]

3.2 The Relationship between the Rights Protected under Article 17

Though Articles 17 and 17(2) can be read as coetaneous it remains unclear how this unified right
of property which encompasses property rights in general and intellectual property rights in
particular should be understood, and what its scope should be. The case-law of the CJEU and
ECtHR, however, as well as the text of the Charter, offer some guidance on the scope and
content of the rights protected by Article 17.

3.2.1 Property Rights as Multi-Component Rights

Though Article 17 protects the right to 'own, use, dispose of and bequeath' lawfully acquired
possessions subject to the public interest the CJEU has offered further guidance in its judgments
on the interests which the right vindicates. In Sky Osterrich [52] the Court defined individual
property as 'rights with an asset value [53] creating an established legal position under the legal
system, enabling the holder to exercise those rights autonomously and for his benefit' [54] and as
encompassing moveable and immoveable property [55] and as well as immaterial positions such
as claims of an economic value. [56]

This view is also in accordance with the broad definition offered in the pre-Charter decision
of Hauer which emphasised freedom of use, disposal and control. [57] Within the jurisprudence
of the ECtHR the classes of property protected are also widely drawn and are understood as
more than 'possessions' as alluded to in the text of Article 1 Protocol 1, and perhaps as being
more accurately and completely articulated by the French 'biens' used in the French version of
the Convention. [58]

Perhaps more significantly, the CJEU has found that measures regulating the use of property
must be distinguished from a deprivation of possessions. [59] Deprivation of possessions, per
the decision in Booker Aquaculture, requires not only that a person is deprived of property but
also that the property is transferred to another person. [60] This seems similar to the provisions
acknowledging de facto expropriations recognised under Article 1 Protocol 1 ECHR which finds
incorporation through Article 52 of the Charter. [61]

Individual property rights in the European regime can thus be said to be multi-component and
are infringed where the guarantee of individual property is deprived of its substance, but not
when it is affected only marginally or when the modalities of its exercise are regulated. [62] In
this respect a parallel can be drawn between the Charter's conceptualisation of property rights as
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multi-component, centring on a functional ability to deal with possessions and Honoré's
incidents of ownership. Under Honoré's schema full, individual ownership is disassembled into
eleven constituent incidents. [63] Although Honoré does not consider it necessary to
demonstrate all of these incidents are present, he does consider it necessary that possession and
a sufficient number of further incidents can be identified in order to satisfy the existence of
ownership. [64]

Echoing Honoré's analysis, both the CJEU and ECtHR emphasise the ability to control, and act
autonomously in relation to property [65] in their decisions, and appear to consider possession
to be a core requirement of individual property while implicitly endorsing a view of property as
requiring freedom of use and transfer. [66]

Yet the multi-component nature of the rights guaranteed under Article 17 offers little guidance
in locating the relative scope of the right and how competing property rights are to be balanced
against each other. In seeking to answer those questions it is necessary to understand the
justifications and intended functions of the rights.

3.2.2 The Scope of Article 17

Unfortunately, the justification for property rights in EU law remains ambiguous. European
arguments seeking to justify individual property and its limits can be traced to Plato [67] and
Aristotle [68] and have endured through the early modern period, in the works of theorists
including Hobbes and Hume [69] who focused on the institutional aspects of property, arguing
against Greek natural law theories and contending that property rights should be understood as
the creation of the State - a deliberate socially constructed edifice [70] entered into 'by all the
members of the society to bestow stability on the possession of...external goods, and leave
everyone in the peaceable enjoyment of what he may acquire by his fortune and industry'. [71]

Perhaps most prominent among the natural law theorists against whom Hobbes and Hume
argued was Locke whose justificatory arguments for individual property focus specifically on
the labour theory in accordance with which individuals gain ownership of property by mixing
their labour with it. [72] However, while Locke is most immediately associated with labour
theories of property he is only one of a group of theorists whose justifications for property rights
centre on ideas of self-ownership and which most accurately represent European articulations of
the justification for the protection of consumer interests in property which can be broadly
characterised as adhering to personality based property theories. [73]

Other than Locke, personality theorists include Kant, [74] Green, [75] Radin [76] and Hegel
whose account centred on property's assurance of self-ownership and personhood 'superseding
and replacing the subjective phase of personality.' [77] It is important, however, to distinguish
between two distinct types of self-ownership within these theories. The first, is the Lockean idea
of self-ownership as necessary to protect against invasions into the private and personal aspects
of an individual's life. The second, Hegelian idea of self-ownership also views property as
affording a barrier against intrusion, but additionally views self-ownership as a manifestation of
individual personality and will in the world - valuable because it is necessary for the individual
self-expression that is constitutive of a truly human life. Hegelian personality theorists thus
maintain that control over physical and intellectual objects is essential for self-actualization as
part of self-ownership.

Moreover, while judicial considerations of Article 17 have tended to group the Article with the
economic rights protected in Articles 15 [78] and 16 [79] the dicta of the Court of Justice
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in Stauder [80] and later in Omega Spielhallen [81] emphasising human dignity, in combination
with the textual endorsements of dignity and liberty in the Charter and the Treaties can be read
as supportive of a Hegelian understanding of the justifications for individual property as
necessary for autonomy or self-ownership in the absence of judicial commentary to the
contrary. [82]

Of course, it is necessary to explain how this core European constitutional concern of
dignity [83] encapsulates a personality justification expressed as concern with self-ownership.
The central commonality between dignity and self-ownership lies in the European constitutional
understanding of dignity as relational [84] perhaps best articulated by the German Federal
Constitutional Court who noted,

This [freedom to determine and develop himself] is based on the conception of man as a
spiritual-moral being endowed with freedom to determine and develop himself. This freedom
within the meaning of the Basic Law is not that of an isolated-self regarded individual but rather
[that] of a person related to and bound by the community. [85]

Dignity is thus understood in a European context as ensuring the freedom to develop one's self,
through relationships with others and without being obliged to conform to a pre-determined
definition of self, imposed by a public power. [86] In this respect then, dignity is fundamentally
linked to and affirming of personality based theories rooted in self ownership and individual
development. Dignity like Hegelian theories seek to secure to the individual a core autonomy.
This social function of dignity, and thus Hegelian idea of property finds reflection in the
emphasis on social function as the limit of property in the European Union.

As Geiger notes, property rights are understood in the European legal schema as inherently
limited by their social function. [87] In this respect, both the Charter and the second paragraph
of Art 1 Protocol 1 ECHR provide for socially oriented limitations on the right to property. The
Charter provides that the right may be restricted by the public and general interest while Art 1
of the Protocol provides for the right of a State to enforce such laws as it deems necessary to
control the use of property in accordance with the general interest.'

The ECtHR echoing this in Potomska v Poland noted that 'property ... has a social function
which given the appropriate circumstances must be put into the equation to determine whether
the fair balance has been struck between the demands of the general interest of the community
and the individual's fundamental rights.' [88] The provision, in both documents for limitations in
order to achieve the public or general interest suggests that the operation of property rights for
the furtherance of these objectives is the status quo and intervention should occur only where
the maintenance of this general or public interest require active intervention by the State.

This, Hegelian, justification of property as serving an autonomy preserving function in the
general interest is the most accurate articulation of the implicit justifications of individual
property within the framing values of the Charter enumerated in its preamble - namely human
dignity and freedom as well as the other rights included within the Charter's text (notably
Article 1) and the text of Article 2 TEU. Read in concert these provisions support a view of
Article 17 as part of a legal landscape which prioritises personal autonomy and human dignity.
This position is further supported by the ECtHR's statement that 'the very essence [of the ECHR]
is respect for human dignity and human freedom'. [89]

The inclusion of intellectual property as an aspect of Article 17's broader protection complicates
the justificatory account of property within the Charter somewhat, intellectual property having
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historically different justifications than property rights more generally. The developmental
origins of intellectual property protections within the European constitutional schema offer
some help in this regard.

Article 27 UNDHR provides all individuals have the right to 'protection of the moral and
material interests resulting from scientific, literary or artistic production of which he is the
author ... everyone has the right freely to participate in the cultural life of the community, to
enjoy the arts and to share in scientific advancement and its benefits.' Drafted less than three
years after the end of the Second World War the Article was understood as offering a practical
means of ensuring scientific and creative works were not used in a discriminatory manner and
recognising that individuals enjoyed a right to share in the benefits of their creations. [90]

The emphasis of Article 27 on enabling societal participation, militating against discrimination
and seeking to vindicate personal interests in emanations of an individual's creative capacities is
echoed in the International Covenant on Economic, Social and Cultural Rights [91] (ICESCR)
which guarantees, in Article 15(c), the rights to take part in cultural life, enjoy the benefits of
scientific progress and its application and to benefit from the protection of the moral and

material interests resulting from any scientific, literary or artistic production of which individual
is an author. [92]

The justifications for intellectual property offered by the text of both the ICESCR and the
UNDHR appear to endorse a Hegelian personality justification similar to that which underpins
individual property, in as much as Hegel's personality-based justification of intellectual property
rights includes an incentive-based justification that protection of intellectual products promotes
their proliferation for the benefit of society. [93] This reading finds further support in the
jurisprudence of the CJEU as well as several pre-Charter decisions. [94]

The next question which must be answered, is why and how consumer rights in property arise
in the context of Article 17 given the scope of intellectual property as defined by its justification.
Guibault has argued, for example, that consumer rights as politically granted, legislative rights
lack the normative weight necessary to 'outweigh' intellectual property rights claims. [95] Yet
such an argument in the context of Article 17 would ignore the constitutional character of
consumer protection within the Union under both the Treaties, [96] and under the
Charter. [97] Even on a conservative reading of consumer protection as a mere principle rather
than a right under the Charter it must still be read as a normative provision intended to guide
the interpretation of other fundamental rights. [98] There is thus support for the idea of
consumer rights generally in the Union's constitutional documents.

More specifically however, can it be said that there is a right to consumer property under the
Charter? It is argued that it can. Intellectual property rights under the Charter and in accordance
with a Hohfeldian notion of jural correlation must be held vis a vis a duty bearer. Those duty
bearers are consumers. However, as the social function of property within the European
constitutional schema dictates the limits of intellectual property as bound up in individual (or
consumer) interests in property as part of a Hegelian notion of self-determination, we must
conscience that intellectual property rights, while rights within a Hohfeldian schema are neither
an absolute, nor the only, discrete category of rights recognised by the Charter.

Rather, intellectual property rights are recognised as exceptions (albeit constitutionally
sanctioned ones) to a general schema in which the status quo is of individual interactions with
and power over property are un-interfered with. Intellectual property rights thus permit
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privately emanating restrictions on individual rights over and in relation to the property at issue
but do not extinguish these broader, subsisting rights.

This category of broader subsisting rights, given intellectual property's private nature (operating
as between a right-holder and a consumer or group of consumers), must thus be characterised
(however improperly characterised it is elsewhere) as a consumer right to exercise certain
interests in property. In this schema both consumers and intellectual property rights holders are
duty bearers and rights holders in respect of distinct rights which must be appropriately limited
by reference to each other.

The broader category of property rights of which intellectual property forms part, is of course
subject to freedom of contract. In this respect the ECtHR has held that the Convention will not
intervene to vindicate property rights infringements which result from a contract between two
private parties the conflict in such cases being a matter for national resolution. [99] However,
this line of jurisprudence must, necessarily be read in light of the absence, under the Convention
of a right of consumer protection and the interpretation of other constitutional articles in
accordance with that provision. It must also be read in the context of its institutional setting.

The ECtHR is not, unlike the CJEU, the judicial organ of an institution with a policy competence
parallel to Article 114, 115 and 169 TFEU nor is it situated in an institutional structure which
places, as the EU does, such an emphasis on consumer rights. The assertion that freedom of
contract operates as a total bar to recognition of a broader consumer interest in property is thus
questionable. Indeed, van Rijn has noted that the horizontal scope of the ECHR remains
uncertain. [100]

Reading the core constitutional documents of the Union, along with those fundamental rights
documents which contributed to their framing, a Hegelian personality-based theory of rights
emerges in which property as part of a constitutional schema concerned with dignity and self-
ownership. The idea that such a constitutional culture would stop short of Article 17 would be to
impose an artificial restraint on the Charter's character to retrospectively justify decisions and
policies of the Union which have failed to reflect it. That there has been a failure to give voice to
a coherent, Hegelian understanding of the scope of Article 17 within the Union's jurisprudence
or secondary law is not indicative of its absence, but rather of a fragmentary and often
contradictory understanding of the constitutional character and scope of intellectual property
within the Union.

3.2.3 The Normative Case for Consumer Property Rights

Before this article moves to consider the fragmentary nature of the Union's constitutional
understanding of property it is necessary to draw on what has been outlined to chart the
normative case for the inclusion of consumer property rights within the distinct property
guarantee of Article 17. The normative justification is twofold. The first is the need to locate the
appropriate compromise between the constructive and destructive understandings of property
which are entailed in any system of property rights and which is required in order to ensure the
Hegelian understanding of property as serving a broader social function is achieved. The second
is the need to ensure the Hegelian understanding of property as serving a broader social
function, which appears to be implicitly endorsed by the CJEU, is achieved.

The European justification of property, rooted in Hegelian theories of dignity and self-
determination can be considered broadly constructive in the relation it draws between property,
personhood and controls on institutional power. Despite this, personality theories may seem, on
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their face, to conflict with the distributive values enumerated in the preamble of the Charter,
namely equality and solidarity as a result of the inevitable tensions between how individuals
wish to act or use their goods and the collective good in how such goods should be
used. [101] However, it is more accurate to say that Hegelian personality theories while
constructive, also import destructive potentials for the same attributes of self-ownership and
personal development they seek to advance - and which must be balanced against each other.

These twinned constructive and destructive potentials are illustrated by Marx's analysis of the
means by which constructive impacts of property possession for the individual have corollary,
destructive effects on the personhood of others, in the context eighteenth century enclosures of
common land. [102] Marx suggested that as a result of enclosure, while small classes of
individuals gained exclusive rights in land, broader classes of individuals were deprived of their
previously communal means of production and subsistence. The result of that deprivation was a
loss by individuals of control of their own labour with the result that they were unable to fully
realize themselves as persons through their work, being obliged to work for others under
conditions over which they had no control. [103]

In Foucault's account, without access to common land or control of private land, individuals
were obliged to migrate and participate in workplaces characterised by embedded surveillance,
punishment and discipline mechanisms designed to induce conformity and maximise
productivity. [104] A similar enclosure and redefinition of rights has taken place in the digital
market as intellectual property rights are used to concentrate ownership, and power, among a
small proportion of private actors. There are, of course, dissimilarities between the physical
enclosures Marx and Foucault consider and the intellectual enclosure occasioned by digitisation.
The primary divergence results, perhaps obviously, from the differences as between tangible
and intangible property concerned in each example.

Drawing on this difference Van Dijk has argued that enclosure in the digital environment does
not suffer from the 'tragedy of the commons.' [105] This is correct is as much asintellectual
property, which is intangible, is a supposedly non-rivalrous resource with the result that use by
multiple parties does not diminish its utility. The argument, however, does not identify the
tension between achieving an intellectual commons in which all members can participate and
protecting the economic and moral interests of those who create the content on which the
commons is based. It fails, in other words, to identify the tension between constructive and
destructive understandings of property.

While intellectual capacity, on which intellectual property is based is, writ large, non-
exhaustible, the individual contributions to that common pool of intellectual works rely on a
legal construct of finite-ness to incentivise their creation, and therefore ensure the existence of a
common intellectual pool. In this context there is, in fact, an intellectual corollary to the
traditional tragedy of the commons - by allowing the abuse and uncontrolled use of intellectual
property such content and creation will simply cease to be a viable means of earning a living,
and will not be produced.

The need to incentivise creation through protection, however, is equally threated by the
intellectual enclosure currently taking place in the name of intellectual property rights
protection. The failure to balance incentives for users who may view the costs of content over
which the can exercise little control as too high, results in an increase, rather than a decline, in
breaches of intellectual property rights. Indeed, by many accounts digitisation has in fact
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harmed the revenue streams, and impeded content creators' incentives to engage in content

creation. [106]

This is acknowledged, albeit indirectly, in Musik Vertreib [107] and later in Centrafarm in which
case the Court endorsed a view of intellectual property as justified by reference to the need to
ensure that the rights holder's creative output is protected. [108] Indeed, this justificatory
understandings of intellectual property is clearly present in the Copyright
Directive. [109] Recital 11 of the Directive provides that the Directive aims to provide a rigorous,
effective system for copyright protections in light of the role of such protection in 'ensuring that
European cultural creativity and production receive the necessary resources and of safeguarding
the independence and dignity of artistic creators and performers.' [110]

The example of enclosures are relevant for the historical parallel they offer to current restrictions
of access to and interaction with digital goods. The challenge facing any system seeking to
guarantee property is to reconcile the tension the enclosures expose between the individually
constructive capacity of property rights for discrete portions of a community with the
destructive capacity of those same rights for others. The historical parallel has a further
relevance, however, in as much as it highlights the role of the state in making value laden policy
decisions which define property in ways which are claimed to be both neutral and natural, when
neither is necessarily the case. [111]

Indeed, central to the loss of personhood occasioned by the re-organisation of property in Marx's
account, was the reclassification of traditional, common land rights and uses, as civil and
criminal interferences with the property rights of others. This shift was subsequently articulated
by Foucault as occasioning a transition from 'illegality of rights' to 'illegality of property' [112] in
an 'effort to adjust the mechanisms of power that frame the everyday lives of
individuals.' [113] It was not that common land nor the existence of rights in it had been
normatively transformed in the eighteenth century, but rather than political and social
expediency demanded a more economically viable system of ordering.

In a modern context, the Union's secondary law and indeed the CJEU's constitutional
articulation of property has delineated neatly between intellectual property rights (which are
held by small groups as against a more general 'consumer' class as well as the State) and a
broader class of diverse and varied property rights (which are held as against the State by the
world at large and which are inclusive of property rights). This distinction artificially bifurcates
a broad class of property rights into two discrete parcels of rights holders and duty bearers,
ignoring the intersection of those classes of actors.

In a diverse range of interpretations, including from legal systems far less oriented toward a
Hegelian notion of property, intellectual property is nevertheless understood as intended to
enable 'creative self-expression,' [114] to facilitate 'play,' [115]and to 'participate in the
production of culture.' [116] These theories, in concert with the constitutional documents of the
Union produce an idea of property rights and individual interactions with and interests in
property as part of a process of individual self-determination and societal progress.

Under this view property rights in general, and intellectual property rights in particular, serve
an economic function but more fundamentally, a social one and property rights are justified not
only by reference to their economic value but by the social goods which those economic
incentives permit. [117]
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3.3 The Union's Fragmentary Constitutionalisation of Property

This fragmentary understanding can be attributed, in part, to the ambiguity surrounding the
structure and relation between the two provisions of Article 17 itself. This ambiguity is only
deepened by the apparently contradictory statement in the explanations to the Charter that
intellectual property rights are included within the Charter because of their growing importance
within the Community's secondary legislation.' [118] In stating this the explanations are
countering the normative justifications for property found elsewhere in the Union's
constitutional schema and are also, more problematically, permitting constitutional norms to be
dictated by statutory provisions.

Indeed, the minimal language of Article 17(2), which provides simply that intellectual property
shall be protected, and the inclusion of intellectual property within the Charter at all, is
surprising given lack of consensus on whether intellectual property deserves protection as a
fundamental right - or should be treated, instead, as a private interest in conflict with other
private interests through the law of contract, and to be balanced with fundamental
rights. [119] Proponents of the latter approach view intellectual property rights as
fundamentally in conflict with human rights and argue that such incompatibility can be resolved
only through recognition of the alternative, primary right where the conflict arises. [120]

In contrast, proponents of the first view argue that intellectual property and fundamental rights
possess equivalent normative value and seek to navigate the balance between the rights in a
manner which renders them compatible, if not in consensus. This approach appears to represent
the view which the CJEU has sought to advance in Laserdisken [121] and
in Metronome, [122] and which has been articulated elsewhere leading from the Court's
decisions in Medien, [123] Pelham [124] and Spiegel Online [125] as a constitutionalisation of
intellectual property. [126]

There are, however, two issues with this approach as propounded by the Court. The first, is that
the Court has largely demurred from recognition of an external influence of other fundamental
rights on the scope of intellectual property - allowing a jurisprudence to develop in which
intellectual property is presumptively elevated above other fundamental rights as an area which
has omnipotently internalised the countervailing forces of other fundamental rights. The second
issue is that it is not clear that even if such an external balancing mechanisms was recognised,
that a balancing approach would, in practice, be appropriate in cases involving intellectual

property.

3.3.1 Fundamental Rights and the Fair Balance Test

The CJEU has been consistently presented with cases requiring a balance or compromise to be
located as between intellectual property and other rights. Thus, in Metronome Music [127] the
Court of Justice was asked to decide the appropriate balance to be struck as between the
intellectual property rights protected by Article 1 of the Rental Directive [128] and the
applicant's freedom to pursue a trade. Eight years later, in Laserdisken [129] a Danish company,
which had long relied on exhaustion exceptions to copyright protections in order to trade in
copies of cinematographic works, challenged the validity of Article 4(2) InfoSoc
Directive [130] and its system of regional exhaustion as a disproportionate violation of its
freedom of expression rights.
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The CJEU rejected both claims, using a two-step 'loose proportionality assessment' as part of
which the Court first identified the rights and freedoms to be weighed against each
other [131] and then turned to evaluate the validity of the measure restricting the rights
identified asking whether it was in accordance with the law, justified in light of the general
interest and necessary and proportionate to the legitimate aim pursued or whether it constituted
a non-justifiable interference impairing the very substance of the rights guaranteed. [132]

This analytical approach was altered from 2008 with the decision in Promusicae. [133] In this case,
the Court was asked whether EU law obliged Member States to lay down an obligation for ISPs
to communicate personal data of their customers in the context of civil proceedings. The CJEU
declined to acknowledge the existence of such an obligation, rejecting the applicant's attempt to
derive it from the protection of intellectual property under Article 17 of the Charter.

To support its conclusions, the Court introduced into EU intellectual property law two key
interpretative prescriptions. The first was the requirement that EU directives be read as
permitting a 'fair balance' to be struck between the fundamental rights protected by the
European legal order. [134] The second interpretative rule was the use of fundamental rights as
interpretative tools to ensure that national measures transposing EU directives were read in
accord with fundamental rights and the general principles. [135] Both prescriptions required the
formulation of clear balancing criteria, which might be applied consistently in subsequent
decisions. These have not been forthcoming. Instead, subsequent decisions have added only

ancillary or indirect clarifications, reinforcing anad hoc, case by case approach to
decisions. [136]

Thus, in Painer [137], the Court refused to use freedom of expression to broaden the scope of the
exception of Article 5(e) InfoSoc [138] in favour of the defendant-newspapers, arguing that the
provision's goal was not to strike a balance between Article 10 of the Charter and intellectual
property concerns. The effect of the decision, in practice, was to narrow the criteria established
in Promusicae by limiting those fundamental rights which could be used as interpretative tools
to those which the legislature had explicitly sought to protect through the provision at stake -
refusing to conscience a broader role intellectual property in influencing fundamental rights
more generally.

The second interpretative prescription was thus narrowed significantly. Fair balance was
similarly interpreted restrictively by subsequent decisions following Promusicae. Confronted
with a fact pattern similar to that of Promusicae, the Court in Bonnier Audio [139] upheld a
Swedish provision introducing the possibility to issue injunctions obliging ISPs to disclose users'
data in civil proceedings concerning copyright infringement. In Bonnier , the assessment of the
fair balance remained cursory as part of the proportionality analysis and suggested a
synonymity between the notion of 'fair' and the notion of 'proportionate' further confusing the
nature of the analysis which was to be undertaken, fragmenting an apparently unified approach
into several ambiguously differentiated tests. [140]

Some attempt to redress this fragmentation emerged in Sky Osterreicht. [141] In that case the
Court was asked to consider the validity of conditions of the unauthorized and uncompensated
use by broadcasters of short excerpts of events of public interest under Article 15(6) of Directive
2010/13/EU. [142] In its decision the Court reaffirmed the use of fundamental rights and
introduced a two-step analysis for the assessment of a fair balance. The first steps required the
Court to verify whether the contested provision affected the core content or essence of the
freedom at stake (in this case the freedom to conduct a business). Once it established that that
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freedom could still be exercised,the Court then moved to the second step - an evaluation of the
proportionality of the interference as provided for under Article 52 of the Charter.

The final step of this analysis is thus a strict proportionality analysis, in accordance with Article
52 asks whether the limitation is necessary and genuinely meets the objectives of general interest
recognised by the Union or is necessary to protect the rights and freedoms of others. Sganga
refers to this final requirement as the 'real' fair balance test, which seeks to locate an answer as to
whether the impugned measure strikes the appropriate balance between the requirements of
protection resulting from the two fundamental rights at stake. [143]

In applying the test in Sky Osterreicht, the Court noted that based on the facts of the case the
exception was to be understood as proportionate and legitimate, as it was in the public interest
and sought to protect the right to receive and impart information, while leaving to intellectual
property rights holders the possibility to charge for the use of their programs through other
channels.

In the later decision of UPC Telekabel, [144] which again concerned blocking measures by an ISP
to end copyright infringements, the Court appeared to implement parts of the test but provided
substantially less detail on its application. Subsequently, in Coty Germany v
Stadtsparkass [145] the CJEU specified that a measure which results in a serious infringement of
a Charter right is to be regarded as contrary to the fair balance requirement, though it declined
to specify whether this was a result of a failure to satisfy the proportionality requirements of the
fair balance test of a result of a differing analytical approach. Coty concerned the validity of a
provision in German law which permitted banking institutions to refuse to disclose the name
and address of an account holder. The law was relied on by the respondent Stadtsparkasse in
refusing to identify an account holder linked to the online seller of perfumes in violation of an
exclusive licensing agreement. The CJEU concluded that by excluding any possibility for rights
holders to acquire information on the infringers' data, the impugned provision infringed the
essence of the applicant's right to an effective remedy under Article 47 and their right to the
protection of intellectual property under Article 17 of the Charter.

The Court thus found a fair balance had not be achieved and determined there was no need to
proceed further with the proportionality assessment. While this was in line with the decision
in Sky Osterreicht , the decision in Coty crystallised the assumption that an infringement of the
essence of a fundamental rights presumptively excludes the possibility of proportionality which
appeared  implicit in Telekabel. This approach ~was subsequently  followed
in McFadden [146] and was confirmed in Bastei Lubbe. [147] Significantly, in the context of this
article the decision in Nintendo v PC Box [148] extended this line of jurisprudence to DRM locked
content.

In Nintendo the CJEU found that DRM measures embedded into videogame consoles must be
proportionate, in that they should not prevent activities or devices that have a commercially
significant purpose or use other than the infringement of copyright. However, the decision
continued to emphasise commercial aspects rather than consumer interests and thus is limited in
its contribution to a re-orientation of property interests under Article 17.

The fair balance test thus appeared to settle somewhat in Coty, however, inGS Media, [149] the
CJEU appeared to depart from the fair balance test. In that case, the Court was asked to
determine whether the posting of a link to copyrighted content, without the consent of the rights
holder, constituted a breach of Article 3 InfoSoc. Emphasising the need for a fair balance
between intellectual property and other fundamental rights, the CJEU noted that finding such a
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breach to subsist would result in chilling effects on the expressive capacities internet users
unable to ascertain with certainty whether the linked content had been legitimately posted.

Rather than following the opinion of Advocate General Wathelet and find that hyperlinks be
excluded from the scope of Article 3 InfoSoc, the Court introduced an additional criterion to
identify illegitimate conduct under the Directive, requiring knowledge or a reasonable
expectation of the illegitimate nature of the posted material for liability to attach.The solution
sought to balance freedom of expression and intellectual property, but seemed to take place
outside the fair balance doctrine.

This ad hoc pattern continued as the subsequent decision in Renckhoff, [150] demonstrated. In
that case, the CJEU found the unauthorized reposting on a school website of a protected picture
should not be subject to GS Media criteria. The Court differentiated between the two cases on
two grounds. The first was that while hyperlinks are necessary to preserve freedom of
expression on the Internet, the same cannot be said for the reuse of an image. The second was
that hyperlinks do not challenge the author's preventive right to control and eventually block
the use of her work, in the same manner as a direct reposting. In this sense, the CJEU implicitly
applied the first step of the fair balance test, identifying the fundamental right at stake.
However, rather than proceeding to an assessment of whether the essence of the right or
freedom involved was violated, the Court focused instead on the preservation of the
effectiveness of Article 3 InfoSoc, limiting the evaluation of the necessity of the restriction to a
cursory statement, and omitting the strict proportionality check.

Similarly, the decision in Deckmyn stands out for, yet again, employing a relatively different
approach. In that case, the respondent had used a copyrighted image to illustrate a political
critique and claimed the use was protected under the parody exception in Article 5(k) InfoSoc.
The CJEU, applied the test developed in Sky Osterreicht and explicitly linked parody to freedom
of expression. While this reversion to the Sky Osterreicht test was welcome, Sganga and others
have argued that the Court through its decision implicitly transformed the legislative parody
exception into a rights based limit. [151] The decision in Deckmyn was thus read as suggestive of
a more prominent role for fundamental rights in the development of intellectual property with
EU law - and a potential 'constitutionalisation' of intellectual property law. [152]

3.3.2 Selective and Incomplete Constitutionalisation

The decisions of Funke Medien, [153] Pelham [154] and Spiegel Online [155] offered further fuel
for arguments that the CJEU was using fundamental rights to shaping the contours of
intellectual property law in the Union in the context of conflicts between intellectual property
and freedom of expression. The first of the cases, Medien concerned an unauthorised publication
of German military reports by a newspaper in that jurisdiction. The reports were held by the
German government and included information on the deployment of that country's federal
armed forces abroad. Seeking to prevent their publication, the German government sought an
injunction against the paper claiming the government held the copyright in the reports and their
release thus infringed its intellectual property rights. The copyright complaint was upheld at a
national level and was subsequently referred to the CJEU. [156]

The second case, Pelham concerned the permissibility of unlicensed sampling of music, in
particular a series of rhythms from a song written and recorded by the applicant which had been
used in a newer song subsequently recorded by the respondent. The applicant complained the
use of the rhythms constituted an infringement of their intellectual property rights. While the
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German court did find there was an infringement they nevertheless ruled that the sampling was
permissible in the cause of protecting artistic creativity. [157]

Finally, Spiegel Online concerned the re-publication by that newspaper of a book contribution
made by a German politician in connection with an article published by the paper countering
claims made by the politician that his contribution had been altered by the publisher and
arguing that he deliberately mislead the public in claiming such alteration had occurred. The
politician sued der Spiegel claiming that in reproducing the content they had infringed his
copyright and the matter was subsequently referred to the CJEU. [158]

Geiger has argued that two features in particular of the resulting decisions of the CJEU lend
support to the idea that the Court is 'constitutionalising' intellectual property. The first is the
recognition by the court of intellectual property carve outs as 'user rights' and the second, is the
capacity of intellectual property law to internalise fundamental rights in a manner which
permits such rights to shape the internal contours of the area. [159] Both these features of the
judgments however, lead (at best) to a selective and incomplete constitutionalisation of
intellectual property.

In its judgments the CJEU noted that copyright exceptions should be not understood as simple
derogations from the exclusive rights of copyright holders, but rather as self-sufficient rights of
users of copyright-protected subject-matter. Though the Court had previously hinted at this
understanding  in Telekabel and Ulmer [160] in both Funke Medien and Spiegel = Online it
emerged explicitly. [161] This concept of user rights is not novel, and has been articulated in a
Canadian context by David Vaver [162] whose analysis of the rights-based nature of copyright
exceptions has influenced Canadian Supreme Court. [163] Yet it is not clear that the Court's
description of these exceptions as rights is correct.

Based on Hohfeld's idea of jural correlatives [164] lawful consumers have a legal claim against
intellectual property rights holders to exercise rights in those areas which are excepted from the
intellectual property schema if they are rights but not if they are privileges or mere defences to
copyright infringements. Within a European context, as the decisions discussed indicate, it
appears in as much as 'user rights' are recognised within the Union's legal schema as defences to
copyright infringements in as much as their existence does not impose a correlative duty on the
holder of the copyright or other intellectual property right to facilitate the performance of the
permitted activities. They thus operate not as rights but as privileges under a Hohfeldian
schema. [165] In this respect then it is difficult to support a claim that this recognition amounts
to a constitutionalisation of intellectual property.

The assertion that these decisions amounted a constitutionalisation is also reliant on the opinion
of the Advocate General and the affirmation of that opinion by the CJEU that fundamental rights
could be used as an internal mechanism to define the contours of intellectual property. Advocate
General Spunzar who delivered the opinion in all three cases considered that freedom of
expression had a considerable role to play in defining the limits of intellectual property (and
particularly copyright) protections but did not opine on the capacity of rights to serve as limits
or exceptions to the scope of copyright protections. [166]

In its decisions, the CJEU followed the Advocate General in rejecting an idea of complementing
the list of Article 5 with any external fundamental rights exception on the basis that copyright's
own internal mechanisms presented sufficient safety valves for balancing intellectual property
with freedom of expression rights. [167] In particular, the Court emphasised that the exceptions



LT

European Journal of Law and Technology, Vol 11, Issue 1, 2020

and limitations provided in existing legislation are 'specifically intended ... to ensure a fair
balance' between the interests of rightsholders and users of works or subject matter. [168]

This is problematic in several respects. In the first place, the Court in the decisions in Funke
Medien, Pelham and Spiegel Online appears to indicate that an externally-introduced flexibility
beyond the use of a fair balance test could be harmful to legal certainty and intellectual property
harmonisation more generally. While balancing exercises have been subject to criticism on the
basis of their susceptibility to uncertain, and subjective deployment, [169] balancing as between
fundamental rights is, nevertheless, the approach which the Court has adopted in other areas.
The suggestion that in this area, and not in others, such uncertainty is not desirable is at best
inconsistent.

In addition to this, the concept of fair balance itself is uncertain in both its content and
application through the Court's own decisions. In such circumstances it is hard to ascertain how
secondary law has internalised such a test and, more to the point, if it has why the Court has
vacillated inconsistently between alternative approaches in its decisions. Fundamentally, this
assertion by the Court that intellectual property legislation has internalised a fair balance with
all fundamental rights also assumes a commonality in the normative content of those
fundamental rights in accordance with which they all weight equally as against each other, and
as against intellectual property rights. Yet it is not clear that such normative equality is present
within the rights schema.

3.3.3 Balancing Fundamental Rights and Intellectual Property - Appropriate or Necessary?

This lack of certainty in the Court's own jurisprudence has distracted from the broader concern
implicated by cases involving conflicts between intellectual property and other fundamental
rights, namely how far-reaching fundamental rights of an economic nature such as intellectual
property are or should be, and whether they are amenable to balancing against other
fundamental rights to begin with. In the context of balancing in the ECtHR Helfer notes that,
aside from the involvement balancing affords the Court in policy setting, the danger (which has
been realised in the case of the CJEU as the examination above details) is that the standards
applied become ad hoc absent an internalised balancing mechanism.

In the context of intellectual property this potential is augmented by the numerous competing
social and economic claims implicated in such disputes. [170] Indeed, Griffith argues that this ad
hoc danger has been actualised in the CJEU noting that, despite its pedigree, the concept of the
'fair balance' developed by the Court (albeit on foot of existing ECtHR jurisprudence) is,
'vacuous and unhelpful' becoming useful only when understood as a metaphor for a detailed
exercise of substantive comparison between the requirements of competing rights, which has
been largely absent. [171]

The ECtHR has asserted that economic rights (of both legal and natural persons) are less
deserving of protection than political and civil rights with legal persons in particular, frequently
enjoying more limited economic rights under the ECHR than natural persons. [172] It is not
clear, however, whether a similar attitude has been adopted (as Article 52(3) would dictate) by
the CJEU. Advocate General Wahl in OHIM offered some guidance in relation to intellectual
property in particular, echoing the judgment in Scarlett somewhat, and noting

intellectual property rules are meant to confer certain exclusive rights regarding the exploitation
of creations of the intellect in order to foster creativity and innovation. Those exclusive rights are
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nothing but sui generis forms of monopolies which may limit the free circulation of goods or
services. Thus, by their very nature, intellectual property rules are mostly trade-related. [173]

Following the Advocate General's reasoning intellectual property rights can be characterised as
economic rights, albeit that in certain continental jurisdictions they are inherently relating to
conceptions of personhood through authorship. [174] Given the ECtHR's approach to balancing
economic rights the various tests employed by the CJEU which assume equality of normative
claims as between intellectual property as economic rights and other fundamental rights is
flawed. [175] More pragmatically, however, balancing as it is currently employed by the CJEU
fails to explain which normative criteria are used to resolve conflicts between fundamental
rights leading to ad hoc interventions with weak if any foundations in positive law.

Peukert has noted just this problem in the context of freedom of expression, the right which
intellectual property has most frequently been argued to conflict with before the CJEU. Peukert
has argued that rights balancing is particularly inappropriate in such cases as it assumes that
both fundamental rights are of equal normative value and that there is no hierarchy as between
them. [176] In a context in which the issue appears not to be the social function of intellectual
property but its capacity to generate a monetary lock-in the presumption of normative
equivalence on which the balancing exercise relies becomes still more problematic. [177] In
particular it presumes that a private interest (e.g. maximisation of monetary return) is an interest
of equal and potentially greater weight in a rights balancing schema to freedom of expression,
privacy or the ability of users to exercise property interests in goods and content. Drassinower
(albeit writing in a North American context) has similarly argued that the interests vindicated
through intellectual property rights highlight the 'radical insufficiency' of the concept of
balancing in cases of conflict between intellectual property and other fundamental rights. [178]

Building on his critique, Peukert argues that deploying intellectual property rights in contexts
where they conflict with other fundamental rights requires justification of the rights rather than
balancing. [179] In a justification based analysis, intellectual property rights are acknowledged
as aspects of a constitutionally guaranteed property right but which are given force by the
legislature as private rights of dominion which reduce the public domain and whose prevalence
and enforcement is subject to tests premised on the social function and public justification of
those rights.

In this context, it is notable that the jurisprudence of the CJEU to date has divorced rights of
intellectual property from their Hegelian root, obscuring their social function and their relative
placement within a broader class of property rights. [180] The issue of course, is not only the
ambiguity which balancing engenders. Rather, it is the lack of conceptual clarity which results
from the Union's failure to accurately define the scope and constituent elements of the right
protected by Article 17 in combination with the uncertain jurisprudence of the CJEU which
results both from its unprincipled deployment of balancing tests as well as its failure to correctly
understand the nature of the relationship between intellectual property rights, and consumer
rights.

4. Market-Oriented Legislative Preferences

Given the supremacy of the Charter, the secondary law of the Union should mirror the scope of
Article 17 and reflect a parallel balancing as between the social and economic aspects of
intellectual property, and consumer interests in dealing freely withgoods. However, given the
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constitutional ambiguities and lack of clarity in defining the right is perhaps unsurprising that
this has not been the case. Rather, and in accordance with broader ordoliberal patterns within
the Union's secondary law there has been an elevation of the economic interests and a failure to
consider substantive consumer interests.

The intellectual property rights recognised in the European legal order are premised on the
understanding that those who create content are inherently invested in the work they
produce [181] but that such content generation requires incentivisation. On this basis intellectual
property rights are intended to guarantee and support the existence of an intellectual commons
from which other individuals might draw inspiration. The result, as the Union's secondary law
illustrates, is an understanding of intellectual property as uniquely necessary for competitive
markets to function [182] as part of the Union's broader ordoliberal preference for market
oriented policy standards. [183]

Problematically, this understanding of the immediate justification and aim of intellectual
property as solely as a means of offering creative incentives for market participation offers a
distorted view of the social function of intellectual property rights. The more accurate, and
complete view of intellectual property's function, as Litman notes (albeit writing from a US
perspective), is more than merely encouraging market participation. Rather, and ultimately,
intellectual property seeks to ensure "people will read the books, listen to the music, look at the
art, and watch the movies' as part of a pattern of cultural and societal progress and ensuring an
appropriate mediation of the competing constructive and destructive capacities of property
rights for personhood. [184]

During previous centuries this tension was successfully mediated through the imposition of
copyright periods, [185] the concept of exhaustion [186] and, in some jurisdictions more than
others, fair use. [187] Currently, in the European context limitations have primarily been
imposed through the defences and exceptions outlined in Article 5 InfoSec. Article 5 provides
technical exemptions, [188] payments of compensation for reproduction, [189] reproductions
which are made by publicly accessible libraries, educational establishments or museums, or by
archives, which are not for direct or indirect economic or commercial
advantage, [190] informative purposes, [191] use for the purpose of caricature, parody or
pastiche [192] and demonstration and repair of equipment. [193]

However, limitations on the operations of the provisions of Article 5 through contractual terms,
as well as the absence of a coherent understanding of how fair balance texts are deployed in
relation to its provisions has hampered its capacity to effective mediate the tension between
consumer and intellectual property rights. Moreover, for mechanisms like Article 5 to operate
effectively consumers must also be willing, and able, to pay supra-competitive prices for
protected works available at near-zero marginal cost elsewhere. An effective system of
intellectual property protections must thus convince consumers that a lawful copy is more
desirable and provide deterrents to the use of unlawful copies [194] to correctly pitch incentives
for both creation and consumption. Article 5, as well as the Union's legislative protections
applicable to intellectual property and consumer rights has neglected to assure this as a practical
necessity in framing its provisions. While Recital 3 of the InfoSoc Directive, claims it will ensure
'...compliance with the fundamental principles of law and especially of property, including
intellectual property, and freedom of expression and the public interest' as the previous section
examined, the balance struck between the rights under the Directive and fundamental rights
more generally is ambiguous at best. [195]
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Moreover, the reference to compliance with rights of 'property, including intellectual property" is
not reflected in the text or application of the Directive which has emphasised intellectual
property rather than any understanding of property as inclusive of consumer rights. The
Enforcement Directive similarly presents its aims as ensuring respect for fundamental observing,
'the principles recognised in particular by the Charter of Fundamental Rights of the European
Union'. [196] Yet, as with the InfoSoc Directive, there is an absence within its text of an
acknowledgement of the competing property interests implicated by Article 17.

In Hauer the Advocate General specified that it was not the intention of the European Treaties to
'impose upon Member States or to introduce into the Community legal order any new
conception of property or system of rules appertaining thereto'. [197] Indeed, this was a
reflection of the acknowledged position within the Community from 1958 following the entry
into force of the Treaty of Rome as part of which it was generally accepted that there existed no
competence to legislate in the field of intellectual property. [198]

The result was that any harmonisation of intellectual property must necessarily be achieved at
an international, rather than an European, level. [199] This view that the EEC lacked a
competence to legislate in respect of intellectual property was challenged by lawyers and
academics who maintained that in certain circumstances deployment of industrial property and
associated rights would result in anti-competitive practices and that the competition provisions
of the Treaty of Rome applied as much to such practices as others in as much as they potentially
affected the achievement of the Community's internal market. [200]

Subsequent to these challenges, during the 1960s, the CJEU began to consider the relationship
between intellectual property rights and the Treaty of Rome, as rights-holders sought to exercise
their rights against parallel imports between Member States. [201] While initially such cases
were considered under the competition provisions of the Treaty, the CJEU rapidly made it clear
that when considering the exercise of intellectual property rights to prevent trade between
Member States the most relevant provisions were the free movement of goods provisions (now
Articles 34 -36 TFEU and previously Arts 30 -36 Treaty of Rome). This in turn lead to the
development by the CJEU, beginning in Consten and Grundig, of the exhaustion of rights
principle [202] according to which the rights holder should have only one opportunity to obtain
remuneration for their rights but could not prevent parallel imports. [203]

In parallel to these judicial developments offering a tentative foothold to intellectual property
within the Community, the European Commission formed the view that harmonisation of
intellectual property law was indeed possible and desirable in order to achieve the single
market. [204] The Commission based this view on now Article 114 TFEU (previously Art 100
EEC Treaty and 95 EC Treaty), in accordance with which the legal basis on which an EU
legislative act is adopted must be determined according to its main object. [205] The
Commission reasoned that until intellectual property laws were harmonised, trade in goods
protected by such rights within the common market would be substantially hindered. [206]

The Union's initial harmonisation measures under then Articles 100 and 95 were subsequently
challenged, unsuccessfully, in several cases including Netherlands v European Parliament and
Council. [207] In that case the appellant argued that as Member States patent laws were derived
from the European Patent Convention (EPC), it was more appropriate that the Convention
should be amended rather than Article 114 being used to harmonise national law through the
introduction of a new Biotechnology Directive. This argument was rejected by the CJEU who
stated there was nothing to prevent the EU legislature from having recourse to harmonisation by
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means of a Directive in preference to the more indirect and unpredictable approach of seeking to
amend the working of the EPC. [208]

The Italian government, intervening on behalf of the appellants, submitted that as the chief aim
of the Biotechnology Directive was connected with scientific research in the genetic engineering
sector then it should have been adopted under the predecessors to Articles 173 and 179 TFEU.
This was again rejected by the CJEU who stated that the legal basis on which an act is adopted
must be determined according to its main object and that it was common ground that while the
aim of the Directive was to promote research and development in that field, the purpose was to
remove obstacles to research and development in the area as a result of differing national

approaches. [209]

The result is that, the Advocate General's statement in Hauer has proved less than accurate as a
matter of Union law. In practice the even before the introduction of Article 345, which gave the
Union an explicit competence in intellectual property, the European Community had
promulgated a comprehensive and far reaching legislative schema for the protection of property
on the basis of the need to harmonise intellectual property laws to ensure market
competitiveness. Contemporaneously, while the Union enjoys a competence in intellectual
property under Article 345 TFEU,the Union is limited in its capacity to draw a fundamental
rights architecture related to property more broadly in accordance with Article 51(2). [210]

The Advocate's remarks in Hauer have, however, proved an accurate characterisation of the
Union's approach to the protection of consumer rights in property, which have received no
similar legislative protection. Indeed, it is notably that while the lack of harmonisation as
between Member States' intellectual property regimes was seen as a barrier to the development
of the single market, no consideration appears to have been given to the differing capacities of
consumers to engage with goods as affording similar challenges to market unification.

Certain consumer protection legislation, such as the Distance Selling Directive, [211] and later
the Consumer Rights Directive [212] as well as theeCommerce Directive [213] offer protection
for consumer rights. [214] However, these laws do not offer a counter-balance to intellectual
property rights, rather they seek to re-assert a balance as between consumers and sellers is
through notice and consent mechanisms in the contractual process rather than in relation to the
contract's substance.The Directive on Unfair Terms in Consumer Contracts [215] meanwhile, can
extend to finding a contractual term unfair where it misrepresented the nature of the property
interest acquired by a consumer as being contrary to the requirement of good faith imposed by
the Directive. [216] However, where there is an accurate description of the legal interest within
the contract this will, evidently, not apply.

Several of the examples listed in the Annex to the Directive have the capacity to be used in re-
asserting rights as between consumers and intellectual property holders. However, many of the
examples, including terms regarding unilateral alteration of terms, unilateral change of the
characteristics of the product and inappropriate limitations on the rights of the parties are only
unfair where they are not provided for explicitly, and justified by the contract.

The example listed in the Annex, which has the greatest potential in seeking to re-assert
consumer rights in digital goods is the example of the use of terms which irrevocably bind the
consumer to terms with which he had no real opportunity of becoming acquainted before the
contract is concluded. However, if a seller had complied with the notice and consent
architectures employed by the Union in the other legislation mentioned above it is unlikely that
a claim under this example would be successful. This is all the more so as, the presence on the
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list of a term is not an automatic recognition of the term's unfairness. The analysis of whether a
term is unfair will instead depend on the nature of the goods and services for which the contract
was concluded and the circumstances of the conclusion of the contract and its subject matter.

Several more recent Directives, part of the Union's suite of laws intended to aid the achievement
of the digital single market, offered potential to move beyond such notice and consent
mechanisms and countenance the effect of disparate and absent protection of consumer rights in
digital goods to the single market. The first Directive, Directive 2019/770 [217] on contracts for
the supply of digital content and digital services, seeks to facilitate cross-border e-commerce in
the Union more broadly by ensuring better access for consumers to digital content and digital
services. Yet the Directive focuses largely on ensuring conformity of digital content or a digital
services with the terms of contracts rather than providing rights in digital goods.

In its focus on conformity and modification the Directive mirrors the provisions of the Sale of
Goods and Associated Guarantees Directive [218] as well as the Directive on services in the
internal market [219] which operate alongside national law to require that services conform to
their represented nature. [220] Moreover, as is the case with the Unfair Terms Directive, the
provisions of 2019/770 also defer to contractual ordering, providing that where the conduct is in
accordance with the provisions of contract sufficient consumer protection has been
achieved. [221]

Directive 2019/790 on copyright and related rights in the Digital Single Market [222] which is
part of the same suite of secondary laws similarly neglects to engage with consumer rights in
digital goods. What is notable about the Directive, and what could cautiously be considered an
encouraging sign is the prominence afforded to the social and cultural role of copyright
exceptions. In  particular, the Directive provides for use exceptions for
teaching, [223] research [224] and use by cultural heritage institutions, [225] among others. Yet
the Directive falls short of extending this understanding of the social function of exceptions to
copyright, to one which countenances opposing rights for individual consumers which extends
beyond the flawed 'fair balance' system which already operates.

5. The Union's Approach of Functional Equivalence in
Regulating the Digital Market

The final feature of EU law which has enabled the legislative elevation of intellectual property
rights and the Union's failure to conceptualise the scope of and relationship between the
differing aspects of the right to property in the Union's constitutional documents, is an approach
of functionable equivalence in regulating the digital market which defers to freedom of contract
as the primary and sufficient mechanism necessary for ordering relationships in the digital
market. [226] As section four illustrates, in the absence of regulation as to the substantive content
of contracts, private actors through contractual terms become standard setters for the range and
extent of the rights consumers can expect to enjoy in and over digital goods.

The legislative preferences embodied in the Union's existing consumer protection regulations
illustrate this pattern in as much as they outline the absence of interventions to ensure consumer
protection standards which extend beyond notice and choice mechanisms, with the introduction
of some technology specific measures more recently in the form of the Directive for conformity
in digital content. This continuing deference largely rests on the misconception that within the
digital market as within traditional markets freedom of contract enables individual autonomy



LT

European Journal of Law and Technology, Vol 11, Issue 1, 2020

through preserving individuals' freedom of choice. Yet in the digital market it is not clear that
the subsisting market features on which such assessments are premised are present.

5.1 The False Narrative of Freedom of Choice in the Digital Market

Early European measures [227] sought to remove uncertainty about the legal status of online
transactions by providing laws which imposed on the digital market, regulatory standards
equivalent to those which characterised traditional ones. [228] Indeed, the underlying
motivation of the Digital Single Market Strategy is a continuing concern to provide such
certainty through the specific promotion of equivalence with a view to thus furthering economic
growth. [229] Most recently, the Directive for the supply of digital content and digital
services [230] adopts an approach for the regulation of contracts in the digital market which
offers an illustration of the continuing endorsement of approaches of functional equivalence
within the Union. [231]

This approach is hardly surprising. It aligns with the EU's ordoliberal attitude to market
regulation more generally which is characterised by a significant deference to an ideal of private
ordering through freely given consent. [232] In its thickest or most substantive form consent
shapes and allows the individual consenting to shape their interaction with those forces and
actors around them and thus constitutes an expression of individual autonomy. [233] This is the
basis on which systems of private ordering premised on freedom of contract, base their claim to
be, fundamentally, systems which seek to maximise the autonomy of individual actors. Against
this narrative, paternalistic interventions in the market by State actors must be effected in such a
way as to justify limitations on the autonomy which the market ensures. [234]

However, this understanding of freedom of contract as an autonomy enhancing mechanism, and
the suitability of an approach of functional equivalence, presumes the presence of several
conditions. In particular it requires the presence of voluntariness, capacity and meaningful
choice. A market characterised by absolute voluntariness, free from a-symmetries of bargaining
power and replete with numerous competing participants remains an ideal. Yet, while
shortcomings in the conditions for substantive consent are present in all markets, their
prevalence in the digital market is particularly challenging to the functionally equivalent,
consent-based approach adopted by the Union.

The primary, and most readily appreciable, difference between digital and offline markets is
quantitative, in two ways. The first, is that the digital market is characterised by a small number
of private actors who due to their dominance effectively operate as standard setters for the
contractual terms used by new entrants as well as among themselves. This feature of the digital
market fundamentally differentiates it from traditional market settings. Crucially, in a market
with a small number of actors who employ similar terms, individuals enjoy little or no
functional choice as to the terms on which they consent to contracts, undermining the normative
quality of that consent and posing challenges to the autonomy based theory of freedom of
contract which relies on it.

In such a setting, the argument that a user may seek equivalent content or goods elsewhere is
impractical, while the argument that user can simply 'opt out' and choose none of the offerings
is, at best, disingenuous, failing to acknowledge the social and cultural damage occasioned by
failing or being wunable to engage with the digital environment and digital
goods. [235] Compounding this is the presence within the digital market of 'lock-ins' which
restrict consumer choice by obstructing interoperability between certain content and/or goods
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restricting consumers from using content provided by one seller on devices provided by another
and obstructing the operation of effective competition in which consumers can participate. [236]

The second quantitative difference between digital and offline markets relates the volume and
density of the terms to which individuals are asked to consent, and the linking of those terms to
normative standard setting. [237] In a market with few supply side participants or normative
constraints private actors can orient their terms to the detriment of consumers to an extent not
mirrored in the traditional market. The evidence is that as a result of the volume of terms to
which consumers are asked to agree during digital transactions, as well as the low levels of
choice as between sellers, two results are occasioned. The first is that consumers are either
unaware of the content and implications of the terms to which they are consenting. [238] The
second is that, aware of the social necessity of participation in the digital market, and in the
absence of market alternatives, consumers consent knowing the only alternative is to abstain
from participation in the digital market.

In either circumstance the nature of the context and the functional choice present fundamentally
undermines the quality and validity of the consent which consumers can give. While notice and
choice architectures seek to remediate the first of these quantitative differences, absent parallel
and substantive consumer protection measures regulating the content of contracts they fail to
sufficiently impact contractual practices, and are unable to remediate the lack of alternatives
within the market.

By failing to aver to these differences EU law is unable to appreciate the normative consequences
which flow from them. Instead, European attitudes to the digital market have been characterised
by an apparent acceptance that offering superficial prompts to action which consumers do not
understand or are not empowered to avail of in a market which lacks alternatives is
sufficient. [239]

5.2 The Resulting Imbalances between Intellectual and User Rights

The combination of these features, but in particular the deference to freedom of contract has
been the generation of a digital market in which the interests which consumers can exercise fail
to meet the central incidents of ownership which both the ECtHR and the CJEU have identified
as part of their articulation of the property rights vindicated under the European constitutional
schema. Moreover, while limits on the use and management of property by consumers are
accepted as legitimate, to an extent proportionate to the protection of intellectual property rights,
at present there are substantive restrictions on the central incidents of property which exceed
those necessary to secure these ends. The result, is a disproportionate restriction on the rights of
consumers to own and to use and transfer property under Article 17.

5.2.1 Ownership (Possession)

Using Honoré's definitional schema, ownership implies the existence of possession which may
be considered a, if not the, central incident of property rights under both the Charter and the
Convention. Under the contractual terms permitted by the current legal landscape in the EU,
and used by private actors in the digital market consumers 'purchase' digital goods. However,
the ownership interest which consumers receive in doing so is merely a license. While licensing
is not problematic in and of itself what is problematic are the license terms which restrict the
conditions of consumers to claim that they in fact enjoy possession in the goods concerned.
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Digital goods remain accessed in this licensing model through a unique identifier and the license
is unilaterally revocable at the discretion of the licensor. In fact, even if the item is downloaded
to a user device and not accessed 'online' it can only be used when the embedded identifier in
the content file is approved by the provider's software as corresponding to the device or user
attempting to access it. While this is consistent with licensing it is not clear that possession (as
opposed to access) has ever, in fact, been granted to the consumer given the unilateral nature of
the license, and the absence of notice or other countervailing consumer rights.

This ephemerality of consumers' ability to possess goods in the digital environment was
pointedly illustrated by Microsoft's announcement in 2019 that its e-book store would cease
trading after failing to compete with other retailers in the digital market. Microsoft announced
that items purchased through the platform would be removed from user devices and would be
unavailable through the platform. While customers will receive refunds, if theiroriginal payment
method was no longer valid they would receive a credit to their Microsoft account for use online
in the Microsoft Store. [240]

Precisely how store credit which could no longer be used to purchase books, was intended to
replace a carefully selected library, and why users would wish to "purchase' more content which
may then disappear is unclear. Nor could such remuneration compensate the loss of the texts
themselves and the annotations and similar marks of interaction which they bore. What the
example illustrates is that the rights of access and interaction with digital goods which currently
subsist are neither normatively nor practically comparable to those which subsist in traditional
market contexts.

5.2.2 Use and Transfer

Property rights in the constitutional documents of the EU, as well as in the constitutional
traditions of the Union's Member States, place a premium on alienability and individual
capacities to interact with and exercise control over property. In accordance with Honoré's
analysis and the jurisprudence of both the CJEU and ECtHR control is a central, though implicit,
characteristic of property rights. The implication is that individuals who lack this capacity
cannot be said to enjoy an individual property right in the contested goods or
material. [241] Conditions of current licenses for digital goods substantially restrict both the
capacities for consumers of digital goods.

To begin with, the contractual terms governing digital goods purchased from Amazon and
Apple's platforms do not permit, or permit only restricted or temporary, one-off transfers of
digital goods. Their donation or more permanent transfer is not permitted. This inability to
transfer licensed content either for non-commercial purposes to other parties, or indeed as
between the devices of a user restricts consumer rights in property beyond what is necessary to
secure intellectual property rights, and does so to the extent that it functionally negates the
existence of a capacity to transfer. While Article 5 InfoSec does ostensibly permit transfers and
use by consumers, patterns of deference to freedom of contract, an absence of consumer
property protections in the Union's secondary law, and a failure to interpret existing secondary
law as requiring compliance with a broader socially oriented conception of property has lead to
a practical situation in which contractual provisions are used to exclude the exercise of such
rights.

These capacities in relation to digital goods are currently forfeited as a result of the instability
and impermanence of the property interests which are permitted to subsist in the digital market.
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The result is a digital market composed of goods which consumers can access and interact with
only under such extensive restraints as to make the existence of the incidents of property rights
which such interaction should be constitutive of questionable.

Licensing has traditionally meant that the owner of an exclusive right holds this exclusivity in
abeyance, [242] however, in a digital context the use of licensing might more accurately be
described as being a selective permission to access coupled with substantive restrictions on the
individual use. This is particularly troubling in circumstances where there is no objective
justification for the limited licensing regime in use rather than a digital transposition of the
analogue system of sale and intellectual property rights enforcement.

6 Secondary Impacts of Property Infringements

Under a classical, liberal view, the primary function of property rights is twofold, to restrain the
government from intrusion upon individual citizens and thus maintain a zone of autonomy and
to guide incentives in interpersonal interactions to achieve a greater internalisation of potential
externalities. [243] New property rights thus emerge in response to the desire to adjust to new
benefit-cost possibilities, and indeed this is the basis on which DRM has justified it's operation
since the emergence of the Internet. [244]

In the current schema, however, no new rights oriented toward securing greater consumer
interests in digital goods have emerged to deal with the challenges associated with digitisation.
Instead there has been a redistribution of the risks associated with intellectual property
protections which has placed a disproportionate burden on users, negatively impacting their
capacity to enjoy rights over individual property and generating externalities in the form of
negative impacts on individual privacy - and, in certain circumstances, on the Rule of Law.

6.1 Privacy Rights Impacts

Much of the debate surrounding, and attention to the impacts of intellectual property rights on
other fundamental rights in the digital environment is occupied with considerations of the
interactions between intellectual property rights and freedom of expression. [245] While the
implications of intellectual property protections for academic and scholarly rights and abilities
have received some attention [246] relatively little focus has been afforded to the more
immediate impacts of current enforcement practice on rights to privacy. [247] Yet, the
technologies that have eroded individual property have also negatively impacted individual
privacy by enabling platforms which provide copyrighted content to generate precise and
detailed records of user behaviour and preferences which can be used to surveil user behaviour
for targeted advertising. [248]

When a user purchases a film on iTunes, Apple charges the consumer and associates the
'purchases' with that user's device and Apple identifier which links to a record of previous
purchases across Apple's platforms. More significantly, iTunes inserts pieces of microcode into
the purchased file that notifies Apple when it is opened, by whom, when and where it is viewed
and which portions are viewed, or skipped most frequently. [249] While this code is embedded
under the auspices of intellectual property protection, to prevent users copying, sharing or
otherwise using the file except in accordance with their license it also functions as an effective
means of consumer surveillance.
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This interconnection between property and privacy bolsters the concern over property
specifically. Modern legal conceptions of privacy rooted in the 'right to be left alone' developed
by Warren and Brandeis (from French origins) is notable for its relation of privacy to rights of
individual and intellectual property which both contain a right to determine the moment and
extent to which ideas, and sentiments are communicated. [250]

Indeed, Zittrain has argued, in a medical context, that there is no conceptual difference between
the privacy problem and the copyright problem. [251] Both can be reduced to examples of
instances in which actors seek to militate against content escaping from the control of those
legally entitled to restrict or permit their dissemination. [252] In a European context e-Privacy
and data protection laws are thus motivated by the reality that personal data only too easily falls
out of the control of the relevant data controller while in the case of intellectual property
protections, including copyright protections, are motivated by a similar recognition that
copyrighted content only too easily escapes legal channels of sharing thus diminishing its value.

Consumer privacy largely concerns the relation between individuals and private actors, rather
than between individual and the State. In such circumstances, how is the Rule of Law
implicated? Companies such as Apple and Amazon now control large collections of personal
information which governments can in turn access, and in doing so can, as Hoofnagle foresaw,
accumulate information about individuals which enhances their authority by making it easier to
target citizens for discriminatory treatment. [253] The answer more specifically lies in how large
scale gathering of data about individual users permits State authorities to outsource intelligence
gathering to private entities [254] and, in doing so, to bypass constitutional controls. [255]

6.2 The Rule of Law

The most glaring example of such constitutional by-passing is the US third party doctrine
developed by the Supreme Court in Smith v Maryland [256] though there is a possibility that a
similar, highly conditioned, expectation of privacy may evolve in a European context,
subsequent to the ECHR's decision in Benedik v Slovenia. [257] Prior to the decision
in Benedik the language used by the ECtHR had largely mirrored that of the US Supreme Court,
with a repeated reference to an objective test based on 'reasonable expectations of
privacy.' [258] Benedik, however, confirmed that a strict construction of reasonable expectations
of privacy is not to be adopted, raising the implication that the CJEU will adopt a similar stance
and follow the US in moving toward a subjective test which would permit the emergence of a
European equivalent of the third party doctrine. [259]

Such a development, enabled by the data collected through the consumer surveillance employed
by companies like Apple and Amazon through the limitations placed on individual property,
would not only constitute a further erosion of privacy rights but would threaten the
constitutional balance on which democratic governance is premised and hamper the cumulative
exercise of privacy rights which act as a broader societal control on State action. The
consequence of which could be the effective deprivation not only of individuals' right to privacy
but also of the rights which privacy enables.

This compounds the unacceptable nature of current contractual practices. Traditionally twinned
with contract, property has been seen by some, perhaps most notably Epstein, [260] as an
essential element of individual liberty and as demarcating a constraint on governmental
authority. Epstein argues only the rights of ownership and the law of contract can secure
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individuals against the arbitrary exercises of authority which are the central concerns of the rule
of law.

Cass has gone further noting that '[a] critical aspect of the commitment to the rule of law is the
definition and protection of property rights' as the degree to which a society is bound by law is
reflected in society's commitment to the predictable application of property rules the
commitment to which is the essence of the rule of law. [261] These understandings are in
contrast with both thin, procedural accounts of the Rule of Law that laws be general, public,
certain, [262] and align with substantive or thick conceptions of the Rule of Law apparently
adopted by the European Union [263] and which emphasises human rights rather than
economically orientated supplementary characteristics of the Rule. [264]

Rights to property and privacy are interdependent and, in liberal democratic theory, act as basic
guarantees of self-determination, ensuring at an independence of action and expression and thus
contributing to the development of individual identity, and, at a broader, societal level, of
ensuring individual liberty.

Moreover, this vein of classical liberalism privileges individual autonomy, on the basis of
achieving self-realisation or as a means of establishing the rights necessary for the emergence of
a vibrant market economy [265] and in this respect mirrors the justifications offered by the
theories of individual and intellectual property reflected at the outset of this paper and arguably
endorsed by the European Union. [266] Thus, individuals have an interest in securing to others
the free use and enjoyment and disposal of property because such freedom contributes to that
equal development of the faculties of all which maximises liberty for society as a whole, in
particular serving the stated end of the Union to achieve greater integration by means of the
single market.

In this schema, the social function of property is twofold; enabling individuals to control those
things which contribute to their freedom and security and, empowering individuals to control
the capacity of others to threaten or limit such values. [267] These functions appear, in some
ways, radically opposed, however, in practice this means rather that individuals enjoy the ability
to exclude others from their property or in the context of intellectual property, to impose limits
on how individuals may deal with the content or goods they purchase. The problem arises
when, as in this case, actors use this latter function of property to actively erode the rights or
other individuals rather than merely asserting their own rights.

7 Towards a Rights Based Understanding of Consumer
Protection

The current imbalance between consumer and individual property rights has clearly facilitated a
context in which contractual practices can, and have, reduced the situations in which individuals
can exercise property rights in respect of digital goods, with corollary harms to privacy rights
and cumulative impacts for the rule of law. In these circumstances how can the balance between
the two aspects of the right protection by Article 17 be re-asserted in European law?

Signs of a consumer protection driven re-orientation of the imbalance between individual and
intellectual property are already evident in the United States where the Federal Trade
Commission has challenged the use of the term free in mobile app stores resulting in Apple
replacing the 'Buy' button with one labelled 'Get' in its stores globally in attempt to, at a
minimum, re-orientate consumer expectations concerning digital goods. [268] However, the
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content offered for 'purchase' elsewhere in iTunes have not been similarly re-labelled, while
Amazon's labelling remains unchanged. Moreover, in reality, these are superficial concessions to
temporary swells in consumer attention which fail to address the underlying erosion of
fundamental rights which such contracts enable, and lack the character of a rights driven
understanding of consumer protection which this article proposes.

The first, and perhaps most obvious, requirement is that a concrete understanding of individual
property in EU law be articulated with a particular view to tying such an understanding to the
normative function of individual property implicit in the Union's constitutional documents and
the jurisprudence of the CJEU and ECtHR as allied to Hegelian theories of self-ownership and
autonomy.

Such a reorientation is not easy, requiring not only the application of the Courts and
Commission to the identification and articulation of a coherent, and unified understanding of
the relationship between two aspects of the fundamental right to property but also that they re-
orientate their analysis from a preference for and focus on economic aspects of the right and
intellectual property and towards a more holistic understanding of property rights as
encompassing such market-orientated understandings as an aspect rather than the preferable
expression of the normative aims of Article 17.

Ultimately a solution which achieves this in a systematic manner will take the form of a
legislative effort as it is not clear that the CJEU either can develop the area in a sustainable and
comprehensive manner, nor that it should. [269] However, a legislative re-orientation must be
pursued through one of the Union's established competencies, of which the securing of
individual property is not one. While a similar approach to that taken in respect of intellectual
property could be taken using Article 114 to pursue harmonisation on the basis that the current
schema impacts the common market, the re-orientation of emphasis from market-oriented
towards equal recognition of individually-oriented rights likely calls for a more citizen and less
market-centred mechanism.

In this respect, the Union's established competence to legislate in the area of consumer
protection offers a utile means of achieving the reorientation. In particular, introducing a rights-
orientated consumer protection law would facilitate the recognition of individual property
protections as a broader social good rather than merely an individual right, and permit them to
be appropriately assessed in concert with intellectual property rights.

What is meant by a 'rights-oriented' consumer protection law is consumer protection standards
which have as their object the facilitation of a market which is not predicated on the reduction of
individual rights and which tempers the market-oriented aspects of Article 17 with those social
aspects of the Article. More particularly, consumer protection law has the capacity to specifically
orientate its provisions towards ends beneficial to the consumer, in circumstances such as those
in this article, where industry and market practice has reduced the capacity or obscured the
possibility of consumers to avoid undesirable reductions in their rights.

Consumer protection standards also, crucially, offer the capacity to focus regulatory concern on
actors rather than technology. The reductions in individual property rights facilitated by the
current operation of the digital market are not, after all, the result of the technologies which
makes such goods and exchanges possible, but rather the management of such goods by the
actors providing them. A rights-oriented version of consumer protection offers the ability to
vindicate privacy interests in a way that recognises that digital technologies while occasionally
harmful in and of themselves, are more frequently deployed by actors in ways which make them
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harmful. The reduction of such harms must thus look beyond the technology at issue, and the
individuals to be protected from the negative impacts of such technologies, and examine the
actors controlling and deploying such technologies and their motivations.

The capacity of competition law to be used to change the operation of the digital market to
improve consumer choice are real and, increasingly, acknowledged. However, they are also
beyond the scope of this article which limits its remarks to noting that the use of competition law
to ameliorate the issues identified would continue in the established vein of treating the issues
identified here as defined by and therefore resolvable through market-oriented mechanisms.

8 Conclusion

By privileging intellectual property rights through secondary legislation without a corollary
insurance for consumer property interests, the European Union has implicitly endorsed a
hierarchy of property rights which values the commercial viability of intellectual property (as
enforced by private actors) above securing the broader interests which subsist as part of the
property rights protected by Article 17. In some respects, this is hardly surprising: the Union
has, after all, has a demonstrable record in advancing an ordoliberal approach to policy
evaluation and legislative enforcement. [270]

However, in light of the broader implications for the values of liberty and dignity the Union
espouses, and indeed the right to privacy, allowing the current imbalance to persist is
increasingly untenable. It also arguable that, in the longer term, the persistence of such
imbalances will distort competition within the market by offering established actors who do not
provide interoperable content or devices, and effectively locking out market entrants. A rights-
oriented understanding of consumer protection law would mediate the constructive and
destructive potentials of the systems of property which currently subsist in EU law by re-
orientating the balance between the competing understandings and protections of consumer and
intellectual property and the social and economic aspects of Article 17.
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