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Abstract
The recent controversies surrounding Amazon's removal of George Orwell's '1984' from 
Kindle readers, the BBC's proposal to encrypt Freeview High Definition (HD) content and 
Microsoft's permanent ban on Xbox Live users who have modified or 'chipped' their 
consoles have all served to highlight the debate over Digital Rights Management (DRM) 
and digital copyright. In the past, DRM measures have been embedded in the content 
they are designed to protect; however, importantly, these incidents highlight the emerging 
and novel possibility of 'remote' content management resulting from an arbitrary decision 
made by the relevant right holder(s). The blocking of content to users in particular raises 
important tensions between the application of DRM and the fair use defences under 
copyright law which enable users to make use of copyrighted content for certain purposes. 
Fair use is dependent on access to content and is serves to facilitate the dissemination of 
information and ideas that arise from interacting with copyrighted works. Interaction, by 
its very definition, involves making 'use' of a work and increasingly, this use now occurs on 
networks. A commonly pleaded goal of copyright law, and the fair use doctrine contained 
therein, is the advancement of knowledge and the creation of new works. Copyright's 
exclusive rights facilitate this by providing incentives to create, while fair use allows users 
to engage with creative content; thus forming the basis for inspiration and creation of new 
works. As such, this amounts to recognition of the role existing works play in the creation 
of new content. However, these divergent interests have been exacerbated by digital 
technology. The issue of whether DRM is an appropriate method for regulating digital 
copyright is open to debate. Indeed, when the idea that 'the answer to the machine is the 
machine' was proposed in 1995, it is questionable whether such prevention of access and 
use was envisaged. The fair use doctrine has been crucial in mediating the tension 
between copyright law and technology, and has an inherent degree of flexibility in its 
application. Arguably, with DRM, no such flexibility exists and there is an innate conflict 
between the vagueness of the doctrine and the precise nature of the technological code 
required for DRMs implementation. The overall aim of this article is to demonstrate how 
the current implementation of DRM can have a negative effect on users. Firstly, a 
definition of DRM will be proposed, followed by a brief outline of its scope and rationale. 
Following this, the fair use doctrine will be examined in light of DRM and having regard to 
the economic underpinnings of copyright law; specifically adopting a market-based 
approach. Finally, some practical problems of effectively implementing DRM will be 
highlighted.
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1. Introduction
The recent controversies surrounding Amazon's removal of George Orwell's '1984' from 
Kindle readers [2], the BBC's proposal to encrypt Freeview High Definition (HD) content 
[3] and Microsoft's permanent ban on Xbox Live users who have modified or 'chipped' 
their consoles [4] highlight that the issue of Digital Rights Management (DRM) hasn't gone 
away. In the past, DRM has always been closely associated with content to which it has 
been attached [5]. Stromdale [6] believes the origins of DRM can be traced back to 1976 
and the Sony Betamax [7] case. Here, it was argued that Sony should build in sensors in 
their video recorders that would detect special broadcast signals preventing recording and 
thus could be seen as an early DRM solution (although not 'digital' as such). During the 
1980s, software vendors experimented with copy protection technologies, but eventually 
abandoned the idea [8] and in the early 90s, the US Home Recording Act of 1992 [9] 
provided for a serial copy management system in all digital audio recording devices that 
allowed first generation copies only [10].

However, it can be argued that it is no longer as closely intertwined with the content it is 
designed to protect. In the past, prior technological advances had facilitated and promoted 
the acquisition of physical copies of works [11]. This has changed with digitisation and 
now, every act of perception or of materialisation of a digital copy requires a prior act of 
access and as a result, if the right holder can control access, they can condition how a 
user apprehends the work [12]. The blocking of content to users in particular raises 
important tensions between the application of DRM and the fair use [13] defences under 
copyright law which enable users to make use of copyrighted content for certain purposes. 
Fair use is dependent on access to content and is serves to facilitate the dissemination of 
information and ideas that arise from interacting with copyrighted works. The provisions of 
the Digital Millennium Copyright Act 1998 [14] (DMCA) govern the circumvention of 
technological measures that control access and this can now be seen as a separate issue 
to 'use' [15] (for which 'access' is a pre-condition). Indeed, when the idea that 'the answer 
to the machine is the machine' was proposed in 1995 [16], it is questionable whether such 
prevention of access and use was envisaged. It was the case that DRM technologies 
primarily operated to restrict uses of copyrighted content, whereas now they have shifted 
to controlling access to such content.

Significantly, these incidents highlight the emerging possibility of 'remote' content 
management resulting from an arbitrary decision made by the relevant right holder(s). As 
such, DRM can be viewed as a separate mechanism, or a latent technology, that can be 
effectively 'switched-on' by right holders following the sale of content to users. As a result, 
there has been a key shift from protecting content itself to an application of DRM on 
distribution networks. Similarly, it could be argued that content providers have also 
become service providers through providing the sale of technology and content associated 
with it. For example, purchasing Microsoft's Xbox allows access to their 'Xbox Live' online 
gaming network. Likewise, Amazon has released its 'Kindle' e-reader and correspondingly 
supplies digital e-books. These examples also demonstrate the very real possibility of 
retrospective DRM control on networks; where previously they were open, they how have 
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the ability to be closed off through DRM.

Furthermore, this trend also threatens to turn the traditional 'arms race' [17] between 
DRM developers and 'hackers' [18] on its head. DRM measures have always carried the 
risk that they may be circumvented (despite the illegality of such practices); users could 
'crack' the DRM protection on content and enjoy unrestricted access and use. With the 
application of DRM now, greater control rests with the right holder who can permit 
unrestricted access or use, but who now have the power to then restrict it [19]. This is 
especially important given the amount of content that is now streamed and/or which is 
dependent on a network (controlled by the right holder) to access such content.

The application of DRM deprives users of access to creative content and as such, the 
opportunity to engage with it on their own terms. Fair Use is founded in providing access 
to content that is protected by copyright and allows use of copyrighted work for certain 
purposes. Such measures threaten to amount to a 'digital lockup' of content and networks 
as a result of arbitrary decisions made by right holders, and also in cases such as these, 
service providers.

This shuts off one of the most important doctrines in copyright law; that of fair use. A 
commonly pleaded goal of copyright law, and the fair use doctrine contained therein, is 
the advancement of knowledge and the creation of new works [20]. Copyright's exclusive 
rights facilitate this by providing incentives to create, while fair use allows users to engage 
with creative content; thus forming the basis for inspiration and creation of new works. As 
such, this amounts to recognition of the role existing works play in the creation of new 
content. The application of DRM prevents copyright exceptions even being an issue when 
in the past it has been an important mediator of tension between copyright and new 
technologies [21]. Having had a traditionally wide approach, no opportunity can now arise 
for this to be challenged in the courts and may have the effect of increasing the monopoly 
power of right holders at the expense of users. Fair use acts as a restriction on this 
monopoly power in circumstances where treatment of the work is 'fair'; it now appears 
that it is not the treatment of the content, but of the user that is unfair and the right 
holders' monopoly is being extended to networks.

The overall aim of this article is to demonstrate how the current implementation of DRM 
can have a negative effect on users. Firstly, a definition of DRM will be proposed, followed 
by a brief outline of its scope and rationale. Following this, the fair use doctrine will be 
examined in light of DRM having regard to the economic underpinnings of copyright law; 
specifically adopting a market-based approach. Finally, some practical problems of 
effectively implementing DRM will be highlighted.

2. Working definition
The features and operation of a DRM depend on the specific context in which it operates. 
Although its specific components vary from system to system, it is broadly designed to 
provide a secure distribution platform for digital content. There is a general consensus that 
DRM is a generic term referring to a number of different restrictive measures employed by 
right holders to restrict unauthorised access to, or copying of, content [22]. Crucial to any 
system is the ability to make the use of digital content dependent upon authorisation and 
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to express the terms of condition and use in a computer interpretable way [23]. DRM 
involves the use of technology to control digital content, as Felten puts it:"All various 
types of DRM systems operate by restraining a work with some kind of technological  
lockbox…" [24] What these specific measures are depends on the system employed by the 
right holder. The most commonly deployed is encryption [25], but can also include the use 
of metadata and watermarking or fingerprinting [26]. These methods are bespoke and 
vary greatly between systems [27]. These can be distilled down to a set of trusted 'rules' 
attached to a digital file. DRM systems must also offer a means to identify and manage 
content in addition to providing a secure distribution platform [28]. Crucial to any system 
is the ability to make the use of digital content dependent upon authorisation and to 
express the terms of condition and use in a computer interpretable way [29].

Angelopoulos differentiates between DRM and Technical Protection Measures (TPMs) 
which is more confined to the purely technological tools designed to serve the same 
purpose [30]. Operating as TPMs, it will mainly come into play at the last stage of the 
value chain i.e. before delivery to the commercial user or consumer [31]. It can also 
involve Rights Management Information (RMI); forms of digital identification and 
description that vary in complexity [32]. DRM is not necessarily synonymous with technical 
protection as it can also involve usage contracts, technology licence agreements and anti-
circumvention legislation [33]; it can be seen as encompassing intertwining technologies, 
including TPMs, as well as a of mixture technical and legal mechanisms that limit access 
and use of digital content [34]; it could arguably be seen as a form of 'merged control' as 
the technologies involved simultaneously qualify as an access and a copy control [35].

Samuelson believes that DRM technologies are not really about the management of digital 
'rights' at all, rather they are about the management of certain 'permissions' [36]. 
According to her, they are more aptly described as 'code as code', or 'digital restrictions 
management' given their use by copyright holders to restrict user rights [37]. Their 
primary purpose is that of control; mapping the physical property restrictions into the 
digital world. DRM could arguably be seen as a form of 'merged control' as the 
technologies involved simultaneously qualify as an access and a copy control [38].

Some broad similarities can, however, be identified. Firstly, DRM can be said to be a 
mixture of technical and legal measures; as such, the technical and legal measures may 
be referred to as 'code' [39]. Secondly, it is applied to digital content and thirdly, it is 
applied for the purposes of controlling that content. The legal code forms a basis for such 
an approach and also provides protection for the technical code, which in turn, protects 
the content it is attached to. As a result, I propose the following definition:

DRM is technical code, backed up by legal code, for the purposes of identifying,  
distributing and protecting digital content and that works by acting as a  
constraint against unauthorised uses of such content. 

3. Protection, scope and rationale
From Charles Clark's assertion that the answer to the machine is the machine, he had in 
mind not so much computers' abilities to block copying, as its capacity to connect authors 
and users [40].
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From this somewhat humble and even noble beginning, the issue has grown and been 
clouded by the fear of copyright holders that they would ultimately pay the price for 
putting copyrighted works online. The perceived lack of copyright's enforceability in the 
online world is probably the reason why right holders began to act in ways which suggest 
they do not trust copyright laws and as a result, have turned to private ordering measures 
[41].

As soon as technology had been envisaged to enhance the effective exercise of copyright, 
it has been feared that similar technology might be used to defeat the technological 
protection and it was felt that legal protection was additionally required; "In other words,  
the fence had to be electrified: acts of disabling the technical barriers had to be  
punished." [42]

The first attempt to conclude an international agreement to respond to digital challenges 
was made by the World Intellectual Property Organisation (WIPO) and led to the adoption 
of two treaties setting up a common basis for DRM protection [43]: The Copyright Treaty 
(WCT) [44] and the Performances and Phonograms Treaty (WPPT) [45]. The Treaties 
established for the first time that technological measures used by authors and related right 
holders to protect their works enjoy an independent protection [46]. They contain 
provisions concerning the protection of rights management information and importantly, 
provisions on the protection of technological measures [47].

The anti-circumvention provisions are the most interesting battlefield between the 
traditional vision of copyright law and the dictates of technology [48]. It appears the latter 
has prevailed with the scope of copyright now decided according to what technology can 
do [49]. Technological measures effectively prevent access not only to copyright material, 
but also to other information and ideas that may not be subject to copyright, but are still 
protected by technological measures:

"The most obvious diminution of the public's privileges in the digital age are in  
the category where exceptions or limitations to copyright cannot be exercised  
because a work is 'fenced off' by a technological protection measure." [50] 

Fair use is dependent on access to content and is serves to facilitate the dissemation of 
information and ideas that arise from interacting with copyrighted works. Interaction, by 
its very definition, involves making 'use' of a work [51] and increasingly, this use occurs on 
networks such as online gaming and the transmission of content on digital networks.

Additionally, the locking up of protected content has the consequence that unprotected 
elements in the public domain are also being locked up [52]. However, it no longer 
appears as if the focus is on content anymore; it is the networks across which content is 
being delivered that can be affected. Where networks have previously been 'open', there is 
now the very real threat that they may closed off through the application of retrospective 
DRM thus affecting the ability of the consumer to both access new and pre-existing 
content. Furthermore, where there used to be opportunities to bypass DRM on content, 
this has now been surpassed by the more latent nature of the rights management 
technology which can operate through the 'back door' of hardware connected to a 
network, and the user of which is dependent on the network for access.
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Technological measures have the advantage of being self-enforcing and through the 
measures implemented through the DMCA [53] and in Europe through the Information 
Society Directive [54], the act of circumventing such a measure has become a crime in 
itself apart from actual copyright infringement [55]. For Foged:

"Providing sanctions of technological measures … bolsters the effectiveness of  
such measures - copyright owners get an extra 'layer' of copyright protection.  
Thus such anti-circumvention legislation serves as technological adjuncts to the  
exclusive rights granted by copyright law … it has created a new exclusive right  
for the copyright owners, namely an 'access' right." [56] 

This new scope of copyright protection is not even limited by fair use exceptions; they do 
not now excuse acts of circumvention or acts of trafficking in circumvention devices:

" Armed with technological measures and anti-circumvention laws, the right  
holder is now entitled to prevent the users from making fair use of copyrighted  
works." [57] 

4. Analysis of the Fair Use Doctrine
Copyright law, both past and present, is founded on the fundamental principle that 
adverse economic incentives are created if unrestricted copying of intellectual products is 
permitted [58]. If adverse incentives exist, society will not have as much creative 
innovation as it wishes to encourage [59]. Intellectual property presents a classic 'free-
rider' problem which copyright recognises and aims to solve through the allocation of 
certain exclusive rights. How broad one views the right of fair use is typically related to 
how broad one believes the copyright monopoly has become with the expansion of 
copyrights over the years [60]. For those who hold that the monopoly is too broad, it is 
important to have an even broader right of fair use, while for those who believe the 
copyright monopoly is not broad enough, fair use should be a narrow exception.

In addition, there is also the recognition that new works can be based on pre-existing 
works that may still be under copyright protection. This is acknowledged with exceptions 
to copyright, namely the fair use doctrine. Both the exclusive rights and corresponding 
exceptions reflect the benefits to society of creative works. As a result, the emphasis of 
copyright law is on the benefits derived by the public from the creative endeavours of 
authors while reward to copyright owners is a secondary, although necessary, 
consideration [61].

Case law has identified several approaches to the issue of whether fair use should apply in 
a given case, or not [62]. They involve:

• Product substitution [63]; 
• Evidence of a 'permission system' [64]; and, 
• Market failure [65]. 
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4.1 Product Substitution
It can be argued that the four factor statutory test outlined in the US Copyright Act retains 
the central focus of preventing possible substitution of the original work with the 
secondary work [66]. Depending on the case, some factors may be more illustrative than 
others, but they should be understood to provide different perspectives on the central test 
of whether use by the defendant serves as a market substitute for the original [67].

Clearly, the ability of non-DRM protected content has massive potential to act as a 
substitute to DRM protected content. The BORA (break once run anywhere) principle holds 
where once content is retrieved from a protected system and re-encoded in non-DRM 
protected form, duplication of the content becomes very easy [68]. This means that the 
costs of breaking DRM on a particular piece of content need only be borne once, with the 
effect that duplicating the content will have an almost zero marginal cost and consumers 
need not expend any further resources in breaking DRM protection [69]. Thus, the 
availability of such content has the potential to act as a substitute for the original product 
and DRM erodes fair use under this analysis. However, this no-longer seems appropriate. 
The example of Microsoft's Xbox Live network illustrates that whilst content, i.e. the 
computer games, is still widely available, once mechanisms on the hardware (the games 
console) was 'broken', it was then the access to the secondary service provision of online 
gaming that was denied; at best devaluing the content and at worst, rendering it useless.

4.2 Evidence of a 'Permission System'
Furthermore, DRM arguably removes the case for fair use where there is no 'permission 
system' in place. A permission system only remedies the market failure that occurs 
because of high-transaction costs and does nothing to remedy the kind of market failure 
that is more central to the purpose of fair use: that market failure occurs when there are 
significant external benefits associated with a particular use that cannot be internalised in 
any bargained-for exchange [70].

The ability of content owners to restrict access to their works may lead to a greater 
number of specialised options and a wider range of consumer choices [71]. DRM provides 
the ability to design different services and offers producers to price discriminate with 
regard to buyer tastes potentially enabling greater revenue recovery [72], which in turn 
could help remedy a market failure (see below).

4.3 Market failure
From an economic perspective, fair use can be explained as uses that should be permitted 
where the facts of the case give reason to mistrust the market [73]. Adopting a market-
based approach can serve as a means of applying fair use to newly emerging uses of 
copyrighted works made possible by developing technologies [74].The existence of DRM 
measures may, in fact, create a market failure, as it could impose higher transaction costs 
on users. As a result, they may seek alternatives and turn to non-legitimate sources of 
content in order to maximise benefit. In such a case, copyright and DRM has failed the 
market and fair use in this scenario may survive.
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DRM is seen as an important mechanism for protecting copyrights in a free market [75]. 
The widespread availability of copyrighted content available online for free has led the 
creative industries to present the message that they 'can't compete with free'. However, 
even with DRM-free content, consumers still face social and technical transaction costs in 
exchanging content [76]. Such costs suggest that if the industry were willing to compete 
with 'free' services, market mechanisms could achieve the goals that DRM systems were 
supposed to [77]. In addition, critics of DRM fear a loss of consumer uses and economic 
analysis demonstrates that content providers who overly hinder customer control actually 
reduce the value of their product causing reduced market demand, prices, and profits 
[78].

From looking at the doctrine of fair use, it can be said that its goal is to advance 
knowledge, learning and to act as a limit or balance to the copyright monopoly. The 
market accepts copyright as monopoly to guarantee authors a return for their creative 
endeavour and to act as an incentive to produce from which the public as a whole will 
benefit. As such, a similar approach can be adopted to fair use; based on incentives to 
create and benefits to the public. However, the monopoly as envisaged by copyright law 
exists over content or, copyright 'works'. This can be distinguished from the monopolistic 
control over networks that has been exercised by Amazon and Microsoft, and which could 
result should Ofcom approve the deployment of industry-agreed content management on 
the BBC HD television service. It is difficult to envisage how this approach can be justified 
under this principle.

5. The internalisation of benefits at the expense of users
Proponents of DRM systems argue that it can rectify the market while opponents argue 
that it fails the market. This can be seen through examining the way in which DRM is seen 
to 'internalise' benefits for right holders while at the same time, creating negative 
'externalities' for users. Depending on one's point of view, the internalisation of benefits 
can solve market failure (for right holders), or create negative externalities thus failing the 
market (for users/consumers). This is explained below.

5.1 'Internalisation'
DRM represents an attempt by right holders to 'internalise' benefits resulting from the 
market transactions involving digital content as it allows for more effective fencing of 
content and thus is seen as being able to cure some of the market failure that results from 
creative digital works [79].

However, internalising benefits to right holders can have the effect of creating negative 
externalities for consumers and users of content. Externalities can be defined as:

"… the costs and benefits that a particular regime of entitlements and resource  
distribution imposes on individuals vs the constraints it places on their choices." 
[80] 

Arguably, the trend could be argued as an internalisation of networks which could be seen 
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as having no further benefits to right holders as use of networks is dependent on having 
content in the first place. There is no economic justification for this course of action since 
revenue has already been gleaned from consumers who have purchased the relevant 
hardware and associated content. There is no further economic benefit to be had from 
retrospectively excluding users from a network service that is bundled with the content 
and that users are dependent on in order to access and engage with new content. At best, 
this course of action could be seen as economically misguided, and at worst, callous.

DRM will allow right holders to internalise benefits that they believe are rightfully theirs, 
however copyright exceptions also have social benefits that are difficult to internalise and 
classify in a market-based context. Such exceptions can be seen as a mechanism for 
correcting two types of market failure [81]:

1. Worthwhile uses where the value of the use is exceeded by the transaction costs of 
negotiating a licence which enables uses that would otherwise be frustrated; and,

2. Where the value of socially beneficial uses of copyrighted work is not fully internalised 
where use of the work gives a substantial, but diffuse value and yields positive 
externalities which increase social welfare.

5.2 Externalities
Fair use in the copyright regime can be seen as having positive externalities, in other 
words, benefits to society generated from particular uses of copyrighted content. These 
can be generated in two ways [82]:

· Society realises the benefits from the content of creative works; and,

· Social benefit accrues from the rights and access to use unprotected public-domain 
works.

These cannot be captured by market transactions, but through DRM, such benefits can at 
least in part be internalised by the right holder. However, by maximising the economic 
return to the right holder and thus externalising the costs of decreased availability and 
accessibility to members of the public, DRM may create or exacerbate other more 
significant types of market failure [83] and increase costs to society through non-access.

By maximising their return by internalising transaction costs through DRM, external costs 
are created for consumers, for example, having to re-purchase content again (Orwell's 
'1984'), replace hardware (Microsoft) or potentially have to find alternative sources of 
output (BBC). Furthermore, this has already been proven to be the case following the 
introduction of DRM-free music available on the Apple iTunes service in 2007 [84]. Here, 
DRM-free music was introduced for download at a cost of 20 pence more per track than 
DRM-protected music. In addition, customers could upgrade their DRM-protected tracks 
for 20 pence each [85].

However, despite this attempt to internalise as much benefit as possible from transactions, 
it is important to remember that benefits to consumers cannot be judged purely from 
looking at the market:

"The choice between more flexible access policies and digitally metered, fully-
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commodified usage rights is not a simple choice between market failure and  
(by implication) market success." [86] 

In addition to this, fair use poses problems for DRM in a technical nature. Despite the fact 
that the doctrine has been realised in legislation, several aspects of it are problematic from 
a DRM-perspective [87].

6. Practical considerations
The doctrine is very fluid and it is important to remember the potentially wide-range of 
activities that depend on fair use for legitimacy. As such, it has often been described as a 
'safety valve' [88] and serves a crucial role in limiting the reach of what would otherwise 
be an intolerably expansive grant of rights to copyright holders. A major problem for code 
writers is the doctrine's ambiguity, in the US: "The legal definition of fair use is, by  
definition, maddeningly vague." [89]

In order to preserve fair use exceptions, DRM systems would need to accommodate for 
unauthorised uses of copyrighted works, but the fluidity of the doctrine means that it 
cannot be defined with precision. As such, difficulty lies in expressing the variables that 
may arise in each case in computer code; from a technological perspective, there is no 
precise algorithm for deciding whether a use is fair or not:

"To a computer scientist such imprecision is a bug; to lawyers, it is a feature  
since it allows judges to take into account the unique circumstances of each  
case." [90] 

It poses a challenge for the Rights Expression Language (REL) used by DRM technologies:

"Perhaps the most challenging issue yet to resolve in the field of policy  
expression languages is the tension that arises naturally when attempting to  
represent liability-based systems such as copyright law through explicit  
expressions of rights or permissions." [91] 

This also raises the question of whether these are decisions a 'computer' should even be 
required to make if a test of fair use cannot be adequately expressed in computer code. In 
practical terms, an approximate algorithm would have to be used that ignores these 
factors and replaces them with crude proxies. It would make errors in both directions i.e. 
allowing some uses the law would forbid and forbidding some the law would allow [92].

As such, despite being viewed by code writers as a 'bug', the ambiguity of fair use can 
actually be seen as its crucial feature. It has allowed the doctrine to evolve through the 
courts interpretation, for example in the Sony Betamax case [93] where it was held to 
apply. This was, at the time, revolutionary and unprecedented as the court found a use to 
be fair where the entire work was copied and for a purely consumptive purpose. This case 
demonstrates both the ability of the doctrine to evolve in light of technical innovation, and 
its importance to the continuing evolution of copyright in relation to new technologies. It is 
vital this is allowed to continue; it provides flexibility and an adaptability that would not be 
possible with a more precisely defined rule [94]. Through allowing the courts an 
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opportunity to apply copyright law, it serves to mediate the tensions between copyright 
and new technology; now however, new uses cannot evolve.

Any attempt to encapsulate fair use provision would have drawbacks for right holders and 
users, and, as Felten puts it:

"There has been no satisfactory solution to these problems, though it may be  
because most of the development effort has been (mis)directed towards the  
effort to build all-encompassing DRM systems." [95] 

Such a situation is one of the starkest examples of the mismatch between what the law 
requires and what technology can do; and is perhaps demonstrative of a fundamental 
incompatibility between DRM technologies and copyright exceptions. Furthermore, it no 
longer appears that where DRM was previously directed towards restricting the uses that 
may be made of content, it has now been transformed into a mechanism that more so 
restricts access to works.

7. Conclusion
The main argument of this paper is that the application of DRM is changing and that this 
has important consequences for the doctrine of fair use. DRM has traditionally been 
attached to content, however, the examples given suggest that it can now be seen as 
having a 'remote' application on networks. There is now the very real possibility of 
retrospective DRM control on networks; where previously networks were open, they how 
have the ability to be closed off through DRM. This also represents DRM as a latent 
technology on networks rather than being included with content. It is something that can 
now be separately implemented by a 'flick of a switch' on the part of an arbitrary decision 
by a right holder or network controller. This development marks an important shift in the 
operation of DRM from controlling 'use' to controlling 'access'.

It can be argued that content providers are also becoming service providers; it appears 
that networks and associated content are converging and now right holders have the 
ability to control networks on which their content is either available on, or that they 
provide. Such applications afford right holders much greater control, especially given the 
increasing tendency for content to be streamed or delivered over a network which they 
control. As a result, this could have the effect that users are deprived of access to content. 
Furthermore, it relieves consumers of the ability to choose between content; presenting 
them with a stark choice of breaking the law, pure unavailability of service/content, 
negotiating a complex and expensive licensing process, or lobbying the service provider 
for a better (or improved) product [96].

In addition to having negative effects on users, these examples and analysis of the fair 
use doctrine demonstrate that it may end up becoming a redundant aspect of copyright 
law. Copyright and the fair use doctrine serve to provide authors with incentives to create 
whilst also allowing users to engage with creative content and inspiring the creation of 
new works, thus benefitting society overall. Three scenarios in which fair use operates 
were identified; 'product substitution', evidence of a 'permission system', and 'market 
failure'. With regard to product substitution, the ability of non-DRM protected content to 
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act as a substitute for protected content (and the resultant erosion of this head of the fair 
use doctrine) continues to exist, although its appropriateness is now questionable. Applied 
on a network, there is little if any opportunity for substitution; networks cannot be 
substituted when they are included as part of a content package. Although content 
continues to be available, access to it can be restricted. This is especially relevant in the 
case of the BBC where licence fees are compulsory for televisions; although other 
broadcasting services are available, a licence is still required for any television. DRM 
further removes the case for fair use where there is no permission system in place as it 
offers the right holder the opportunity to tailor different services and pricing options to the 
market. Whilst this could be seen as remedying market failure, it may in fact exacerbate 
market failure, at the expense of consumers, by not providing a proportionate gain for 
right holders and resulting in a net welfare loss for all parties involved. The 'internalisation' 
of benefits by right holders can create consequent negative externalities and costs for 
users. Such internalisation of networks has arguably no further benefits to right holders 
since the use of their networks is dependent on users having content in the first place. In 
such cases, DRM could be said to fail the market and fair use in such scenarios may 
continue.

In addition to the legal problems presented by the development of DRM in these cases, 
there are also important practical considerations that are problematic from a DRM-
perspective. The wide ambit and fluidity of the doctrine are in direct contradiction to the 
necessary technical preciseness of computer code required for DRM and it is by no means 
certain whether these can be reconciled.

As has been shown, the application of DRM technologies to operate over networks is 
problematic for fair use from a consumer, social welfare and technical perspective. The 
result is that DRM as it operates now threatens to leave even less room for fair use 
exceptions, so integral to copyright law, to breathe.
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