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Abstract
In this paper, the author sets out to critique the way in which the principles of off-line privacy protection apply 
in an on-line environment. The UK approach will be focused upon, the objective being to consider what (non-
celebrity) on-line claimants might expect in bringing a privacy violation claim through the domestic courts. 
The essential characteristics of communicating on-line will be examined so as to explore the nature of an 
action in misuse of private information and the potential hurdles that require to be overcome before a claim in 
privacy violation can be remedied at common law. It will be argued that, whilst claims by private, unknown 
individuals against one another are likely to take up increased amounts of judicial time, the common law 
approach represents little more than a warning, and a tepid one at best, to on-line communicators about the 
dangers of publishing private information in on-line forums. Moreover, the derisory level of damages 
available for even the most deserving of claimants hardly makes the trip to court worthwhile. Whilst an 
alternative approach, based on the inclusion of discursive remedies, might make the derisory level of 
damages more palatable, the practical problems of such an approach mean that, for the time being at least, 
the taking of a privacy case to open court in exchange for only a limited remedy at common law, therefore, 
smacks of locking the gate after the horse has bolted.

1. Introduction - how privacy is protected in the UK [2]
In terms of the UK approach to privacy protection, it is by now well known that privacy is not afforded 
statutory protection as such, nor does it benefit from any specific UK ‘privacy tort’. This, in combination with 
the fact that privacy is both ill-defined and, as with other rights, not absolute, puts the remit on domestic 
judges, following the enactment of the Human Rights Act, 1998, to interpret individual privacy 
parameters. [3] [4] [5] It is, consequently, left to the judiciary to undertake an ensuing balancing exercise 
between the essentially competing human rights of freedom of expression, as enshrined in Article 10 of the 
European Convention on Human Rights and Fundamental Freedoms (the Convention) and right to respect 
for private and family life, as enshrined in Article 8 of the Convention. When both these articles are engaged 
a difficult balancing exercise is often seen to arise and, since 2000, the interplay between these two specific 
articles has absorbed much judicial time, not least because principles of freedom of expression and privacy 
are often seen to be competing and thus judges must accommodate these, in the light of the circumstances 
pertaining. [6] This is no straightforward task, particularly since the enshrined rights contained in Articles 8 
and 10 have the same structure, in so far as both rights are qualified and neither right can be said to take 
precedence over the other. Lord Nicholls of Birkenhead articulated the problem in Campbell v Mirror Group 
Newspapers Ltd:

‘Both are vitally important rights. Neither has precedence over the other. The importance of freedom of 
expression has been stressed often and eloquently, the importance of privacy less so. But it, too, lies at the 
heart of liberty in a modern state. A proper degree of privacy is essential for the well being and development 
of an individual.’ [7]
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This is indeed true, but Article 8 does not enshrine a right to privacy per se, but rather a right to respect for 
privacy and freedom of expression, though of central importance, is not a right which must reign unfettered 
and unrestricted. [8]

Freedom of expression has traditionally been associated with freedom of the press or the rights of the print 
media to publish newsworthy items, but this is changing - most markedly on-line because essentially every 
individual that posts a comment on-line is akin to a publisher, or so-called ‘citizen journalist’. [9] In this 
environment, new kinds of privacy invasion are possible, since the forum positively encourages users to 
communicate by uploading ever increasing amounts of information to the internet : for all to see, be it 
prospective employer, business partner, lover, friend, relative or, indeed, stranger : public consumption on-
line knows no boundaries. Not only are such users free to publish the minutiae of their own lives, but they 
may comment on whomever they wish. Even where injunctions are in place prohibiting (traditional) media 
from publication, the ‘citizen journalist’ may feel that they need not comply with such a restriction, wrongly 
believing that they will not face prosecution on the basis of strength in numbers. This topic received 
increased impetus in the UK in May 2011 following the revelation on the social networking site, Twitter, of the 
identity of the anonymous applicant in the injunction awarded in CTB v News Group Newspapers 
Ltd. [10] Subsequently, the UK’s Attorney General confirmed in a radio broadcast that users of the Twitter site 
who had breached the terms of the injunction could face legal action for contempt of court. [11] [12]. Thus, 
communicating in this cavalier way has consequences in terms of privacy protection: such individuals 
inevitably find that, since there is no precise definition of privacy, there is no definitive way of determining 
where freedom of expression begins and the right to respect for privacy ends. If they do overstep the mark, 
and end up having to defend their actions in court, a wide range of factors and circumstances will be taken 
into consideration by our domestic judiciary. The principles that will be applied have very much been 
determined at common law in the off-line environment, but are no less applicable to the on-line arena, not 
least because the UK privacy violation case law, to date, reveals in stark detail the burden of celebrity. The 
author argues that, in the on-line environment, where anything goes, and where there is extensive 
opportunity for dissemination of published information, coupled with a perception that there is complete 
freedom of expression, we are all celebrities - in cyberworld, we are all potentially interesting beings; despite 
not being labelled as such, we are all ‘celebrities’, potentially under surveillance all day long. [13] Thus, whilst 
the increasing number of potential on-line avenues by which information can be divulged effectively means 
that privacy is no longer the exclusive domain of the officially labelled ‘celebrity’, nonetheless, the 
predominantly celebrity-driven case law that we have in the UK can be applied, by analogy, to the on-line 
forum. [14]

To summarise the position, when considering whether the publication of information which is said to be 
private should be permitted, our domestic courts must first decide, in the absence of any definitive definition, 
whether the information in question is ‘private’, that is whether the claimant has a ‘reasonable expectation’ of 
privacy in respect of that information such that the claimant's rights to privacy are engaged. [15] If yes, the 
Court must then engage in the balancing exercise referred to above, weighing the Article 8 rights of the 
claimant against the Article 10 rights of the defendant, be they on- or off-line. Whilst there is no specific 
cause of action in invasion of privacy, our UK judiciary have latterly (post Campbell) stretched the traditional 
method of affording a remedy under breach of confidence to that of misuse of private information.

2. The experience of on-line privacy violation claimants
As alluded to above, privacy violation is arguably heightened on-line due to the nature of the forum itself and 
the corresponding expansion in the potential distribution channels by which private information can be 
divulged. Accordingly, the enforcement of privacy rights no longer rests exclusively in the domain of the 
celebrity and our courts are increasingly entertaining issues of individual on-line privacy. With this in mind, 
one may begin to consider what on-line claimants might expect in bringing a privacy violation claim through 
our domestic courts. They are met with an immediate problem as attempts to identify categories of inherently 
‘private information’ are not straightforward. Moreham provides a useful example: it might be possible to say 
that most people would regardmost of their medical information as private, but it is doubtful whether we can 
say that all medical information is always private. [16] Indeed, Baroness Hale acknowledged 
in Campbell that it is unlikely that we would regard disclosure of the fact that a public figure had a cold or a 
broken leg as a serious breach of privacy. [17]
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Since individuals have very subjective interpretations about what they are prepared to write, and have written 
about them on-line, determining private information in such an arena is perhaps even more problematic 
where publication is far-reaching and immediate. It might, therefore, be argued that the ‘reasonable 
expectation’ approach to off-line privacy violation cases is an unreliable sounding board when transposed to 
the on-line environment and that its merit as a working formula for privacy protection is questionable 
due, inter alia, to the immediacy, universality and ineradicability of on-line communications. [18] Whilst 
debate continues to rage on this point, judicially the scene has been set. The European Court of Human 
Rights, specifically in relation to e-mail and internet usage, have confirmed in Copland v United Kingdom that 
a reasonable expectation of privacy was the standard to be applied to on-line communications. [19]

The situation is complicated by the fact that the nature of on-line communications, in so far as they are 
publicly accessible and form part of the public domain, may mean that they are not regarded as private. The 
relative ease with which such information could be located has been adopted non-judicially as the key 
parameter in determining whether or not such information is truly in the public domain, although the question 
of the extent to which on-line communications can be treated as private perhaps awaits a full judicial 
examination, as does the nature of any ensuing liability and, hence, remedy. [20]

3. Liability for on-line communications in breach of 
privacy parameters
The UK judiciary has suggested that on-line communicators can be held liable for what they say and do ‘on-
line’, although all case law, to date, is first instance only and arguably represents little more than a warning, 
and a tepid one at best, about the dangers of publishing private information in on-line forums. [21] Applause 
Store Productions Ltd, Matthew Firsht v Grant Raphael is illustrative. [22] The case was the first (in English 
law) in which an internet user had been ordered to pay damages for libel and misuse of private information 
flowing from his actions (the creation of a false profile of the claimant) on the social networking 
site Facebook. [23] The false profile contained information as to the claimant’s sexual orientation, 
relationship status, birthday, and his political and religious views over which the claimant was found to have a 
‘reasonable expectation of privacy’. This has aroused interest among commentators who have queried 
whether the judge took a particularly broad view that a person's date of birth and religious views are matters 
over which he would have a reasonable expectation of privacy. [24] This is an interesting stance, not least 
because recent European cases appear to suggest otherwise. In the French privacy case of Omar S v 
Alexandre P, for example, which similarly involving a false Facebook profile, it was judged that the applicant’s 
full name and date of birth were ‘elements of identity’ which did not form part of his private life. [25]

It has been argued that the Applause Stores ruling could expand the range of material which may form the 
subject of a claim for misuse of private information in English law far beyond that which was envisaged 
in Campbell. [26] [27] It is clear that the case represented somewhat of a milestone in that it allowed a small 
scale, individual claimant to claim for misuse of private information, as opposed to ‘the big media cases 
which are usually the only forum for it’, thereby reinforcing the suggestion that privacy is no longer the 
exclusive domain of the celebrity claimant. [28] It is highly likely that privacy violation cases as between 
individuals who have a falling out on-line will occupy increasing amounts of judicial time and the Applause 
Store case marks something of a landmark in revealing to potential claimants that, in a jurisdiction where 
individuals regularly sue one another other for infliction of physical injuries, the law may offer some protection 
enabling the same type of claim for invasion of privacy as between individuals on-line.

However, the case left much to be considered. Indeed, it represented the first time, under the misuse of 
private information guise, that a public interest defence was not even evaluated: the judge did not consider 
that a public interest defence was available or that the information written about the claimant had any public 
interest merit to it. [29] In holding that the information was solely private, the claimant was found to have a 
reasonable expectation that it would remain so and the judge therefore dismissed the notion that there was 
any arguable defence to the claim at the outset. Clearly, cases such as this may well not contribute to a 
debate of general public interest, but they are important in revealing that, for the non-celebrity claimant 
seeking to redress on-line privacy violation, the common law is at least an available route. [30] Moreover, it is 
one in which the courts are likely to play an increasing role.

Nonetheless, gaps and inconsistencies remain. Whilst in the Applause Stores case the common law afforded 
legal protection to information such as address, physical health, sexual preferences and religion, the judiciary 
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have failed to provide the same degree of protection to the physical identity of a person making a 
communication through a blog post, as revealed in the Author of a Blog case. [31] Here, the court found that 
a claimant did not have a reasonable expectation of privacy over his anonymous on-line identity through 
which he posted blog communications. The blogger’s case was that he had a reasonable expectation of 
privacy in respect of his identity as author of the blog and there was no countervailing public interest 
justification for its publication. The essence of the case was whether he had a reasonable expectation that 
his identity would not be revealed to the general public, even though this had already been deduced by 
legally permissible means. [32] The blogger, therefore, applied for an interim injunction to restrain publication 
of information that might lead to his identification as the person responsible for an anonymous blog. It was 
held that the claimant had no such expectation, since blogging was a public activity. However, the case was 
unique in that there was a strong public interest in revealing the identity of the blogger since he was a 
serving police officer whose blog posts revealed strong political opinions and criticisms of the conduct of the 
modern police force. Arguably, the case merely demonstrates that, where an anonymous blogger’s privacy is 
engaged, his rights are trumped by the public’s interest in knowing the identity of the person who was making 
serious criticisms of police conduct. [33] It has been argued that, in situations where there is no clear public 
interest in unmasking an anonymous on-line author, e.g. submissions to an on-line health forum, the courts 
may still be willing to restrain publication of an author's identity. [34] Thus, whilst the unique characteristics of 
the case meant that the public’s right to know overrode the anonymous bloggers right to anonymity, it does 
not follow that the common law denies bloggers, or other on-line contributors, anonymity per se. Whilst, in 
the case, the judge may have determined that the information contained in the blog was not of a personal 
nature so far as the author was concerned, which meant that the claimant failed to have a reasonable 
expectation of privacy in relation to it, it does not follow that a reasonable expectation of privacy cannot ever 
arise in relation to the identity of an on-line communicator. Arguably, a court's approach would differ if 
revealing a blogger's identity in some way presented a threat to that individual's personal and civil 
liberties. [35] However, it is clear that a desire to remain anonymous is not in itself enough to be protected by 
law and on-line communicators need to be aware of this. [36] Their anonymity may be more difficult to 
protect than previously thought, particularly where the identity of an individual anonymous blogger has been 
deduced using publicly available resources. [37] Once identified, they may then find themselves liable for the 
content of their on-line communications. Those who post intimate, private information about others, 
particularly on social networking sites, may be doing so in breach of privacy rights to the extent that such 
rights can exist in England.

4. Anonymity, disclosure and matters of jurisdiction
It is by now well known that whilst on-line contributors may operate in an unfiltered and often anonymous 
environment, and with an uninhibited remit, they should not assume that this affords them protection at law. It 
does not and, thus, the cloak of anonymity is not impenetrable. [38] Procedures are available which may at 
least assist a claimant in the identification of parties who have posted information of a private nature 
anonymously. Such individuals will not be able to escape from the application of third party disclosure orders 
and then their anonymity will not guarantee them immunity from liability. Such orders are not as new as some 
media sources would have us believe. Procedurally, the jurisdiction to make third party disclosure orders 
received recognition inNorwich Pharmacal v Customs & Excise Commissioners. [39] Lord Reid described the 
principle as follows:

‘... if through no fault of his own a person gets mixed up in the tortious acts of others so as to facilitate their 
wrong-doing he may incur no personal liability but he comes under a duty to assist the person who has been 
wronged by giving him full information and disclosing the identity of the wrongdoers... justice requires that he 
should co-operate in righting the wrong if he unwittingly facilitated its perpetration.’ [40]

Whilst disclosure orders were not developed specifically with anonymous on-line communications in mind, 
they have been adapted with considerable success to the on-line environment. One can see the obvious 
attractiveness they offer to on-line claimants presented with face-less opponents who have misused private 
information about them. Such orders may facilitate the identification of a wrongdoer who may then ultimately 
be pursued through the courts, but they should not be undertaken lightly, particularly because revealing the 
details of an individual expecting to rely on the protection of anonymity clearly has major data protection 
issues, due to their intrusive nature. [41] Arguably, a Norwich Pharmacal order is a flexible remedy, capable 
of adaptation to new circumstances and, therefore, able to offer a welcome degree of assistance to on-line 
claimants. [42] In G and G v Wikimedia Foundation Inc, for example, an applicant mother and child sought 
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an anonymous internet user’s details by way of a Norwich Pharmacal order so as to identify an individual 
who had anonymously posted private and confidential information about them. [43]

The Wikimedia case is hugely significant: firstly, because the disclosure order was made in the interests of 
invasion of privacy alone, whereas the tool had previously largely been used to identify, inter alia, 
anonymous defamatory postings and secondly, because the order was made against a service provider 
outside the jurisdiction of the domestic court. [44] The fact that the court lacked jurisdiction over a non-
resident foreign entity was, however, not actively contested. Although Wikipedia recognised that ‘... no court 
in the United Kingdom has proper jurisdiction over us as a foreign entity...’ they swiftly dropped this argument 
and indicated that they were ‘willing to comply with a properly issued court order...’ [45]

Such an order had been granted for the first time in Applause Store Productions Ltd v Grant Raphael against 
a non-UK domiciled service provider, the US social networking site, Facebook, in clear absence of any real 
consideration of matters of jurisdiction.[46] The only fleeting reference is at para. 10, which merely confirms 
that the order had previously been served on Facebook and was required for disclosure of registration data 
of the anonymous user responsible for creating false material pertaining to the claimant. [47] These cases, 
therefore, fail to provide any real clarity as to the circumstances under which a Norwich Pharmacal order 
could be imposed on on-line service providers outside the jurisdiction of the courts in the United Kingdom. 
This may provide some comfort to the many anonymous users of Twitter following the CTB v News Group 
Newspapers Ltd debacle alluded to above [48] [49] [50]. Judicially, however, it had been predicted that the 
jurisdiction to provide disclosure would widen as time and technological advancement necessitated:

‘New situations are inevitably going to arise where it will be appropriate for the jurisdiction to be exercised 
where it has not been exercised previously. The limits which applied to its use in its infancy should not be 
allowed to stultify its use now that it has become a valuable and mature remedy.’ [51]

However, it is perhaps the sheer number of commentators involved, as opposed to any jurisdictional hurdles, 
that will limit the liability of such individuals at law.

5. Are remedies for on-line privacy invasion adequate?
Given that procedures are in place in common law to aid deserving privacy-violation claimants, it is now 
important to consider whether the remedies available make the trip to court worthwhile. This is particularly 
true if private material is already on the web - i.e. in the public domain - as there is very little, other than 
possibly damages, that can be done to compensate. Whilst in the off-line environment, injunctions to restrain 
publication may well be the primary remedy or, indeed, the only effective remedy in respect of privacy 
violation, the same cannot be said in respect of the on-line environment, where publication is instantaneous 
and often distributed to a very wide audience. [52] This valuable remedying tool has little utility on-line, as 
was well illustrated in Mosley, with Eady J refusing to grant an injunction restraining the continuing broadcast 
on the Internet of part of the video tape of Mosley’s activities on the grounds that it was so accessible that it 
would make very little practical difference: ‘The dam has effectively burst’ he said.[53]

Given the inappropriateness of the injunctive tool, the on-line claimant will be left pursuing a claim for 
common law damages. Even in the off-line environment, the level of damages awarded in privacy violation 
cases has been relatively low and arguably achieves little. The £60,000 awarded to Mosley represents the 
most any individual has received for breach of Article 8 in the UK to date. [54] The unsatisfactory nature of 
the award was highlighted by Eady J at 236 :

‘It has to be recognised that no amount of damages can fully compensate the claimant for the damage done. 
He is hardly exaggerating when he says that his life was ruined. What can be achieved by a monetary award 
in the circumstances is limited’. [55]

In the on-line environment, claimants have fared worse. In the Applause Stores case, whilst damages were 
forthcoming, those for privacy were lower than for defamation. [56] [57] In awarding damages at all, the judge 
focused his analysis almost entirely on the extent of on-line publication based on the nature and operation 
of Facebook, the length of time the information was available on the site and the ease of access to the 
information. Based on an extensive review of the nature of on-line publication and the methods for quantum 
of damages applied in McKennitt and Campbell, he concluded that a not insubstantial number of people 
were likely to have viewed the offending publication and awarded damages which were purely to 
compensate for the claimant's hurt feelings and distress caused by the misuse of their 
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information. [58] [59] In the case, it was considered that only the defamatory material had the potential to 
cause ‘serious damage’ - the misuse of private information causing mere ‘shock and upset’ to the 
claimant. [60]  [61]   Bennett argues that, since the Convention right which is engaged is the same for both 
privacy and libel (Article 8), it is odd that the court seemed not to consider invasion of privacy to be as 
damaging as libel. [62]

The other noteworthy aspect of the award was that, despite the defendant's behaviour arguably being 
motivated by malice, having chosen to publish the information in a particularly diverse on-line forum and 
subsequently denying the allegations had been made by him, thereby ‘rubbing salt in the wound’, the judge 
was not prepared to award aggravated damages. [63] Whilst the judge referred to the successful award of 
aggravated damages in Campbell, he was not prepared to award damages of this nature in respect of the 
privacy claim. [64] In accepting that the defendant’s conduct had caused increased injury to the claimant’s 
feelings, the judge included an aggravation element within the libel damages. No mention was made of 
exemplary damages and these have not been forthcoming in any privacy violation cases: either on-or off-
line. In the most in-depth exposition so far as to of why a plea of exemplary damages was inadmissible in a 
claim for misuse of private information, Eady J in Mosley held that the award of exemplary damages would 
have imposed a quasi-criminal fine on the defendant, for which there was no ‘pressing social need’ and that 
‘.... exemplary damages are not admissible in a claim for infringement of privacy, since there is no existing 
authority (whether statutory or at common law) to justify such an extension’, and, moreover, that ‘it would 
involve something of a departure for a judge now to hold that such damages are indeed available on the list 
of remedies for infringement of privacy’. [65] [66] [67] [68] Eady’s analysis resoundingly focuses on the belief 
that an award of exemplary damages may only be made where an element of punishment is considered 
appropriate and the amount to be awarded by way of compensation is insufficient to serve a punitive as well 
as compensatory function. This, he determined, was not the objective of an award in damages in relation to 
privacy violation. However, having found against Mosley on that head of claim, Eady J indicated that one 
might speculate whether, in a hypothetical future, the House of Lords would regard invasion of privacy as a 
wrong to which exemplary damages should be extended. [69]

The Mosley case is particularly informative for suggesting that the deterrence of others is not a legitimate 
purpose of compensatory damages and that if an award were to be increased to deter others, it would fail the 
test of proportionality (presumably because the award would then have to be significantly 
increased). [70] The interpretation of this approach in the on-line environment will mean that the ensuing 
judgments will represent little more than a warning, and a tepid one at best, to internet users generally and 
members of social networking sites in particular that you can be held liable for what you say and do on-
line. [71] However, there may be a way of making the meagre level of damages more palatable, particularly 
to on-line claimants: it is argued that the discursive remedies for defamation might usefully be extended to 
privacy violation cases in this forum, not least because, as detailed above, on-line privacy violation cases will 
often include a defamatory element. [72]

Elsewhere in Europe, such remedies are regularly available. In Germany, for example, the primary relief in 
respect of a claim in defamation is that of correction, in the form of reply and retraction, as opposed to 
damages, the latter being limited in amount given their subsidiarity to the discursive remedies 
available. [73] A retraction, in particular, is available for statements of fact made in public, whereas a 
rectification may be available where a publication in only partially untrue or has been proved to be 
false. [74]Rectification is often seen as less drastic than a retraction, although both approaches allow for a 
welcome degree of correction. [75] In the UK, alternative remedies such as these are less well developed, 
although the right to ask for a declaration of falsehood and an order that the defendant publish a correction 
and apology is available to claimants in defamation cases on a summary disposal under sections 8 - 10 of 
the Defamation Act, 1996. [76]

There is nothing similar in relation to a misuse of private information claim and it is questionable whether 
discursive remedies of this nature would be applicable in the absence of a defamation element. However, 
might it be feasible for discursive remedies to extend, not just to the untrue element contained in the 
defamation claim, but also to the privacy claim (whether true or not)? English common law has confirmed 
that a claim in misuse of private information may be brought in relation to information which purports to be 
private information about an individual, regardless of whether or not the information is true. [77] Thus, 
in McKennitt v Ash Longmore LJ said:

‘The question in a case of misuse of private information is whether the information is private not whether it is 
true or false. The truth or falsity of the information is an irrelevant inquiry in deciding whether the information 
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is entitled to be protected and judges should be chary of becoming side-tracked into that irrelevant 
inquiry’. [78]

In the same case, it was judicially accepted that reputation was among the rights guaranteed by Article 8, 
which protected ‘‘reputation’, broadly understood’, the finding later being endorsed by the House of Lords 
in re British Broadcasting Corporation and the Supreme Court in re Guardian News and Media Ltd & 
Others. [79] [80] [81] There has also been broad acceptance of this approach within The European Court of 
Human Rights. [82] Given that there has been this extension of the English common law, it is argued that the 
alternative remedies highlighted above might find a place next to the more developed remedies affording to 
misuse of private information claims. Their relevance to the on-line environment is particularly apparent, 
given the strong association between misuse of private information and defamation in this arena. Thus, the 
development of the law in Germany in the way discussed may, following appropriate legislative measures, be 
directly transplantable into the English common law system, providing a welcoming sweetener to privacy 
violation claimants here in the face of derisory damages under the current system.

On a practical level, the requirement for legislative intervention is not the largest problem with such an 
approach. More fundamental, perhaps, is that a discursive remedy, if indeed it were available for privacy 
violation alone, would be perceived as a ‘watered down’ tool - a retraction, for example, in respect of a 
misuse of private information would fail to attract the same declaration of falsity as would be available in 
defamation. However, for privacy violation claimants, perhaps something is better than nothing at all

6. Conclusion
Given the above exposition, it appears that privacy-violation claimants, in reliance on the UK common law 
approach, fail to have an adequate remedy at law. Taking a privacy case to open court and exposing private 
material to an even wider public audience in exchange for only a limited remedy at common law, therefore, 
smacks of locking the gate after the horse has bolted. For such claimants, the requirement to apply off-line 
principles to on-line issues serves to complicate matters: not only is it more difficult to evaluate a reasonable 
expectation of privacy on-line, but claimants are immediately at a disadvantage because, as Lord Phillips has 
suggested, ‘once information is in the public domain, it will no longer be confidential or entitled to the 
protection of the law of confidence’. [83] The added complexity of identifying the extent of on-line publication 
and the inappropriateness of an injunction combines to mean that the trip to court is an unpleasant and 
unsatisfactory one for the on-line claimant. Whilst the common law appears to have been stretched 
procedurally to remedy such claimants, there is arguably no effective remedy available for them. No amount 
of damages can erase information revealed from people’s memories, nor can any court case ever restore 
privacy. [84]In an attempt to make the derisory level of damages more palatable to on-line claimants, it has 
been suggested that the inclusion of discursive remedies, akin to those prevalent in the German approach to 
the remedying of defamatory remarks, ought to be available in certain scenarios. However, this approach is 
not without its practical problems, meaning that, for the time being at least, the UK approach fails to give an 
adequate remedy to such claimants and represents little more than a warning, and a tepid one at best, to on-
line communicators about the dangers of publishing private information in on-line forums.
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